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Outline

» Paralld history of the Chemical Corpsand OSD CB
Defense Program

» Equipment — Then and Now
» Lookingtowardsthe Future

= Transformation within the DoD

= Senior Leadership Support for the DoD Joint
Chemical/Biological Defense Program (CBDP)

= Changing Threats

= Homeland Security/Civilian needs

= Supporting the Warfighter- Capability Enhancements
» Evolving Challenges
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“Decade of

Neglect”

Parallel History

S
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Single Focal Point in OSD
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($ Millions)

CB Defense Program Funding

Historical Progress- Based on FYO3 PB-FYDP
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Protective Masks- Then & Now

1960’-1970’s Current
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CB Detectors- Then & Now

1950°'s-1960's 1970's-1980’s Current

-

RULES FOR SNIFFING i
1.Sniff- don’t inhale
2. Sniff only once

3. Sniff —then think. Try to associate
the odor with the name of the
gas and not something the gas
IS supposed to smell like

4. After sniffing, exhale strongl
through the nose sever
times.

5. Don’t smoke when sniffing. It dulls
the sense of smell

6. Don’t rely on odor entiely. Useall
available methods

6 DoD Chemical and Biological Defense Program



“Those who cannot remember thepast are
condemned to repeat It.”

Geor ge Santayana

But he also said

"History Isa pack of liesabout eventsthat
never happened told by people who weren't
there."

DoD Chemical and Biological Defense Program



Defense Transformation

But we do not seek evolutionary progressin our ability
to defend ourselves. So littleis certain when it comesto
the future of warfare, but on one point we must be
clear: We risk decelving ourselves and emboldening
future adversaries by assuming it will look like the

~ past. Sept. 11 proved one thing
above all others. Our enemies are
transfor ming.

Will we?

Donald Rumsfeld, Secretary of Defense
May 16, 2002, The Washington Post

8 DoD Chemical and Biological Defense Program
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Transformation

New Organization > Not only involves
or ganizations but also:

»Joint forces and capability
packages

»New technologies

» Culture of the affected
Institutions, eg. Services

»Budgeting, acquigition,
personnel, and management
systemsin placetoday

Current Organization
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Quadrennial Defense Review
Transformation Tenets

A Capability-Based Approach

> Shift basis of defense planning from a *threat-based”
model to a“ capabilities-based” model for the future:

» Capabilities based moddl.

» Focuses more on how an adversary might fight rather than
specifically whom the adversary might be or where a war
might occur

= |dentify capabilities required to deter and defeat
adversaries who will rely on surprise, deception, and
asymmetric war fare to achieve objectives

= Maintain our military advantages in key areas while we
develop new areas of military advantage and deny
asymmetric advantages to adversaries

11 DoD Chemical and Biological Defense Program



Quadrennial Defense Review
Transformation Tenets

Paradigm Shift In Force Planning
» New force-sizing construct specifically shapes forcesto:

= Defend the United States

= Deter aggression and coercion forward in critical regions,

= Swiftly defeat aggression in overlapping mgor conflicts while
preserving for the President the option to call for a decisive victory

In one of those conflicts including the possibility of regime
change or occupation; and

= Conduct alimited number of smaller-scale contingency operations

*Builds portfolio of capabilitiesthat isrobust across the spectrum of possible force requirements

*Places new emphasis on unique oper ational demands associated with Defense of the U.S.

*Restoresthe Defense of the United States asthe Departments primary mission

12 DoD Chemical and Biological Defense Program
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Quadrennial Defense Review
Transformation Initiatives

> New defense strategy identifies 6 key operational goalsfor deterring
conflict and conducting military operations

» DoD investment resour ces must be focused on these goals

Protect bases of operation at home and abroad and defeat the
threat of CBRNE weapons

Assure information systems in the face of attack and conduct effective
Information operations

Project and sustain U.S. forcesin distant anti-access and ar ea-
denial environments

Deny enemies sanctuary by providing persistent surveillance,
tracking, and rapid engagement

Enhance the capability and survivability of space systems

L everage information technology and innovative concepts to develop
Interoperable Joint C41SR

Goalsrepresent the operational focusfor effortsto transform our Forces

DoD Chemical and Biological Defense Program



The Aftermath of 9-11

* Entire spectrum of CB matters
has received increased
emphasis from the
Administration, Congress,
Media, and the Public

 Warfighting spectrum expanded
to include homeland security

« Emphasizes importance of coordinated
USG program to counter WMD proliferation

¢ Asymmetric methods are no
longer a threat, but a reality

Our guidesfor the immediate future:

Flexibility and I ngenuity with Responsibility
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The Changing Threat

» CB threat isaprototype of futurewarfare:

= Complex and changing

= Need for clearly defined roles and responsibilities will
replace requirement for detailed procedures

= Threat is shifting from survival in CB environment to
response to alimited or specific CB incident

= Bioterrorism viewed as significant threat for the Homeland

= B1C

DoD Chemical and Biological Defense Program
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Key Military-Technical Trend Affecting
U.S.Defense Strategy and Planning

> Increasing proliferation of nuclear, biological, and chemical weapons
and ballistic missiles:

= “Theproliferation of NBC technology, materiel, and expertise
has provided potential adversaries with the means to challenge
directly the safety and security of the United States and its allies
and friends. The pace and scale of ballistic missile proliferation
has exceeded earlier intelligence estimates and suggests this
challenge may grow at afaster pace than previously expected.
Likewise the biotechnology revolution and bio-terror portent
a future with increasing threats of advanced and more
sophisticated forms of attack. Hostile regimes and terrorist
organizations will seek to acquire and use NBC weapons and
ballistic missiles to attack the vulnerabilities of open societies.

— Extract from the SECDEF Annual Report to the
President and the Congress, 2002

DoD Chemical and Biological Defense Program



“The one that scares me to death, perhaps
even mor e so than tactical nuclear weapons,
and the one we have less capability against
IS biological weapons.”

Gen. Coalin Powell, then Chairman of the Joint Chiefs
of Staff. Testimony before US Congress, House
Committee on Armed Services, Hearings on National
Defense Authorization Act FY 1994 — February 1993

DoD Chemical and Biological Defense Program



Popular Interest In Bioterrorism

From fiction...
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Bioterrorism Threats

...to reality.
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Changing Perceptions

“19971"

> WMD = Poor man’s atomic >
bomb

» Used against US as weapons of >

last resort
> Bioislessof threat than CW >
> Regional in nature >
> NBC -it'sall thesame WMD -,

Today

WM Ds counter U.S. conventional
superiority

Early CB useagainst US possible,
even likely

Bio-terrorism main concern
U.S. Homeland at risk

Nt B! C
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Homeland Security and Consequence Management

» Evolving Rolefor DoD
= Military assistanceto civil authorities
« National Guard and Army Reserve Teams
= Achieving interoperability with first responders
= |nstallation Protection - Joint Service | nstallation Pilot Project
= Homeland Security strategy

» DATSD(CBD) —oversight for Research, Development, and Acquisition to
support Consequence M anagement

* Includes: detection, sampling; decontamination; command and control;
modeling & simulation; and platform integration

» Office of Homeland Security provided FY 03 funding for two HL Sinitiatives;
= Biological Counter-terrorism Research Program
= Biological Defense Homeland Security Support Program

21 DoD Chemical and Biological Defense Program



Biological Counterterrorism
Research Program

» Establishes Center for Biological Counterterrorism at the U.S.
Army Medical Research and Materiel Command, Fort Detrick

» L everages unigue capabilitiesto support DoD and national
reguirements and reduce vulnerabilities
= Utilize multidisciplinary and multiagency approach

= Establish interagency research program that focuses on
bioterrorism/ BW defense threat assessment and microbial
forensics

= Support national security, law enforcement,
and medical/public health communities

e Analysis and Attribution

» Threat and Risk Assessment

 Prevention of Technological Surprise
22 DoD Chemical and Biological Defense Program




Biological Defense Homeland Security
Support Program

> Initiates comprehensive program to build a National Biological
Defense System for the Office of Homeland Security

> Providesan integrated Homeland Secur ity capability to detect,
mitigate and respond to biological-related incidents:

* Enhanced biological detection capabilities and the fusion of
medical survelllance systems, wide-area environmental sensors,
access control points and information %ystems

» Deployed systems will exploit existing technology supplemented
with new capabilities resulting from accelerated devel opment

> FYO03 plansinclude establishment of a fully-equipped DoD test-
bed, an enhanced monitoring system for the National Capitol
Region and an initial capability intwo additional urban areas
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Joint Service Installation Pilot Project (JSIPP)

-
» ODbjectives:
* |ncrease CBRNE defense capabilitiesat 9 CONUS DOD installations
* Enhance emergency responder CBRNE capability for Consequence
Management with equipment, procedures & training for on and off
Installation emergency response elements
* Generate installation CBRNE defense requirements recommendations.
> Scope
= Consists of two procurement efforts
 Installation CB defense technologies designed to provide
singationaI awareness & aid in consequence management decision
making
e Equip on post and train emergency responder elementsin CBRNE
conseguence management, integrating civilian community
responders
* |ncludes developing & conducting training for C2 & emergency
responders

= |ncludes exercisesto ensure capability and collect datato support
CBRNE defense requirements recommendations

24 DoD Chemical and Biological Defense Program




The DoD Joint Chemical Biological
Defense Program (CBDP) Vision

Ensure U.S. military personnel arethe best equipped
and best prepared forcein theworld for operating in
future battlespacesthat may feature chemically and
biologically contaminated environments.

25 DoD Chemical and Biological Defense Program



DoD CB Defense
Concept —

RDA to support the
Warfighter

An Integrated System-
of-Systems, including

Battle Management
Command & Control; Hazard

Analysis; and Modeling and

Simulation Training ‘

b o

Collective Protection
Advanced Filtration System's
and Eguipmentyandi,Shelters
forr Mebile;Applications;and
Eixed Sites. ==

aas

Contamination Avoidance
Early Warning (hemote and

Standoff Detectio ) Point

Detection; Senso r Integration

capabilities for:
Battle Management

Contamination
Avoidance

Individual Protection
Collective Protection
Medical Systems
Restoration

b

Individual Pfotection - >
Medical and Non-Medical, ‘
Including Respiratory and
Percutaneous Pfotection.
LY
e Contamlnatlon

-%.f

Restoration Capability
Equipment, Facilities, and Area
Decontamination; Personnel/
Patient Decontamination.

" ?1‘"

Medical “
Veterinary, Prophylaxes,

Surveillance and
Therapeutics, and Diagnostics



An Integrated Materiel Approach to Counter
the Threat

CB Threats & Hazards Doses

Downwind Absorbed
Dispersal

Symptoms

Doses on

Ayl Target

Delivery

Protection

Contamination Avoidance
& NBC Battle Management
(Detection, Identification,
Reconnaissance & Warning)

Famye

Contamination Control Medical Protection

Countermeasures for Force Projection Strategy
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DoD Chemical/Biological Defense Program
FY2003 ($M)- President’s Budget (PB) Request

]
Science & Tech Base

0
MILCON Basic Research (42.3%) $576.1

(0.4%) $5.0 (4.7%) $64.1 Applied Research

Procurement (31.3%) (19.4%) $262.2

$435.7

Adv Tech Dev
18.2%) $249.8

Mgmt Support (3.1%)

$43.0 EMD (12.3%) DEM/VAL
$169.0 (10.6%)
RDT&E = $932.9 $144.8
Procurement = $435.7 Ad S Devel t
MILCON = $5.0 vance evelopmen
_ (26.0%) $356.8
Aotal = $1373.6 DoD Chemical and Biological Defense Program




Support to the Warfighter

29

» Making Progressin Research, Development and Acquisition:

» However more progress needed:
= Organizational/Managerial Transformation
= Training Readiness
= Joint Concepts/Doctrine
= Senior Service/Combatant Commanders Awareness

$$ Dollars Will Not Solve Everything

DoD Chemical and Biological Defense Program



Evolving Challenges

» Supporting homeland security roles and missions
= EXecuting programs as strategy evolves

» Enhancing CB installation for ce protection

» Acceleration of CB defense technologies

= Spinning off appropriate technologies for civilian
applications

» Maintaining current programsto respond to warfighter
reguirements

= Balance of competing priorities within current budget
authority

DoD Chemical and Biological Defense Program






