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from O Durselves




REgUITeTents of ther2002
fEperednessiand BioterorHsm ACt

(Releif d to Water Suppl

PIPES andl constructed conveyances;

SRPIRVSICal Parriers;
) .\' ater: collection, pretreatment, treatment, storage and

:ﬁjstrlbutlon facilities;
== '5 Electronic, computer or other automated systems which
are utilized by the public water system;

® The use storage, or handling of various chemicals; and
® The operation and maintenance of such system.




ig.Vulnerability AssessiiEnt
Clojzl

SEsanieglard public health
RREdUCE the potential for a disruption of a

= Jieliable supply of pressurized water
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Certification/Submission Emergency Response Plan

Date for Vulnerability Certification Date
A ssessment (in 6 months but no later than)

March 31, 2003 September 30, 2003

December 31, 2003 June 30, 2004

June 30, 2004 December 31, 2004
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SEIMENLS O a Vulnerability ASSessHERs
@ENStpplier Deterdmines the Levelror Detail)

Elarnapi e
SYSIEIICHIANACTErZation.

tn‘y potentialladverse conseguences.

ement 5>
_:f "“fBetermlne What acts could damage critical assets.

— & Element 4.
ASSess the probability of acts from adversaries.

® Element 5.
Evaluate existing security conditions.

® Element 6
Assess risk and develop a prioritized risk mitigation plan.
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SMUEINE Who the system serves and what are
eI missions in regards to the highest priority

B0l the customers (i.e. general public/military-
= hospital/retail space, firefighting).
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* Identify the most critical assets of the system for
dachieving mission objectives.
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Critical Assets - Systen
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Potentlal Adverse Consequences

de magnitude a disruption would
BCAUSE o provide a safe, reliable and

.h_unlnterru oted water source.
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SEhysical damage to pipes and distribution;
fevievwtiow diagrams, P&ID, SCADA)

SeEntamination of water;
= Frewew direct and Iindirect pathways, SWAP)
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;—* =3 '1ntent|onal release of stored chemicals;
~ (review storage practices and employees)

. Interruption of electricity.
(review back-up power and maintenance)
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SV EIEN SUppliEs Tor military personnel
wotldrgenerally have a higher threat
e piential as a target compared to other

ommunlty public water supplies.
Identlfy level of threat.
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SEement 5.

EVAIBELE EXISting SECUN,Conditions

=EXISHING SECUrIty measures usually Include:
Encing

— Ilghtlng £
— could include cameras or frequent inspection

by security personnel, depending on threat
level.




VeI guality vigiiance
(iskemitigation egins at home)

“\Vater system upgrades

* Jredundancy and maintenance)

= _

“ \Water System security upgrades
(maintenance)




Inerablllty Assessment IS a dynamic,
formance based document.

[ serves as a guide for developing risk

s

__ ductlon options, as well as, associated
== capltal and operating costs.

* |t is an evolving process.




