fegratlng Environment, Chem:=Bie
IIEChNologiespand A/E attaPackage
Handling Facility’

= il

Pr. Theodore M. Prociv
President and CEO

National Defense Industrial Association
9 Apr 2003
Richmond ,VA
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Challenge

JretesechinoelegiesiEer dentriication Ofi
shiemicall And Biological Agent Intrusion
- Hrr“- Off Personnel, Mail Handling And Package
H gcessing Facility, And Ultimately The Public
== rom CB: Intrusion

| ._.l-h.,—\.
"_1__-

= Approx 70,000 ft? Facility
- ® Paily Processing Of 8-12 Trailers Of Materials
e Extensive Distribution Network

Versarine




S
Vernsar SiScope

. —

s

leEat Assessment
gReguirements Analysis
RENgIneenng Assessment of Current

= Detection Technologies and Practices

.
i

—

- S Engineering Design
® Design/Build

®* O&M and Support
Versarine




S
lnolegy.lntegrationMssties

. —

s

ERVikeGRINERILE

EEEIFAIL

sampling/Chain of Custody.
Baseline

=k Chiemical Analysis

,' sk VMicrobiology

-BIO

Detection Technologies
Decontamination Processes

- Individual and Collective Protection

Air Flow/HVAC/Mechanical Engineering
Structural and Architectural Design
Materials Selection

Process Engineering and Process Flow
Clean Room Engineering

= il

Versarine




S
IeErS Pillarsref,\ersar's-@rgamization”

4

ERVvironmental Services
B Pemediation
= Scientific Services

ES= = National Security

"
T

= [omeland Defense

—
. T—
J—
-

—  Military Defense

Architecture, Engineering
and Construction
— Engineering & Design/Build

— Weapons Demilitarization S o ir'i"
_/I. A
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~"-h|;
=Vvironmental Servicespiliar

. —

s

~ Core Celaelo) iAo
Corrloziny

SSEIVICES  provided
ifieltfefex

& — Remediation
= — Pollution prevention

= — Compliance management

— Natural Resource
Management
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.
National,Security iz

SNComivines: Military
S pelense and
S Hemeland Defense

S =i Chemical and
= Bjological Protection

— e
— - _-.'
o —

—

— = Chemical Surety
: Laboratory
= BSL-2/3 Biological -
Warfare Laboratory P

Versarine




Architecture, Engineering &
Constiuction Pillar s

SERDesign Builld'and Construction
S Vianagement

= = Civil Engineering
~ = Infrastructure Management

Versarine




S
Vitigation, Jilechnoelegies'

. —

s

- Wil Iddress EoUr TThreats:

=Eielegical
= _ Chemical

i - -
— Ty -

= Radiological

- =

L =
e
- " —

—  — Explosive

| S

Versarine




S
Concept,of OperatieRs™

. —

s

eeniamination Aveidance: (Intercept the
Thf
[Adividuall and Collective Protection
i Reduce the Impact)

—
—

— —
= .-‘"

. Response Scenario (What Happens if...)

e Operatlonal Issues (Day to Day Operations,
Training, Maintenance, etc.)

Versarine




"
- ——

- Design Issues

s

Ssivlegical Detection: Time Delay from 1
mr‘ Upite 48 hours (Depends on
chnology)

_ :Chemlcal Detection: Real Time
= * Radiological Detection: Real Time
e X-Ray-Explosive Detection: Real Time

Versarine




~"-h|;
Prior l.essons

. —

s

| earned”™

siplegical Protection Drives “Retention
imESand therefore design footprint

-\ 81 “perfect” system

iﬁssons from classic mi
“programs — may not ap
due to lack of intel on s

itary NBC
oly In civillan arena

necific threats
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S
Bielegical Threats in “Packageds

Viaterials And Mail™

EdidariyAhaciius antiracis (anthrax)
= Sull“most likely” threat scenario
SOUIEr pathogens of interest
—  Bzigigfl
= Anthrax
~ ® Plague
® Brucellosis

\/iruses
e Smallpox
e Others
— Toxins
® Botox
* Ricin

Issue: Can Exterior Sampling/Detection Warn/Intercept unopened
packages/mail?

— Residue
— “Exfiltration” from letters, etc.

Versarine




REGIN(or Near Real) TimesBetection™™

RECUIEMENT:

= DEtectand respond to potential
ololacjieel ]
Stiream off materials in real-time
SOINTION:
=rayered Approaches

Particle Size Distribution (gress particle load)

Particle Discrimination! (bio vs. non-bio, live vs.
dead)

[Fayered Detection Systems
— PCR
—  Flow Cytometry.
B — Antigen-antibody reactions
‘Procedure:
"; — Collection (aerosol, spincon, vacuum/HEPA
~filtration, etc.)
Preparation (extraction, preparation,
buffering, etc:)

Sensing (PCR, fluorescence, culture, etc.)

Output (colorimetrie, charts, graphs, dials,
lights, codes, alarms, etc.)

Collection Prep Sensing | Output

Versarine




—~
Ii(or Near Real) Time De__gcnon
| Operatienal ISSUES™

JoJJr BFPIOCESS
Ple; ges and mail (6 sided, tubs, sweeps,
CONIpPosItes, etc.)
=1 Iopes (*peoef” In sorting machines)
StiFliaces (tabletops, bins, sorting machines, etc.)
3= \/AC sampling (HEPA filters)

S 1:' IEPA Vacuum Sampling (aggressive suction)

= —*ﬁgampllng Protocol and Personnel

‘ 'Personnel Qualifications and Certification
Sample Chain of Custody and Records

Operation and Maintenance of Systems

Versarine




h
Sxamples — Integrated, I\/Ig]:uple -

& Technology Systems:

- 510 ggical Delection
J\ stem — (Smiths)
orthrup/Grumman Team
==JI9rUSPS Faclilities

- bl Lockheed Martin Bio

:j‘ Biological Aerosol Sentry
= and Information System
(BASIS) — Deployed in
~ Metro, DC area

—
-

—

-
e —

Versarine




S e
Chemical Threats««

CHEmIcalNRreats n Packages/ivianl 9
ACERLS o
=mmediate Danger (nerve agents)

BRSHort incubation (hours for blister
“zlof[aipEs))

-—; any Ingestion Pathways (dermal,
-___ & IAhalation, ingestion)

—T-l'_ reat Scenarios Vary
- Localized (1-10 ft)
® Powders
- * Liquids
— Area Threats (wider areas of concern)
® \Vapor

= . 4% |
5 e Toykc Sarln Attack |
Versarine




.
Chemical Detection="

ZelEmE Detect and respond
lENeelEntial chem agents in
ixed stream ofi materials in
eaiEme (“sniffing” exterior
VSIInternor detection)

= il -
EeRSeIUtions:
= X-ray (for “suspicious”
~configurations)
— Point detection

— Area detection

® Based on:
— Multiple technologies
— Handheld vs. integrated

Versarine




.
Real Time Detection:

SiEaEed Systems Now
gIgNVlarket
=NEXS Smiths Detection Saber
=~ Centurion
= ® Ties into HVAC
= s Could be modified to
sample packages

—  _ Handheld Systems
-~ Avallable
® M9 paper
® M256 kit
° CAM
® others
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_"‘-‘

emmercial Detection ana
B dentificationriechnologies

~ Vagor AgelEs
N D
— s
. PID

= _ FID/PID

= C
= — __—--..__d_—_ =

ET i —

—

-~ = — GC/MS

~ e S5Solids/Liquids Analysis
— IR
=2GC
— GC/MS
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.
OpErational Issues With Ch__mlcal

DEetection

PlGErStanding capanility

iining

EdlpmeEnt Calibration/Background “Noise”
_u | @RV reguirements

-_

—:J?esponse Scenarios

__—- =

-~ — Safe area
— Response planning
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_h
Explesive Detecticps

BICE haggage style™ x-
[eyASy/Stem| not effiective
2eifist ioday’s threats

REIIanced’ Systems
== Threat Image Projection

—

_‘-__:,.-*_- — (TIP)
- — Screener Assist Technology
- (SAT)
— Networking
— Redundancy

—
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= -"...:-___

EEace Explosive Detection

=

RECINININE

E/e mple: IONSCAN®

LEChiREIegy: (similar to hand-

eldl trace analyzers) — uses

iEielegical source to ionize
= =tienranalyze traces

= == Detects RDX, PETN, TNT.
=~ = Semtex, Nitrates, NG HMX
~and others
e Side benefit — detects trace
drugs
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EXPIOSIVES Detection Operational Issues™

SNEIRING/Certification
PIN@PErators

SIRESPONSE Scenarios
ESEEXploSive-Proof

| = .
e

— Storage Area
~ * Throughput
® Redundancy

® Operations and
Maintenance Versarin




S
RadielegicaliDetection™

. —

s

SREOWIEME ASSESSING| Radiological Threat from Mail
RElielegicall “Refresher”

=Nenizing Radiation - harmful to humans
= Alpha (largest emitted particles, stopped by paper, ingestion
e primary: risk)
== = Beta (higher energy particles, like electrons, penetrates steel)
s’ Gamma (electromagnetic radiation, penetrates concrete and lead,
Immediate danger)
— Health Effects
® Acute (radiation poisoning)
® Chronic (mutations, cancer)

[
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S
Petection, | echnolegies

. —

s

S EEENEId SUrnvey
StUmeEnts

- HAL -thAreugh

EToNItors

—-F

j—— '—"-.F-.-'_‘-

?_'-*'-*' Area Monitors
~ ® Ajr Sampling Monitors
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S
RenBIogical Detection Operational ISSUES

. Tra_l' _
SRS ERIthrPhySics Support (also applies to x-ray
MaChine dosimetry)

SRCclibration/O&M of Equipment

-ﬁlﬁ_ay e Immediate Threat to Health and Safety

o—

= ® Response strategy
' — |solate/Evacuate Area

— Contain
— Remedy
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SUMMmMary--

- Iution Reguires Integration Of Chem-Bio,
SAZMAT, Environmental and A&E Talents

— thTechnolcgy Is Available, But...

—
T

—

'f-*q- There Is No “Silver Bullet”
e Cost Benefit Analysis Vs. Risk Criteria
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