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• Introduction
• Role of Environmental Staffs
• Emergency Action Plans
• Continuity of Operation Plans
• Protecting Critical Infrastructure
• Summary
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From:  Ozarks Family
To: Dept. of Homeland Security
Dear Sirs:

I am writing to you for further instructions to what the next step is
for me to take in protecting my family from possible attacks by
terrorists.

I have my duck taped....now what?

 my duck taped....now what?
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• How many feel like this note applies
to your organizations preparedness?

• No magic answers
• Must do the planning and

preparation to minimize effects
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• Planning Team
• Technical Expertise
• Threat or Incident Assessment
• Response Team
• Calming Influence
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Preventive Medicine Approach

• Break Chain of Infection
• Public Health Organization for

Emergencies
– Population Based
– Community Based
– Individual

• Threats
• Documentation
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• Anticipation
• Recognition
• Evaluation
• Control



05/06/2003 8

Emergency Management Approach

• Preparedness
• Mitigation
• Response
• Recovery
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Emergency to othersEmergency to others

Business Contingency PlansBusiness Contingency Plans
Disaster Recovery PlansDisaster Recovery Plans
Business Recovery PlansBusiness Recovery Plans
Incident Response PlanIncident Response Plan

Emergency to yourselfEmergency to yourself

COOPCOOP

EvacuationEvacuation
PlanPlan

BusinessBusiness
RecoveryRecovery
PlansPlans

OccupantOccupant
Emergency PlanEmergency Plan

IncidentIncident
Response PlansResponse Plans
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• On going in most public and private
organizations

• ESOH staffs should be involved
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• President directed it:
– EO 12656

• All executive branch federal departments
• National security emergency
• Essential functions named

– PDD 67
• All branches of government
• All emergencies
• Minimum essential functions within 12

hours
• Good business practice for responsible

and reliable public institutions
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To identify the steps required to get:
• The right people
• With the right equipment &

information
• To a safe & secure site
• Where minimum essential functions

can be continued
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Minimum COOP Plan
Requirements

• Delineate essential functions and activities
• Specify emergency and alternate staffs
• Identify essential materials, data, databases, and software
• Identify alternate site(s) & include procedures for deploying there
• Outline decision process for implementing COOP plans and

procedures
• Establish concept of operations that will provide for obtaining

operational capability within 12 hours
• Establish reliable processes and procedures to acquire resources

necessary to continue essential functions for up to 30 days
• Delineate orders of succession
• Identify delegations of authority as appropriate
• Provide for personnel accountability throughout the emergency
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• Succession
• Bridging
• Deployment
• Hot Desking
• Work Forwarding

– Telephone/fax
– Email
– Postal mail
– Delivery services (UPS, FEDEX, etc.)

• Essential materials, data, and systems
• Personnel accountability
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Orient leadership

Interview leaders
for essential
functions &

emergency staff

Identify essential
materials, data,

software

Identify alternate
site(s)

Assign alternate
site space

Develop bridging
plan

Develop work
forwarding plans

Finalize the plan

Preposition
essential materials

Exercise the planRevise the planPublish the plan
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The Office of ____________ Continuity
of Operations (COOP) Plan will
provide simple, limited, responsive,
and integrated support to the
_____________(Agency) during
contingency operations.
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• Emergency Action Plan Basic
Elements
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1. Emergency occurs

2. Evacuation
required?

6. Decide whether to implement the
COOP

3. Evacuate the
building

7. Implement the
COOP?

5.  Headquarters will notify/assemble
COOP Decision Team

9. Continue work
on emergency

10. Go to non-COOP
emergency abatement

procedures

Yes

No

4.  Notify Higher  Headquarters
Manager and EMT

No

Yes 8. Implement the
COOP

11. Notify Higher
Headquarters/
Activate EMT

12. EMT Manages
Emergency

12.  The EAP process
term inates with COOP

implementation

The EAP process terminates once the
Emergency Manager assumes control

of the emergency.
Document process and review actions.
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• A related task to planning
• Should be part of analysis
• On-going and should be threat based
• Design into new facilities
• “think castles and moats”



Activate COOP Decision TeamActivate COOP Decision TeamAbate EmergencyAbate Emergency
(Assess)
Impact -

Operations?

(Assess)
Impact -

Operations?

YESNO

(Re)-establish Short-Term Operations(Re)-establish Short-Term Operations

Flood/Flash FloodFlood/Flash Flood

First at Scene PersonFirst at Scene Person

Emergency Reporting PersonEmergency Reporting Person

Detection

Activate IEMP/EAPActivate IEMP/EAP

Operationally AbateOperationally Abate
(Assess)

Threat – Life
Safety?

(Assess)
Threat – Life

Safety?

Emergency On-Site Manager and/or Incident ManagerEmergency On-Site Manager and/or Incident Manager

Notification

YES

NO

Activation

Activate IEMP/CMPActivate IEMP/CMP

Operationally AbateOperationally Abate
(Assess)
Level of 
Severity?

(Assess)
Level of 
Severity?

High

Low

EMT & Emergency Manager ActivatedEMT & Emergency Manager Activated

Return to Normal OperationsReturn to Normal Operations
(Assess)

Recovery -
Complete?

(Assess)
Recovery -
Complete?

YES

After-Action ReportAfter-Action Report

Termination

Incident Management

NO

Establish Status Reporting SystemEstablish Status Reporting System

Response

Status Reports Activated for Remainder of IEMPStatus Reports Activated for Remainder of IEMP

Status Report Updates ContinueStatus Report Updates Continue

Status Reports Updated  Status Reports Updated  

Recovery

Status Reports Updated  Status Reports Updated  (Re)-establish Interim Operations(Re)-establish Interim Operations
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• Planning is the Key
• Environmental Professionals are

important organizational resources
• Take action to get ready NOW
• Assess your organization and role
• Are you prepared?
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www.dhs.gov Homeland Security

www.ready.go    

www.redcross.org   Red Cross  

Various links to state and other agencies
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Steven J. Stone, P.E., DEE, CIH
Program Director

Energy and Environment
2000 Corporate Ridge

McLean, Virginia  22102
(703) 917-7096

sstone@lmi.org
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