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Enhanced MIDAS Database Library
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Regulated Hazardous Chemicals
Acute Hazard Orientation

Chemical Agents

Neur otoxins ACGIH
Extreme ~ N DEA
Toxins DOT
Radioactives Chemical EPA
Explosives . OSHA
Shock Sensitives < Segur Ity > California
Corrosives Risks lowa
Flammable L ist Maryland
Oxidizers Nevada
Hazardous Air Pollutants ~ ~ New Jersey
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CPSC Specialty Regulated Substances
Canada Export Control Lists

DEA Essential Chemicals
DEA Precursor Chemicals
DOC Export Restrictions

EU Black/Gray Lists
|ATA Air Transport Forbidden

| ATA Passenger Transport Forbidden
| ATA Regulated Substances

UK TheRed List (Water)

UN/FAOQO Prior Informed Consent

Precursor Chemical
Security RisksList



Chemical Agentsand Simulants

P

Properties Toxicology Hazards | ncompatibilities Storage :
Data Recommendations
—Structure —Human —Protection —Chemicd —Container
—Chemicd —Animal —Decontamination —Conditions —Conditions
—Physical —InVitro —Persistence —Containers —Distances
—Use —HSAS?Variables

a HSAS = Homeland Security Advisory System



Toxic Industrial Chemicalsg/Toxic Industrial
Materials (TICSTIMS)

Industrial Feedstocks:

Carbamate I nsecticides:

Organochlorine I nsecticides:

Organophosphate | nsecticides:

| nsecticide Syner gists:
Fungicides:
Fumigants:

Seed Disinfectants:

Selected Examples

Acrylamide, Chlorine, Hydrogen Chloride, Phosgene

Baygon, Mobam, Temik, Zectran

Aldrin, Dieldrin, Endrin, Lindane, Heptachlor
Disulfotan, Mevnphos, Parathion, M ethylparathion

Piperonyl Butoxide

Pentachlor ophenol, Hexachlor obenzene, Maneb, Naban, Zineb

Calcium Cyanide, Methyl Bromide, Phosphine

Methylmercury Acetate, M ethylmercury Cyanide

GOALS: [1] Identify all chemicalswith severeto extreme acutetoxicity
[2] Identify all chemicalsin product classeswith similar mechanisms of action




| ncompatible Chemical Database

Chemical I ncompatible I.C. I nter action

Class Chemical Chemical Class Hazard
Corrosives Acetic Acid Hydrogen Peroxide Oxidizer Explosion
Nitric Acid Acetylene Flammable Explosion

Chlorine Aluminum Powder M etal Spontaneous Fire
Flammables Acetone Chloroform Carcinogen Explosion
Benzene Chlorine Corrosive Explosion

Carbon Disulfide Potassium Flammable Violent Explosion
Reactives Nitrotoluene Sulfuric Acid Corrosive Explosion
Nitroethane Hydrocarbons Combustible Explosion
Acrylonitrile Bromine Corrosive Explosion
Products Toilet Bowl Cleaner Metal Powders Metals Explosion

Bleach Ammonia Product Poisonous Gas

Paint Solvent Chloroform Carcinogen Explosion



Safe Chemical Storage Codes

Code# Chemical Code# Chemical

PK 26 Acetaldehyde RD26 n-Hexane

PR29 Acetylene YL10 Hydrogen chloride
PRO1 Ammonia YLO7 lodine

LG22 Aniline RD23 | sopropy! alcohol
LGO06 Arsenic GNO4 Lead

RD26 Benzene LG24 Malathion

PK 26 Benzine LGO7 Mercuric chloride
YLO7 Bromine YL27 Methyl chloroform
LGO4 Cadmium RD26 Methyl methacrylate
RD27 Camphor RD26 Naphthalene

RDO09 Carbon disulfide YL12 Nitric acid

LG27 Chordane WH23 Phenol
YL11 Chromic acid RDO06 Phosphor ous (yellow)
LG23 Coal tar creosote LGO3 Potassium ar senate
GN26 Cottonseed oil GNO02 Potassium permanganate
GNO1 Cupric nitrate GNO8 Soda lime

RD26 Cyclohexane LGO02 Sodium dichromate
RD27 1,2-Dichlorobenzene RD26 Styrene monomer
GN22 Dimethylformamide YL11 Sulfuric acid

PK21 2,6-Dinitrotoluene RD26 Toluene

RD23 Ethyl alcohol RD26 Turpentine

WH20 Formic acid RD26 Xylenes



Chemical Compliance Analytical System (C-CAS)
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Proprietary Capabilities Provided as a Service from CCS



The CCS Approach for
Total Systems Customization and M aintenance
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Chemical Compliance Analytical System (C-CAS) Derivative Systems
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Munitions Analytical Compliance Systems (MACYS)
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C-Ho0SS Security Criteria and Standards

e Chemical Security Hazard Rankings (by Hazard Class)
* Chemical Hazard Grades (1-4) (within each ranking)

Chemical Hazard Factor (CHF) = Ranking ¥ Grade

o Theft Risk Grades (1-4) (per product)

Chemical Security Risk Factor (CSRF) = Ranking ¢ Grade ¢ Theft Risk

» Accessibility Factor Levels (Storage Constraint Levelsand Descriptors) (0.5 - 4.5)

CSRF @ Accessibility Factor (AF) = Vulnerability Factor (VF)




Chemical Security Product Storage Codes

° Based Upon CSRF ° Codes=AF Levels?
CSRF = 30, or CHF=6P" = AF Leve 1
CSRF= 70, or CHF=12 = AF Leved 2
CSRF = 110, or CHF =18 = AF Leve 3
CSRF = 150, or CHF=24 = AF Leved 4

a2 AF Levelswill be calculated at 1/2 step intervals.
b\Whichever islower for a hazardous material.



Chemical Security Criteria and
Homeland Security Advisory System (HSAS) Correlation

HOMELAND SECURITY ADVISORY SYSTEM (HSAS)

GUARDED LOW

SEVERE HIGH ELEVATED
Red Orange Yellow Blue Green
If CSRF = > 24 > 50 > 100 > 150 > 175
or or or or or or
CHF = > 12 > 20 > 28 > 32 > 40
Then AF 2levels 15Levds  1.0Levels 05 Levels 0 Levels

| nCcreases



Centralized Chemical Hazard and Environmental M anagement System (C-CHEMYS)
Centralized and Relational Databases

Natural Resour ces

Industrial Hygiene (IH-CAYS)
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Chemical Homeland Security System (C-H0SS)
Centralized and Relational Databases

Chemicals/Products

Locations & Types Location Hazards
Processes Incompatibilities
Test Results Storage

Permits MIDAS Characterization
Processes Constraints
Test Results Dispositions

Types & History
Permits
Inspection Criteria
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Locations & Types
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Chemical Homeland Security System (C-Ho0SS) and
Chemical Hazard and Environmental Management System (C-CHEMYS)

EMS

Chemicals/Products

Locations & Types Hazards
Processes MSDS Images/ Index Incompatibilities
Test Results Location Storage

EMS . I EMS ‘

Permits MIDAS Characterization
Processes Constraints
Test Results Dispositions EMS

Health Impact
Green Rating

Health Impact
Green Rating

Site-Specific Site-Specific
Permits Types & History

Treatments Permits

Test Results Inspection Crit

EMS EMS

Locations & Permits
Schedules
Dispositions

Locations & Types
Inspections

\ ’ Test Results., Product Security & Containment EMS N ’
(PS-CAS)

Wireless / Secure /

\ Communication / Permits Locations & Types Web Access /

. Options ﬁgggg{f&?ﬁs Environmental Audits (E-CAS) Schedules . Options
P / Dispositions / /



C-Ho0SS Security Risk Assessment Analytical Reports

PRODUCT & CHEMICAL ANALYSES | PRECURSOR CHEMICAL ANALYSES | SPECIALTY MODULE ANALYSES
Inventory by Product Type & Precursor Chemicals by L ocation Air Releases
Product by L ocation Precursor Chemicals by Container Size Water Contaminants
Product by Container Size Precursor Chemicals by Weight Toxics
Product by Weight Precursor Chemicals Hazard Classifications® Pesticides
Product Hazard Classifications Precursor Chemicals Hazard Rankings Hazardous Waste
Product Hazard Rankings Precursor Chemicals Hazard Grades Solid Waste
Product Hazard Grades Precursor Chemicals Hazard Factors Storage Tanks
Product Hazard Factors Precursor Chemicals Security Risk Factors Munitions
Product Security Risk Factors Precursor Chemicals Accessibility Factors Chemical Safety
Product Accessibility Factors Precursor Chemicals Accessibility L evels/Storage Codes Industrial Hygiene

Product Accessibility L evels/Storage Codes
Chemicals by Product

Pure Chemicals by L ocation

Pure Chemicals by Weight

INCOMPATIBILITY ANALYSES SECURITY ANALYSES
Prioritized | ncompatibility Threats by Product Inventory by CHF
Prioritized I ncompatibility Threats by Room Inventory by CSRF
Prioritized Incompatibility Threats by Building Inventory by AF
Prioritized Incompatibility Threats by Facility Inventory by Storage L evels

Inventory (shift) by HSAS

a Chemical, Precursor Chemical, Munition, Chemical Agent, Simulant.
b Assigned by their worst classification: (1) inate classification, or (2) reaction product classification.
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