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New Orleans Scenario
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This satellite image
shows the city of New
Orleans befare the
devastation of
Hurricane Katrina,
Click on the buttons
above to view a
picture taken after

- Katrina struck.
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Fundamental Principles

Human decision-making is analogous to
finding Order within Chaos

Order requires Structure
Structure requires Rules for preservation
Rules must be learned and applied

New Rules are discovered as Information
(Data) evolves



Experts match the characteristics of the attacker with
postulated attack characteristics to generate engagement
scenarios that provide a basis to evaluate the consequences of
the attack

Base-Case Variants show the effectiveness of mitigating factors
on the consequences including the cost of mitigation

The set of Base-Case and Variant exemplars provide the means
to develop appropriate cost models that can aid in evaluating
S&T funding required to mitigate the consequences

To preserve “order’ in scenario variant generation, a set of
Rules governing the relationships between the CB attack Base-
Case and Variant exemplars must be “extracted” and “learned”
so that many Variants can be generated for further analysis



&8 Basis For Automatic Scenario
- Generation —

« Automatic scenario generation is based upon
Bose-Einstein’s Large Deviation Theory (LDT)

« The fundamental principle of LDT is founded in:
“Exponential Asymptotics for Good Sets”
— What this means Is that all sets of new scenario variants

must exhibit exponential asymptotic behavior, and
satisfy all properties of compact sets
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Exponential Asymptotics
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PERPETRATORS (X) Islamist Terrarist Group
MOTIVATIONS (M) Tactical: Casualties
MILLITARY FACILITIES (T) Education and Training
CHEMICAL/BIOLOGICAL AGENTS (A) Sarin (GE) (moderateshigh purity)
DISPERSAL MECHANISM (D) Improvised: Truck
Proximity ta Civilian Hiah
Infrastruciure ?
INHERENT Air flaws South-Southeast
CHARACTERISTICS Time af Attack 3:00 A
B) Access to Offsite Medical 3
Service(Scale of 0-5)
Avcess to Chvilian Hazmat 3
responsefScale of 0-5)
Tteration O |lteration 1 |Tteration 2 |lieration 3 |eration 4 |Tieration 5 |Tteration 6 ([teration 7 |[teration 8 |lteration 9 |Tieration 10
E Xe m I ar S et Type of detector. N/A o3 o3 03 4 c5 C5 5 55 c7 cB
Range of detection (m) Ni& 5000 5000 5000 5500 5500 5500 5500 10000 25000 40000
] 2 [Time Taken For Detection (Ming)|  N/& 10 10 10 2 3 5 5 5 5 1]
§ x 2 |False positive rate(%). /A 3 5 5 7 5 5 5 5 0 0
Of B ase Case £ 5 § False negative rate(%). N/& 3 3 3 7 5 5 5] 5 S S
- T =1 B) Mo of sensors. N/& 3 3 3 3 3 3 3 3 3 3
= § _§ Presence of wallfence. YES YES YES YES YES YES YES YES YES YES YES
E = 2 2 Presence of barricaded gates, VES VES VES VES VES VES VES VES VES VES VES
n g ag e I I l e nt W £ 5 Mo of armed guards. 5 3 15 15 15 15 15 13 15 15 13
- o A
@ ARy
E ., |FPositive Pressure Systems HO HO NO YES HNO NO HO HNO NO HO VES
= S 5 § § |AvblofMasks (%) 0 0 30 50 80 100 100 100 100 100 100
S Ce n ar I O an d sz 58 % [Avbl of NEC Suits (%) 0 0 50 50 20 100 100 100 100 100 100
o § B § Wearahility (Scale of 0-5) i i 3 3 3 4 4 4 4 4 5
B Ay Ay M % of personnel indoors 30 20 30 30 30 30 30 30 30 30 30
= ; Trained Onsite Personnel{Scale af 0-5) 1 1 2 4 4 4 4 4 5 5 5
Va r I an tS w Type of prophylaxis. H/& H/A H/A H/& H/A PC4 PCS PCE PCE PCE PC7
E Risk level of side effects. /A NAA HiA /A NAA High Mled Low Low Low Low
= ., |Effectiveness. Nia Ni& Ni& Nia Ni& Mled Med High High High High
= 5 Wlaik: irosofdaysisafetatake His Wi His His Wit 14 50 o0 o0 o0 120
w = continually. .
E % Ma: of days before it becornes WA n Wik WA n i i 1 i i i
s & eﬁectwe.
a 'S (Min no ofdaysthEtwEERAe: /& Hia Hia /& it 30 14 7 7 7 7
8 B treatment cycle. _
3 [o atbase parsonsl reeiing | gy N/ HiA N/ N/ 10 20 92 52 92 o6
% |it under normal conditions (%),
Type of medicine. T3 LT3 MT3 MT3 T2 hAT4 hT4 hT4 hAT4 hT4 hT4
- % Effectiveness(Scale of 0-5). 3 3 3 3 3 5 5 3 5 5 5
B § (F;E)rsmne' covered By antidnte 0 0 0 100 95 100 100 100 100 100 100
Em £ Capacity to treat (Scale of 0-5) 1 1 2 2 2 3 3 i) 4 4 4
= |Me: of}mman casualities 400-550 400-550 200-250 0-23 100-200 50-75 2575 0-50 0-25 0-25 0-10
E § Femediation costs(in millions of US §) 4 4 235 1 2 1 1 1 1 1 1
2 g |Ne: af days af mission disruption 30 30 30 30 30 30 30 30 30 30 30
_,% E Geo-polifical impact High High High Low Iled Law Low Low Low Low Low
C = Cost of ST info UB defensive measures 1] 0 a0 1] 600 750 1750 3000 3400 4000 7500
= E Cost af deployment (in millions US §) 0 45 57 907 182 275 525 785 935 1335 1785
=g |5 T Time (months) 0 0 0 0 60 60 72 96 60 9% 120
* Deplayment Time (months) i 12 12 42 24 &0 36 36 24 24 36




Adaptive Network Fuzzy
Inference System (ANFIS)

 ANFIS is a set of fuzzy inference rules written in a
neural network structure.

* Rules are extracted from exemplar data and learned.

* The resulting fuzzy-neural structure can be used to
Identify the effectiveness of mitigating factors on the
consequences of CB attack scenarios.



Exemplars of scenarios provided by CB Experts are
used to train ANFIS rule-based structures and provide
the means to generate hundreds and thousands of
Interpolated scenario variants.

Large numbers of variants provide the means to Rank
the effectiveness of mitigating factors on minimizing
the overall consequences, and in identifying the total
cost of additional S&T funds required.
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Attack Variables

Perpetrators
Motivation

Military Facilities
Chemical Agent
Dispersal Mechanism

Proximity to Civilian Infrastructure

Air flows

Access to Offsite Medical Service (Scale 0-5)
Access to Civilian Hazmat response (Scale 0 - 5)

ANFIS Rulebases for
Attacker and Attack Impact

o=

Attacker's Impact
(Scale0-1)

Attack Impact
(Scale 0-1)

Attack Mitigating Variables

=

=

ANFIS Rulebases for
Attack Mitigating Variable

Effectiveness

Presence of wall or fence
Presence of barricaded gates
Number of armed guards

Tvpe of Chemical detector
Range of Detection

False Positive Rate

False Negative Rate
Number of Sensors

Tvpe of Chemical Prophylaxis

Risk level of side effects

Prophylaxis effectiveness

Number of successive days for treatment

Minimum number of days between pretreatment cycle
Number of base personnel receiving prophylaxis normally

Type of Medical treatment
Effectiveness of treatment
Number of medical personnel covered by antidote

Trained on-site personnel (Scale 0-5)

==

==

Effectiveness of
Perimeter Protection
(Scale0-1)

Effectiveness of
Chemical Detector
(Scale 0-1)

Effectiveness of
Chemical Prophylaxis

(Scale 0-1)

Effectiveness of
Medical Treatment
(Scale 0-1)

Scenario Variant Generation Using
FIRM

RioRosolLas

Fuzzy Inferential Rule-based Model (FIRM)
for Chemical Attacks

ANFIS Rulebases for
Attack Consequences
Geo-Political Impact
Rank Ordering
Number of Human Casnualties t
Chemical
Attack
Number of days of mission disruption I» Conseaqflence
Database

Remediation Costs (in millions of US §)

Evolutionary

Cost of additional S&T into CB .
Computation

defensive measures and their deployment

— > Weights of Attack and Attack Mitigating Variables on Effectiveness
mp Weights of Attack Mitigating Variables Effectiveness on Conseguences
— Attack and Attacker Impact

m > Attack Mitigating Variable Effectiveness

|:| Multiplexer




Learning Systems
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Desired

Consequences
CE Defense Measures (M) Ca Fitness Function (e)
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Spectrograph of
Variant Evolution

Flot of the error of each individual through the populations in the genetic search process
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Cost Model

6,, 6,]|=f|Eff,, Eff,, Eff,, Eff,, Eff,, Eff,, t,, t,]
6,, 8, are the Cost of S& T and the Cost of Deployment
Eff,|, are the mitigating factor effectiveness

t,, t, are the time required to achieve the desired effectiveness

This I1s a nonlinear mapping for which a Radial Basis
Function Neural Network with dynamic allocation of
neurons has been applied



S&T Cost to minimize Human Casualties
based solely upon Expert generated Ly
Engagement Scenario exemplars
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Advances In
CB Attack Analysis

 [tisshown that a “rule-based” inferential method
with ability to “learn” CB attack scenarios and
consequences, and “evolve”, Is necessary for machine
Intelligence in decision- maklng (MInD) where
multitudes of scenario variants can be generated on
demand

 The structure of MInD is explored within an
evolutionary framework to emulate Human-like
learning and decision making for CB attack analysis

» A fuzzy-neural system embedded in the Fuzzy
Inferential Rule-based Model (FIRM) exhibits
learned decision-making abilities to predict the
effectiveness of mitigating factors on consequences




Advances In
CB Attack Analysis

* An evolutionary structure (E-FIRM) allows the
examination of multitudes of mitigating factor
variants using FIRM as a kernel to yield a
desired set of consequences

* The evolutionary structure allows the
formulation of appropriate neural network-
based Cost Models that provide a basis for
ranking alternatives and for optimizing on the
cost of S&T funding and cost of deployment
over the desired time horizons
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