


Topics..

N

q‘- What is System Safety Engineering?




What's a SYSTEM?




What's System Safety?
It has two chief aspects...




The Tynes & Technigques of Analysis...

The TYPES and TEGCHNIQUES are to...
o [DENTIFY HAZARDS, and to...
o ASSESS THEIR RISKS.

'Hazard Inventory 3Bottom Up 4 Logic




S\

SYSTEM ASSETS* PROGRAMMATIC
may be: ASSETS* may be:

e Personnel o Cost

e Equipment e Schedule

e Productivity e Mission

e Product e Performance

e Environment o Constructability
e E ofhers e E ofhers

THREATS to ASSETS
are called »
HAZARDS.




Hazards are THREATS to ASSETS

“Faulty control logic producing yaw
overdrive and model damage.”

NOT: “Pranged wind tunnel model.”

“Occupancy of an unventilated confined
space leading to death from asphyxia.”

NOT: “Running out of air.”




The Risk Plane...

SEVERITY
and
PROBABILITY,
the
two variables

that
constitute risk,
define a
RISK PLANE.
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RISK
is
CONSTANT
along any
ISO-RISK
CONTOUR.



Using IS0-Risk Gontours...
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N e \
SRR

ACCEPTANCE: Risk
Tolerance Boundaries
follow iso-risk contours.

.. SEVERITY

Rt
ROVIS
ACCE Further
Risk
Reduction

Note that risk : Desirable.
at A equals risk at B. .




The Risk Plane Becomes a Matrix...
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Segmenting the Risk Plane into
fractable cells produces a
Matrix to enable using
subjective judgment.

SEVERITY

PROBABILITY

Matrix cell zoning approximates
the continuous, iso-risk contours in
the Risk Plane. Zones in the Matrix
define
Risk Tolerance Boundaries.
Jeopardy

PROBABILITY

......




A Typical Risk Assessment Matrix'...

Severity of Consequences

Probability of Mishap**

Category / Personnel | Equipment [ pown F E D C B A
Desvc\:/g%we lmjrgéyss/ Loss Time Impossible Improbable Remote Occasional Probable Frequent
& . Death >1M >4
Cofo(s:frophl ea Mo / / o
]
N 4 Ay
Il Severe 250K 2Wks =S 7
e Jury to to {2)
Criticall Sﬁvere M Mo L / /
ness
/7
Minor
1} Ir}\j/t\4ry or flok ] POOV @
Marginal inor
|| 9 liness 250K 2Wks
v No Injury <1
Negligible or IIInJess <IK Day

*Adapted from MIL-STD-882D **Life Cycle: Personnel: 30 yrs / Others: Project Life
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Imperative to
suppress risk
to lower levels

Operation requires written,
fime-limited waiver, endorsed 3

Operation
permissible

by management




The “Flow” of System Safety Practice..

Program Initiation

 Documenting the
System Safety

Approach

Eight key Performance Steps
are distributed through
= Five Major Functional
* Tasks
S SeFedule Elements of the
e Team System Safety Program

e Tools
Understanding
Hazards

Hazard Identification
* Recognizing &
Documenting
Hazards

Risk Assessment

» Assessing Mishap Risk

= Understanding

Maturing Continuous Risk Drivers
DeSI’Qn Hazgrd
. T i . .
Life Cycle feledn Risk Reduction
Monitoring Continuous Changes

Risk Reduction
* |dentifying Mitigation Measures

* Reducing Risk to Acceptable
Level

» Verifying Risk Reduction

Risk Acceptance
e Residual Risk

- |  Review &

| Acceptance

Understanding
Risk Options

-

el o —




Major System Safety
Cross-Link Disciplines...

« Programmatic Risk Management

PROGRAMMATIC

RISK MANAGEMENT

treats its own
special classes
of hazards,
posing risk to,
e.g..
| » Cost

| » Schedule
* Perfformance

* Constructability
| * ...others

 Reliability

ISN'T RELIABILITY
ENGINEERING
ENOUGH?

USUALLY NOT!

 Reliability
explores the
Probability of
Success, dlone.

e System Safety
explores the
Probability of
Failure AND its
Severity Penalty.




e When should System Safety be used?




system’ Safety Application throughout Life Gycle...
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REVISIT the ANALYSIS when there isE
* Modification of:
— System Design / Architecture
— Applied Stresses (service or environmental)

*NOTE - Moin’renqnce Protocol
_ ¢ A “Near Miss”

e

= | “System” includes hardware, software, procedures, * A Loss Event (to support autopsy)
Y« training / certification, maintenance protocol, efc.
— the GLOBAL System.




ﬂllmllal'lll!l Two Work Models
for Design-Build Efforts’..

Review Reliability / Maintainability / Safety / Constructability / other “ilities”

“Traditional”
Approach

Modify / Retrofit / Recover
Effort / Calendar

“Enlightened” |
Approach

ournal orf the American o<:|e darety Engi

L tare S,




What systems henefit sesr hy .
System Safety application?




Why / Whenuse more _
- specialized analytical technigues?

Top-down Analysis
(e.g., Fault Tree Analysis)

and / or

Boitom-up Analysis
(e.g., Failure Modes and Effects Analysis)




Risk too high? Then
Go Redundant!

Subsystem
Level
Redundancy

B But WHERE to redundify?
e System?
e Subsystem?
e Assembly?
e Subassembly?
e Component? Component

A L |
 Piece Part? RN e

C C’




When SIIIIIII[I System Safety
Analyses he Ae-visited?

Then,
REVIEW / REVISE
the
ANALYSIS!




Topics..

* How is System Safety done?




An Overview of Selected
Analytical Techniques...




Preliminary Hazard Analysis'...

) ': * Preliminary Hazard Analysis (PHA) is an unfortunate misnomer. The method is best applied early in system
life cycle but can be used at any time. It produces a running inventory of system hazards and is a
convenient repository for the results of system safety analyses done by any methods that might be used.
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RECOGNIZE
ASSETS

IDENTIFY
HAZARDS

Checklists

‘ Personnel I

Energy Source
Inventory

Equipment I

Prior Work with
Similar Systems

Product I

Operating
Scenario
Walkthroughs

EnvironmentI
|| Productivity I

Operational

Phase Review:
* Startup

o Standard Run

o Stressed Run

* Standard Stop

* Emergency Stop
* Maintenance

o ...others...

...others...

Preliminary Hazard Analysis Flow...

ASSESS
RISK *

(for each Hazard-Asset combination

within each Operational Phase)

(of Worst Risk outcome)

Probability

“ PROBABILITY
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SEVERITY
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(for Worst Risk outcome)

Severity

| Countermeasures
1 should not:

| Selection Criteria:

REASSES

RISK

* Matrix Based on MIL-STD-882

bl L Procedures!
Training

DEVELOP

| COUNTERMEASURES

(for unacceptable risks) |

« introduce new hazards |
* impair system
performance

| + Feasibility (Means &

Schedule)

* Design Selection
* Design Alteration
* Engineered
Safety Features
« Safety Devices
* Warning Devices

Effectiveness
_ Hierarchy
(Higher is better.)




A Typical PHA Worksheet...

HAZARD No. |Chem/Int-001 HAZARD TITLE: | Flange Seal A-29 Leakage Provide brief name for hazard. REVISED: 7/22/93

HAZARD DESCRIPTION

Flange Seal A-29 leakage, releasing pressurized UnFo, chemical intermediate from containment system, producing } Describe hazard, indicating: source,

toxic vapors on contact with air and attacking nearby equipment. mechanism, worst-credible outcome.

Identif licabl
EXPOSURE INTERVAL ACTIVITY/PROCESS PHASE: |Startup/Standard Operation/Stop/Emergency Shutdown opeer}ét}./n%pgﬁgge:

~— INITIAL RISK ASSESSMENT Identify (X) all applicable asset(s). ~— ADDITIONAL COUNTERMEASURES* A

(with existing of planned/designed-in countermeasures) N Surround flange with sealed annular stainless steel catchment housing, with gravity run-
off conduit led to Detecto-Box™ containing detector/alarm feature and chemical neu-
HAZARD ASSET(S): EVERITY: PROBABILITY: RISK CODE: tralizer (S/W). Inspect flange at two-month intervals and re-gasket during annual plant
& (check all applicable) (worst credible) (for exposure interval)  (from Matrix) rsr;)a(;gtseer/](a:lggijguct;gvovv\(/g/&)) Provide persona| protective equipment an training or re-
| Personnel: I :
. _ E ,I;:‘ [ 2] N J
Equipment: [ § [} d N
D time: — - For each asset, assess severity, and Describe added countermeasures
owntime: [} (L1} [d N prczbabllltysfﬁr the vl\io?st-credlb e todcontr%[ Pkrobablllty / Severity —
; . i outcome. Show risk (from reduce Risk.
Environment: [ ¢ LI [ [o] assessment matrix) L — THESE COUNTERMEASURES
Product: Ec'l i D i D i @ combination “as-is” — i.e., with no MUST BE IN PLACE PRIOR TO
\_ . added countermeasures. SYSTEM OPERATION!
|l ,/—~ POST-COUNTERMEASURE RISK ASSESSMENT N
i e . *Mandatory for Risk Codes 1 & 2, unless permitted by Waiver.
(with additional countermeasures in place) N Personnel must not be exposed to Risk gode 1 or 2 hazards.
HAZARD ASSET(S): SEVERITY: PROBABILITY: RISK CODE: Code Each C (D) Design Alteration / (E) = Engineered Safety Feat
(check all applicable) (worst credible) (for exposure interval)  (from Matrix) L [ (S) = Safety Devices / (W) = Warning Devices / (P) =Proced| | Training ])
Personnel: I i 3
; E; [l E __ COMMENTS N
Equipment: [} [} [ . . .
. Re-evaluate before sign-off — reconsider Environment as asset.
Downtime: [ § [} an-[ O
i . . L Reassesses Severity/Probability and show risk (from assessment matrix) for
Environment: E D i D i @ original hazard-asset combinations, presuming new countermeasures to be in
| Product: E E ; I:: ; IE j place, if risk is not acceptable, additional countermeasures must be developed.
|\ / L
Prepared by / Date: Reviewed by / Date: AFPproved by:
'l | (Designer/Analyst) (System Safety Manager) (Project Manager)
ey 4 S
VA7 e e T
i’ Y & J L s T S e e e TS D s VT T =




Failure Modes and Effects Analysis...




Failure Modes and Effects Analysis Flow...

ASSESS DEVELOP
INDENTURE | | SEVERITY and RISK * COUNTERMEASURES

LEVEL | PROBABILITY for - (for each Item-Mode-Effect-Asset (for unacceptable risks)

Piece Part_| |l MODE-EFFECT} combination within each

Component | | each ASSET: G should not: -
.| e+ Personnel Probability * introduce new hazards |::
Subassembly || | «Equipment | (of Worst Risk outcome) « impair system

Assembly || | °Product | performance |
.| °Environment | | Selection Criteria: |
__Subsystem || | «Productivity | PROBABILITY |  Effectiveness

Svstem I | e ...others... **

IDENTIFY

N EFFECTS of | |
FAILURE MODES m,f v

(for each ITEM) = (in each MODE 'I/\I
1 Effect A I | |(for Worst Risk outcome)
Mode 2 I 5 i

|EffectB_J|

| [Effectn_J|

rSELECT ITEM EVALUATE

L

| * Cost
A « Feasibility (Means &
Schedule)
* Design Selection
* Design Alteration
* Engineered

Safety Features
« Safety Devices
* Warning Devices

REASSES YAt | « Procedures/
RISK Training

Effectiveness
_ Hierarchy
(Higher is better.)

F| E| D] C| B
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1 NN
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SEVERITY

IDENTIFY




FMEA No.: __ N/246.n

Project No.: ~ Osh-004-92
Subsystem.:_lllumination
System.: _Headlamp Controls
Probability Interval.: __20 years

A Typical FMEA Worksheet..

FAILURE MODES

EFFECTS ANALYSIS

AND

Sheet 11 _of _44

Date.: _6 Feb ‘92

Prep. by.: R.R. Mohr

Rev. by.: S. Perleman

Approved by.: G. Roper

FAILURE

IDENT.
No. MODE

ITEM/
FUNCTIONAL
IDENT.

FAILURE
CAUSE

FAILURE
EFFECT

ASSESSMENT

RISK

ACTION

SEV

PROB

Risk REQUIRED/REMARKS

Code

Openw/
command
to close

R/N.42 [Relay K-28 /
Contacts
(normally

open)

Corrosion/or
mfg.defect/or
basic coil
failure

(open)

Loss of forward
illumination/
Impairment of night
vision/potential
collisions(s)
w/unilluminated
obstacles

P: Personnel / E: Equipment / T: Downtime / M: Mission / V: Environment

S=-MU |- meon>—

I
I
I
|

Redesign headlamp circuit to
produce headlamp fail-on, w /
timed off feature to protect
battery, or eliminate relay / use
HD Sw. at panel.




Fault Tree Analysis...




A Fault Tree Example...

RN,
RN

Tree shows
| Probability
| andits

Sources.

) Fault Trees
TOP event is a PROJECTOR are
Severity LAMP QUANTIFIABLE
Descriptor. OUTAGE but need
not be
quantified.

Unresolved Inadvertent Wiring
Power Lamp Failure Shutdown Failure
Outage

Basic Internal External
Lamp Wiring Wiring
Failure Failure Failure

Fault Tree Analysis is the principal analytical




ﬁ Who should perform System Safety
.- analyses?




Who best performs the analysis?

SOLO ANALYSIS
A Small Team, "~ ic
HAZARDOUS!

ONLY MANAGEMENT can make
RISK ACCEPTANCE decisions!







What does System Safety COST?

5% to 6% of total design project cost

System Safety is “...simply documenting, in an orderly
fashion, the thought processes of the prudent engineer.”




All Systems and
Operations MUST
be Codeworthy!

| Program Costs: A Losses :

Program Development 7 ; Man-hours
Training y////ﬁllllll,,-- ‘ Medical Costs
Operating Costs | Equipment Damage
Reviews/Audits : Schedule Delays
Equipment : Productivity
: Fines / Penalties
Etc.

(Fig. 9.2); Garland; ISBN 0 ; T







Why do System Safety?




Isn’t Reliability Engineering £nough?...

“You don’t need System Safety —

we’'re doing Reliability Engineering!”
BEWARE!

RELIABILITY
ENGINEERING

~ [ views PROBABILITY alone —
ignores SEVERITY.

~ | » often ignores potential for CO-
| EXISTING faults (e.g., FMEA).

« Often ignores COMMON
-\ CAUSE threats.

2quaily reliapile ar inc
BRI e
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e hever analyze a system...
we analyze only a
conceptual model

of alsysiem.

Make the model
match the system
asi closely as possible!
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