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Mississippi River Commission St. LO u is D i stri ct

> 10 rivers

> 5 lock & dam sites
> § Corps lakes

> 720 miles of levees

> 92 flood control
systems

> 416 miles of navigable
channel

» 70 pumping plants
> 162 recreation areas
> 1 hydropower project

One Corps Serving theATEA Forces and the Nation
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Mississippi River Commission P ri m a ry M iss i o n s

> Navigation
Flood Damage Reduction
Environmental
Hydropower

Water Supply

Recreation
Regulatory
FUSRAP

>
>
>
>
> Readiness
>
>
>
>

Interagency/international Supprt
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One Co

> Overview/Background

> System Design &
Architecture

> System Accreditation
& Certification
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>

>

Constructed in 1974

Located approximately 60
miles south of St. Louis

Pool provides 36 miles of
navigation channel on the
Kaskaskia River

Supports commercial
navigation for grain and
industry

Provides water supply to
several communities
Project includes:
> 600’ x 84’ Lock Chamber
> Two 60’ Tainter Gates

One Corps Serving the Aied Forces and the Nation
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Remote Operation System

Mississippi Valley Division
Mississippi Rivel issi

> The FY04 budget for the project was $2.4M. The
initial FY05 budget was $392k.

> Operations Division requested the design of a
system to control the pool in the event 24/7
operation of the project could not be maintained.

> System was designed by Engineering Division at
a cost of $30,000. Startup and EDC totaled
another $29,500.

> Electrical enclosures were fabricated locally at a
cost of $51,150.

> Installation of enclosures, conduit, cable, & CCTV
was under a separate contract at a cost of
$123,525.

One Corps Serv_ and the Nation
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Tainter Gate Hoist Controller
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Tainter Gate Hoist Controller
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B 00
Tainter Gate Hoist Controller

> Two Tainter Gate Hoist
Controllers and an Ethernet
Switch Enclosure were
fabricated in a panel shop

> Greater control over equipment
delivered

> Greater oversight of fabrication
> Tested by the Government

» Enclosures were installed
under a separate contract
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-
G Tainter Gate Hoist Controller

-

4> Mech. Interlock Circuit Breaker
3 —> Fiber Optic Interconnect
+— Reversing Starter

> Power Supplies

> Solid-State Motor Overload
_ § > Resolver Interface Module
"~ DC Brake Rectifier

> Industrial Ethernet Switch
> Ethernet-Serial Bridge

> Isolation Transformer

> Schneider Momentum PLC
> Isolation Relays

One Corps Serving theATEAIFocss and the Nation
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Mississippi River Commission Tainter Gate HOist ContrOIIer

> Local controls provided in
a separate enclosure on
the side of the controller

> Includes a keyed Local-Off-
Remote selector switch

» Key cannot be removed
while in Local mode (also
cannot close enclosure
with key in place)S

One Corps Serving theATEAIFocss and the Nation
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Ethernet Switch Enclosure

> Provides Ethernet
connectivity to the PLCs on
the dam

> Enclosure houses the F/O
transceivers for the CCTV
cameras

> A Momentum PLC
processor was added for
water levels

> Uninterruptible power
supply
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Mississippi River Commission Tainter Gate Position
N ,rﬂﬂvlﬁ;ﬂ A
i ol jﬁ L .
h“.ﬂlr!-!:im > Inclinometer measures

angle of upper strut

> Linear feet of opening is
calculated using
trigonometry
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» Original traveling nut limit
switch was replaced by a
rotary cam limit switch
(Gemco 1980R)

> Includes integral gear
reduction and resolver for
hoist position. Requires
interface module for a 4-
20mA input to PLC

> The 1980 was used in lieu
of the 1997 to avoid the
cost of the incremental
control. This feature was
implemented in the PLC

&
L P INTERFACE MODULE

One Corps Serving theATEA Forces and the Nation
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Water Level Sensing

> In a effort to save money
dedicated sensors were not
installed

Original approach was to
access all levels across the
network

Because the network data was
received by satellite and was
not real-time, a PLC was
added to interface with Water
Control’s float gages

Pool and tailwater levels are
analog inputs from shaft
encoder

Other river stage data is
accessed from a database
across the network

One Corps Serving theATEA Forces and the Nation




Us Army Corps -

Closed Circuit Television

Mississippi Valley Division

> Two cameras provide
coverage of the pool, gate,
and staff gage

> One downstream camera
provides coverage behind
the tainter gates and
downstream of the dam

» Cameras are accessible
across the network via a
digital video recorder

> DVR is accessed using
Internet Explorer or client
software

One Corps Serving theATEAIFocss and the Nation
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Human Machine Interface

Mississippi Valley Division

) " TR
] Pool: 368.87  Red Bud: 68.80 I0TTT,

sseechis OFF  LANDSIDE RIVERSIDE

F1- Help Screen
F2- Alarm Screen

2o > iFIX by GE Fanuc

Local e > A single application is used
between both the local and
remote locations

» Each location is stand
alone (SCADA node)
g ok 368,80 _Res s 000 communicating to each

sseechis OFF  LANDSIDE RIVERSIDE

= PLC

F1- Help Screen
F2- Alarm Screen

£ Goar o > Both locations cannot
R ¢ - - control the dam at the
emo e Tailwater: 350.75 Total Gate Opening: 0.1 Feet same time_ This is

S - controlled by the local site

Siren from Kaskaskia Lock and Dam.

QQQQQ TROL
W TAINTER cemv WATER scREEN
GATENOD. 1 GATE NO. 2 CAVERAS LEVELS HELP Rasy DOLOR
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Mississippi River Commission H u m a n M a c h i n e I n te rfa ce

Alarms arf
Physical Node: SCADAM REPEAT
Turn Sp“ch ON ‘ | 0 -| Hide Screen

4:04:20 PM Kaskaskia Dam Remote Operation System
7/18(2006 Alarm Summary

Ak Tima Ih Tirma Last Tanhame [iascription Walue

Al I 3
Tekal Alarms 1 |FIl:er| Area In "Coerabor” |Surt| Tirez In, Descerdng d

One Corps Serving the ATEd Forces and the Nation
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Mississippi River Commission H
i Human Machine Interface
3:32:24 PM ! ¥ 7/18/2005
JnzanN Pool: 368.87 Red Bud:68.80 . -5,
Speechis OFF LANDSIDE RIVERSIDE

Log Off System

F1 - Help Screen
F2 - Alarm Screen
F3 - CCTV Screen
ESC - Close Screen

00 00

Tailwater: 350.81 Total Gate Opening: 0.0 Feet

~
(" AUTOMATICSREN ) /" mRAKE N\ [ BRake h
ENGAGED ENGAGED

Motor Starter: REMOTE

MODE SELECT:
Increment
0.5 Ft.

Motor Starter: REMOTE

MODE SELECT:
Increment
0.5 Ft.

INCREMENT INCREMENT

-

5)
"

Siren ccTv
“ FPosition m [ Position
. . 0.9 Ft. . | 0.9 Ft.
\ J N\ Tainter Gate No, 1—/ t;Tainter Gate No. 2—
) g : : ) SITE CONTROL =
TAINTER  TAINTER ceTV . WATER SCREEN
GATE NO. 1 ‘ HELP KASKY COLOR

GATE NO. 2 CAMERAS LEVELS

One Corps Serving the ATied Forces and the Nation
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Overview.gnf

Speech is LANDSIDE RIVERSIDE

Log Off System

F1 - Help Screen
F2 - Alarm Screen
F3 - CCTV Screen
ESC - Close Screen

Tailwater: Total Gate Opening:

AUTOMATIC SIREN

Motor Starter: REMOTE RAISE Motor Starter: REMOTE RAISE

~MODE SELECT-, ~MODE SELECT-,
(Inc:mment“" Pncrement ‘
Ft.
S

| |
_ LOWER ) LOWER
N [ Position

.\._ . 0.9 Ft. ‘ .\\ P‘()fgllcr’: ‘

"

~—Tainter Gate No. 1 - \w—Tainter Gate No. 2————~

SITE CONTROL

TAINTER TAINTER cery WATER SCREEN
GATE NO. 1 GATE NO. 2 CAMERAS LEVELS HELP ot CCLOR
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Human Machine Interface

TainterGatel grf

3:32:28 PM H
ot Tainter Gate No. 1
speech is OFF ctrl Pwr .
cez
/" BRAKE ) ces @
ENGAGED cB4 .
Motor Starter: REMOTE m Pool: 368.9 CBS .
MODE SELECT . .
NCREVENT | Tailwater: 350.8
i &
e Red Bud: 68.80 ces @
Fosition m 71812006
[_ 0.9 Ft. ‘ 2:00:00 PM ceo @
ce1o @
\—_Tainter Gate No. 1— ce11 B
00
Total Gate Opening: (.0 Feet
s Measurements ~
Average Volts: 482 Volts Average Current: 0.0 Amperes
TRENDING
Vac: 481 Volts I3t 0.0 Amperes
Vpei 482 Volts Ip: 0.0 Amperes
Voltage Unbalance: 0 % Current Unbalance: 0 %
Power Factor: 0 Degrees Motor Run Timer: 8 Hours
Trip/Error Code: 0 Fault History: 6B88
\. R P

One Corps Serving the ATied Forces and the Nation
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Human Machine Interface

~ TainterGate1.gif

3.%21;62 gong Tainter Gate No. 1
Speechis OFF Ctrl Pwr .
cez
7~ BRAKE N ce3
ENGAGED ce4 @

Motor Starter: REMOTE

MODE SELECT '.‘
INCREMENT
Increment

Pool: 368.9 ces @
Tallwater: 350.7 ces ©
Red Bud: 68.80 ces @

7/18/2006
2:00:00 PM ceo

I—"O‘-_‘ItIOI‘I ‘

TainterGatelSetpoints grf

Tainter Gate No. 1
' Set Points ~
Low Voltage Threshold: 450 Volts Rapid Cycle Timer: 0 Seconds
High Voltage Threshold: 537 Volts Restart Delay: 8 Minutes
Voltage Unbalance Threshold: 6 % Restart Delay (UC): 20 Minutes
CT/Turns Ratio: 1 Number Restarts (UC): 0
Overcurrent Threshold: 170 Amperes Number Restarts: 0
Undercurrent Threshold: 0.0 Amperes Undercurrent Trip Delay: 5 Seconds
Current Unbalance Threshold: 999 % Ground Fault Current Threshold: 9 N
\ Overcurrent Trip Class: 20 RS-485 Slave Address: 1 y
k PO ot AT TITSTOTY - OooT )

One Corps Serving the ATEd Forces and the Nation
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Human Machine Interface

- TainterGate1.arf

3:32:32 PM )
s Tainter Gate No. 1
S hi
SRS YAl TainterGated Trend.grf _'_ ._ _ SRk R :
CcB2
Irprees
( BRAkE | "™ ce3 O
ENGAGED S .
Motor Start CB5 .
MODE SELECT
INCREMENT [ Gy CcB6 .
ce7 @
ces @
ceo @
ce1o @
ce11 B
1200 -
600~
(_ b,
A
" TRENDING
1300300 49 YRR 13884 B B R .
Higt KASKY TGATE _CL_CLRRETA, = Datax -
Fhase & [ Phase B | Phase C [ Fhase A,B&Cl SETPOINTS
Voltag
== Scroll Back Scrall Fywd 2> |
\ Trip/Error Code: 0 Fault History: 6B88 J
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CCTVeamera, gnf

Speech is

'NIII

DAE000 Client

CLOSE
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Mississippi River Commission H u m a n M a C h i n e I n te rfa Ce

=l kaghy

=l o Camera -
S Camera | A = ] |
S Camera 2 o
[#] /) Camera 3 o - b $ ’ 00N

S Camera 4

Camera § o |
J Camera b S A - &
2 Camera 7 It I
S Camara B S F FOCLIE

Camera 9

Camara 10 e
S Camers L1 4 "
S Camera L2 IS

S Camera 13
S Camera L4

Camara 15
S Camera L6

CAMERA PRESET POSITIONS
Camera § Camera 8 Comera 10

Preset 1 UiSofGate LIS of Gats Tallvater
3:37:06 PM Preset 2 Faal Foal DS of Gate 1

7/18/2005 Preset3  StofiGage,0'  Staff Gage,0' OIS of Gate 2
Speechis OFF Preset 4 Steff Gage, 7' Staff Gage, 7'

DAE000 Client

CLOSE

One Corps Se_nd the Nation



Us Army Corps -

of Engineersg
Mississippi Valley Division

Mississippi River Commission H u m a n M a C h i n e I n te rfa ce

Waterlevels grf

Pool Lasel
360,00~

37500~

Axis Ran ge
Pool
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370- 280

470,00~
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LIy
€<
L]

365,00
Both

250- 280

H
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Tallwater | 360.00=
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:

0
o
o
0
L2
L]

360- 370 || | 355 00

A

MWM_WWMWW_WV\MNWW%

500

TR S o g A AR S lay
e s -

<< Scroll Back

2 Duration ry
50% Fool Tailvater 509% 3| Scroll Frd »=
b4 A4
Fool & Tall )
Print

3:33:23 PM Pool: 368.86 Tailwater: 350.81 by
7/18/2005 T CLOSE
Speechis OFF Red Bud: 68.80 2:00:00 PM
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Human Machine Interface

Help.grf

3:}4,,11:32,‘3;0"; Kaskaskia Navigation Project
Speechis OFF Dam Remote Operation System

EMERGENCY PERSONNEL
PHONE PHONE

CCTV WATER LEVEL

NUMBERS NUMBERS LOCATIONS CALIBRATION

F1 - Help Screen

F2 - Alarm Screen
F3 - CCTV Screen
ESC - Close Screen Manufacturer's Documentation

DVR CLIENT
USER

OVERLOAD OVERLOAD
INSTRUCTION PROGRAM

MANUAL BULLETIN MANUAL

For Immediate Assistance:

Work Home Cellular
Gary Buckholtz # # #
Jim Deterding # # #
Shane Nieukirk 314-331-8254 314-961-8602 314-540-6693
Andy Schimpf 314-331-8269 314-894-1082 314-630-6280

I CLOSE
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-
Network Diagram

District Office

Wireless

Legend
15544 (Outside Interface)

Dell Pentium 4 255.255.255.0

running PIX 501

Windows XP SP1

192.168.4.4# (Inside Interface)

Ethernet 255.255.255.0
Bridge 1

RS-485 - Ethernet
Bridge

Fiber Optic Cable

Kaskaskia L&D

Adminstration Building

" Transceiver
Rivers Project
—] :
P Office
Wireless
Transceiver Router
Router@
=== Vpix 501

Melvin Price L&D ———-

VPN Tunnel (Site-To-Site)

Remote Operation System

Digital Video
Recorder

Switch Ethernet
Bridge 3

9 9
9969060

PLC1 Ethernet
Bridge 1

L— Tainter Gate No. 1 —

PLC2 Ethernet
Bridge 2

L— Tainter Gate No. 2 —

One Corps Serving theATEA Forces and the Nation
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Mississippi River Commission System Description & Functionality

> Operators login using local user accounts

> Passwords are updated manually. Distributed
using encrypted email with CAC

> Patches and updates to be installed manually
using PCAnywhere

> Access to VPN firewall using local user accounts
(including extended authentication)

One Corps Se_and the Nation
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oo HQ Guidance for SCADA Systems

» No formal guidance concerning the connection of
SCADA systems to the network exists

> As a result of a briefing given to HQ’s Information
Assurance Section, informal guidelines were
developed

> Questions concerning the guidelines resulted in a
“cease and desist” order for the Information
Assurance Program Manager

> HQ directed the St. Louis District to certify and
accreditate the Remote Operation System using
DITSCAP prior to placing it online

One Corps Serv_ and the Nation
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Mississipp Valey Divson DoD Information Technology Certification

and Accreditation Process (DITSCAP)

> DITSCAP is defined by DoD
Instruction 5200.40

> Developed to meet the
requirements of DoD

Directive 5200.28. This EOINATION ECHNOLOGY
includes: T e
> Stand-alone PCs | APPLICATION MANUAL
» Connected Systems sy 1,00
> Networks
> Instructions for the Come, et o

process are provided in
DoD Manual 8510.1-M

One Corps Se_nd the Nation



orps s
eersg
Y

ey DR DoD Information Technology Certification
and Accreditation Process (DITSCAP)

> DITSCAP uses a single document approach
collecting all of the information into the Systems
Security Authorization Agreement (SSAA).

» The SSAA is a formal agreement among the
Designated Approval Authority (DAA), Certifying
Authority (CA), Program Manager, and User
Representatives.

> To aid in the development of the SSAA, HQ has
directed that all new DITSCAPs use the Xacta tool.

> Xacta is a web-based application that assures
SSAA consistency across USACE.

One Corps Serv_ and the Nation
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» Accessed using Internet

Explorer

> The tool is administrated
by Mr. William Barnett of I

= prejsct Peracnrel This ayatarm allows the ramite aperation afthe twa taintar gates o cated 811<askaskia Loek and
Dam (Madag, L) fram the cordrol room &l Melvin Frice Locks & Dam (East Aton, L. Fersonal

HQ (contractor) A
> Access is granted after iy
completing a user request | =

form

2 hitp:di - inition - Microsoft Internet Exploren

X'ACTAN

ASSESSMENT ENGINE | -
& Page Hekery w| o |G Hawe | Feeat

(2 oparatianal ar Bits Accraditation
Actonyim: |ROEI

= Syetem EeaLy

= Systern Component
rawe

= Syatan Dats Flaw:
= Syatern Heurdary

= CLatent ERTY
= &ppendix F

Curramt
* saprd © Accrediation
*Preject Repanz Status:

Cibjecthe

> To access the tool, all pop- o o

up blockers and outside
toolbars (Google) must be

turned off

m:""l" Projact Mame: Famos O eralion Systarm, Kaskaskia Lock an
Tojects
[ Renee Dperation Sxatam, (Ganetic o Type Accreditation

n:cmlmlalll ||n15r|m Authorization to Operate gaTo)

o Diatn

campubars Interface with tha programmab e lagic corfiollers (PLEs) locsted & baskaska L&D
sssss the CEEIS network using human machine | rerfa ce (HMl) 5 ofbwars

lllll
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emmeemee Systems Security Authorization Agreement

> Characteristics of the SSAA:

» Describes operating environments and threats

> Describes the system security architecture

> ldentifies required hardware, firmware, software, etc.

> Establishes the C&A boundary

> Documents all requirements necessary for accreditation

> Documents the DITSCAP plan including test plans and
procedures, certification results, and residual risk

> Forms the baseline security configuration document
> DITSCAP includes four phases

> Each phase is comprised of “activities” which are
broken down further into “tasks”

One Corps Ser_ and the Nation
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Mississipp Valey Divson DoD Information Technology Certification
and Accreditation Process (DITSCAP)

> DITSCAP Phases:

> Phase 1, Definition

> Verify system mission, environment, and architecture.
Identify threats. Define level of effort and team members.

> Phase 2, Verification

»>Document compliance of system with security
requirements.

> Phase 3, Validation

> Assure system environment and configuration provides
acceptable level of risk.

> Phase 4, Post Accreditation

> Monitor systems management, configuration, and changes
to the operational and threat environment to assure
acceptable level of risk is preserved.

One Corps Se_and the Nation
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R
DITSCAP - Phase 1, Definition

> Activities
> Preparation, Registration, and Negotiation

> Tasks (12)

1. Review Documentation

2. Prepare the System and Functional Description,
System Identification

3. Register the System (Define the C&A Team)

>

>
>

Designated Approval Authority (DAA) has final approval

of the SSAA. The DAA is often the District Engineer
Certifying Authority (CA) identifies security requirements

Information Security Systems Officer (ISSO) insures

system is accurately documented
Program Manager defines the system and security

architecture and supports DITSCAP tailoring

One Corps Se_ and the Nation
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Mississippi River Commission

B
DITSCAP - Phase 1, Definition

> Tasks (12)

4,
5.
6.

7.
8.
9.

Prepare Environment and Threat Description
Determine System Security Requirements

Prepare System Architecture Description (hardware,
software...)

Identify the C&A Organizations and Resources Req’d
Tailor DITSCAP and Prepare Plan (Certification Level)
Draft the SSAA

10. Conduct Certification Requirements Review
11. Establish Agreement on Level of Effort and Schedule
12. Approve Phase 1 SSAA
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DITSCAP - Phase 1, Definition

> Roles

>

>

DAA - Continuously review the system for compliance
with the SSAA.

CA & Certification Team

> Support the DAA

> Review threat description

> ldentify security requirements

PM

> Initiate dialogue with the DAA, Certifier, and User Rep.
> Define system schedule & budget

> Define system & security architecture

User Representative — defines requirements of the
system and end users

All support DITSCAP tailoring and Certification Level
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DITSCAP - Phase 2, Verification

> Activities
> SSAA Refinement, System Development and

Integration, Initial Certification Analysis, Assess
Analysis Results

> Tasks (7)

1.

No gk owbd

System Architecture Analysis

Software, Hardware, and Firmware Analysis
Network Connection Rule Compliance Analysis
Integrity Analysis of Integrated Products
Life-Cycle Management Analysis

Security Requirements Validation Procedures
Vulnerability Assessment
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Mississippi River Commission D ITS CAP — P hase 2, Ve rifi cation
> Roles

> DAA — Continuously review the system for compliance
with the SSAA.
» CA & Certification Team
> Conduct Phase 2 certification analysis tasks
> ldentify and assess system vulnerabilities
> Report certification results to the DAA & PM
> Integrate changes into the SSAA
> PM
> Develop system or system modifications
> Support certification efforts
> Modify system to reduce or eliminate vulnerabilities.
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Mississippi River Commission D ITS CAP — P h ase 3 ) Va I i d ati O n
> Activities

> SSAA Refinement, Certification Evaluation of the Integrated
System, Recommendation to DAA, DAA Accreditation
Decision

> Tasks (8)

1. Security Test and Evaluation
Penetration Testing
TEMPEST and RED-BLACK Evaluation
COMSEC Compliance Evaluation
System Management Analysis
Site Accreditation Survey
Contingency Plan Evaluation
Risk Management Review

© No g R OWODN
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DITSCAP - Phase 3, Validation
> Roles
> DAA
> Continuously review the system for compliance with
the SSAA
> Determine if security safeguards and residual risks are
acceptable

> Sign the accreditation document

> CA & Certification Team

Complete Phase 3 certification analysis tasks
Identify and assess system vulnerabilities
Recommend risk mitigation measures

Report certification results to the DAA & PM
Prepare final SSAA & recommendation

YV V V V V
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wemneem= - DITSCAP — Phase 4, Post Accreditation

> Activities
> System and Security Operation, Compliance Validation

> Tasks (8)
1. SSAA Maintenance
Physical, Personnel, and Management Control Review
TEMPEST Evaluation
COMSEC Compliance Evaluation
Contingency Plan Maintenance
Configuration Management
Risk Management Review
Compliance Validation

© N o a k~ ebd
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wemneem= - DITSCAP — Phase 4, Post Accreditation

> Roles

> DAA
> Decide to re-accreditate, IATO, or terminate
> CA & Certification Team

> Normally not involved, support DAA, ISSO, and system
operators

> PM
> Cost/Schedule
> System Documentation
> User Representative
> Oversee system operation
> Report vulnerability/security incidents

> Initiate SSAA review for change in threat or system
configuration
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wemneem= - DITSCAP — Phase 4, Post Accreditation

> Roles

> ISSO

> Periodically review mission statement, operating
environment, and security architecture to insure
compliance with SSAA

> Maintain integrity of the site environment and accredited
security posture

> Ensure that configuration management adheres to
security policy and requirements

> Initiate C&A process when reaccredidation is required
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Summary

» The system design is the easy part

> All systems are required to be accredited using
DITSCAP

> DITSCAP is a long process and should not be
taken lightly

> Plan adequate funding for DITSCAP

Shane M. Nieukirk, P.E.

US Army Corps of Engineers, St. Louis District
Ph: 314-331-8254  Cl: 314-540-6693
shane.m.nieukirk@mvs02.usace.army.mil
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