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Vessels as:
* Direct Weapons
e Delivery of WMD
e Delivery of Terrorists
e Targets

US Maritime interests:

e High economic impact

o Much critical infrastructure
* Near large, dense population centers
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The New Competitive Landscape

224 Global War On Terror
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Cold War Hard

UNCLASSIFIED



MDA Defined

Maritime Homeland Security
(DHS-led: USCG)

“...the effective

understanding of P
anything

associated with the

global Maritime - A
Domain rt]hat could ) Domagy
Impact the

security, safety, i
economy, or Envira NE Frotection

Maritime Safety

Homeland
Defense

environment of the
United States.”

- NSPD 41/ HSPD 13, 21 Dec 04 Maritime Homeland Defense

(DoD-led: USNORTHCOM)
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Maritime Domain Awareness

Observables § Collect Fuse Analyze Disseminate | Decide/Act
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s I \ % » Strategic
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T cane . g] tglﬁcieS et :r?zglogis& » Command
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e Open source .
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e Threats
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* Friendly forces e Law Enf tools
e Weather e Intl Sources

Situational Awareness

Current & Predictive Intelligence
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Collect — Vessel Tracks

LARGE (> 65") MEDIUM (25' - 65') SMALL (<25")
COOP | EMIT | DARK | COOP | EMIT | DARK | COOP | EMIT | DARK
In Place 1
Shore (12 nm) Available
Risk
In Place 1
Approaches Available
(12 - 90 nm)
Risk
In Place 9 O 9 0
Off Shore Available
(300 nm)
Risk
In Place 0 9 0 9
Global Ma_rltlme Available
Domain
Risk

Coastal / National land based AIS receivers and data fusion

No extensive coastal radar systems deployed except around VTS and Hawkeye / JHOC ports
No AIS or other beacon requirement for smaller than SOLAS - technology is readily available
No persistent sector suneillance capability today

National Technical Means
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MAIS 5.5M - per year
BEoth Dcoeans Z2X per day
ast. June 20006
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Collect

" Seécure Ports .
Initiativg) :omimand 2010
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e \/essel — Lloyds, photos, historical movement, SANS,
MISLE, Pathfinder, VIS, Seawatch

e Cargo — CBP, e-manifests, Tradebytes, Global Trader
 People — NTTC, MISLE, TECS, APIS (CPB)

e Infrastructure/Facilities — PISRAT, ESRI GIS, CEU

e Intelligence Community data/info

* Multiple classification domains (HAGS)
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Observables § Collect Fuse Analyze Disseminate | Decide/Act

* Vessels » Sensors « Strategic
> | » Tracks w/ e Anomaly * Networks
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Fuse

“The process of combining data or information
to estimate or predict entity states.”

Revision to the JDL Data Fusion Model, 1998 NATO/IRIS Conference

* Detect and track
maritime objects

- Data Discovery
- Separate the noise
from the signals
« Combine data sources
- Public
- Commercial
- Government

 Identify Threats
- Fusion
- Anomaly detection
- Alerts

UNCLASSIFIED

Static Ship Data
Intel Data
Historical Track Data

Data Sourceg

(T3r3CL Private, Public
Secret,Unclass)

Cooperative Tracks
Commercial Tracks
Sensors
National Tech Means

Vessel Tracks

=)

“National

| Maritime |:>

- COP

UsCG
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LOCAL GOVERMNMENT
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Customers

Vessels, Cargo, People, Infrastructure




Multi-INT Data Fusion: Operational Capability to System Functionality Matrix

Feb 12, 2008, Ver 10.7

Dietect, identify,
and track
individual entities
of inkerest

Assess and
describe
communities and
processes of
concern inwolwing
maritime entities
[wes=els, cargo,
people]

Determine and
assess threat
lewel of maritime
entities [wessels,
cargo, people]

Dietect, ldentify, and
Track Yezzels)
Identify and Track

Cargo
Tdentify and Track

People

Azzociations

EnTIF) AZS0GIENon
Clusters
Azzociations to

Generate
Analyze

Identi?mtingHPDC

FEGD

Anomalous
Eehaviar in the
Cantest of Marmal
[dentify ATEntities
Azzociated with
Threat

Data Processing/ Analysis

Szzociate Similar Data Types

Szzociate Dissimilar Data Types

Sutomatic Data Begistration

Process Unstructured Textual Data

Semantic Processinglanalysis

Entity Analysis

Process Kinematic Data

Process Attribute and Feature Dlata

Generate Alternate Hypotheses

Sutomatic ldentification

Sutomatic Track Generation

Prowides Track Quality

Frovides Confidence Levels

Process Wessel Data

Process Cargo Data

Process People Data

Situation & Threat Analysis

Co-Process Textual and Other Data

Systern 1

Prediction

Gienerate Alkernate Hypotheses

Provides Confidence Lewvels

Frocess Political and Economic Data

Process Physical Environmental Diata

Sutomatic Anomaly Detection

Sutomatic Threat dentification & Classification

PAultidimensional Analysis

Fusion - Operational to System
Functionality Matrix

Measuring Technology Maturity
Technology Readiness Levels

System Test, Launch
& Operations

System/Subsystem
Development

Technology
Demanstration

Technology
Development

Research to Prove
Feasibility

Basic Technology
Research

Actual system “flight proven” through successful
mission operations

Actual system completed and “flight qualified” through
test and demonstration

System prototype demonstration in a operational
environment

System/subsystem model or prototype demonstration
in a relevant environment

Component and/or breadboard validation in relevant
environment

Component and/or breadboard validation in laboratory
environment

Analytical and experimental critical function and/or
characteristic proof-of-concept
Technology concept and/or application formulated

Basic principles observed and reported

"

Contextual Analysis

Semantic ProcessingtAnalysis

Ontology-based ProcessingtAnalysis

DOperator Alerks for User-Oefined Hequests

FAultidimensional Analysis

Data Mining

Spatial Analy=is

Temporal Analysis

Spatiotemporal Analysis

Functionality not developed
THRL1-Z
THL 4-&
THRL7-3
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» Generated for each fusion project

» Government and Industry projects

* Attributes (rows) help categorize fusion automation

capabilities
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Notional CG Enterprise Framework

Data Sharing

Analysis Tools
(Anomaly Detection, Link Analysis, Visualization, ...}

Data Collection

Extract,
Transform, Data Align ment
Load
(ETL) Event
[Yata

Data Extraction Conditioner oo Association
Ynioluyy of Maritime Objects

Event Framework:
Extract, [Data)
Transform, Conditioner:
Load (ETL)

Data Fusion Data Mining

Pattern
Discovery

Semantic J :
Extraction Aroa; aticsIEVEnts
ralysis i :
kbl DatarAnalysis
(ATRISEI, GdNT
Features, Etc) (ifulg-L) Model

Generation

Information | D Entity ATAlYSIS
Management Qle‘_sael, Cargo; &:People)
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SPAWAR
Systemns Center
San Diego

 T— ! Insurancetys = - Port
' _ I | 100 TR IR\ =
Assess today’s data fusion, . - S . 50019 5 "Gbmplfﬂy "- Quthority
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to maritime awareness data’ =
fusion and contact
management tools:— :
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Reduce time to process actionable
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Maritime Domain Awareness

7\
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Disseminate - Networks

SIPRNET
« JWICS

e Broadcasts
* IWN

e Internet

« MAGNet/ High Assurance Guards
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THE
NATIONAL STRATEGY
FOR
MARITIME SECURITY

NATIONAL PLAN TO ACHIEVE
MARITIME DOMAIN AWARENESS

FOR
THE NATIONAL STRATEGY FOR MARITIME SECURITY

September 2005

OCTOBER 2005
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Policy Action NSPD 41 / HSPD 13 Policy Action
Working Groups l Working Groups
: , Maritime
D tic Outreach - | ———»{ Transportation System
omestic Dulreach | National Strategy ; -
' Maritime Security
International Outreach Maritime
and Coordination | All Threats | Infrastructure Recovery
, (Defense and Security)
— Maritime
[ ________________________________________________ I Commerce Security
Global Maritime Maritime Operational
Intelligence Integration Threat Response

Maritime Domain Awareness

Requires Unity of Effort
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NSC =HD
HSC = JS/J5

DOD = NORTHCOM/J6
DHS = USCG

DHS = USCG
DOD = JS/J5

DHS = USCG | DOD = JS/J5 DOD = NORTHCOM/J6

DOD = NORTHCOM/J5 DHS = USCG

DHS = USCG
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National MDA Implementation
Process

Note: Various MDA capabilities
being programmed independently
by individual agencies for FY06-08 |

Appendix B

__________________ O
CONOPS WG l’ l R & CWG

Requirements

& Gaps
(FNA)

Capabilities
(FAA)

! 1
1 ang ang g
! Vulnerability .X Criticality D l v

------------------------- Invest
Strategy

Departmental Budgetin
& Programming System

Capability MDA
Monitor/Oversight Capabilities
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~ MAGNET’s Vessel Profile

“ Vessel profile provides correlated,
consolidated vessel mformation
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Data Sharing

Data Collection

IMIN Extract,
Transform, Data Al[g n
Load L
(ETL) Event
Data
ta Extraction Conditioner.

Information
Management
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