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D|SA\ C4 Transformation

 The Network is a Joint
Enterprise, not a set of
enclaves owned by individual

services or agencies E 2

* It operates under a common o} s

© (@)

rule set: G | =
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Enterprise perspective £ | g.

—Situational Awareness and a
Command and Control to the Governance Engineerifl

Spectrum Standlards

edge (NetOps) Architecture




DlsA\C4 Community Transformation

« Computing and transport are collapsing

— Moving from Functional Ownership of Systems to Network
Ownership of server sites and database storage sites

— Functional community owns data and access to the data

— No “Box huggers”, no rice bowls

* A hierarchical infrastructure for accountability, but not
operations

e Focus on the information

— Information to the edge
— Life Cycle Management of Information
— New skill-sets for C4 professionals
— Focus on information, not infrastructure



DlsA\C4 Community Transformation

e All mission partners must participate

— Intelligence community

— Homeland Defense community

— Allies and Coalition partners

— When you connect to the GIG, you are part of the Enterprise

« Work more collaboratively, but with discipline
— Common rules, common standards set by JTF-GNO

— Clear Command and Control of the network

 Moving to an infrastructure of Controlled Access to Data
rather than separate infrastructure by classification
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Task: Global Strike
Mission Plannin

/Z} CoMotion Web Interface - Microsoft Internet Explorer

File Edit View Fawvorites Tools Help

sBack - = - 2} bt ) | ‘L search (S Favorites  ElPMedia 4 | Ey- & =
Address I@

= @ Exec Summary - COA DEVELOPMENT TEMPLATE

3 LIBRARY

e 'f_r_’_r_’_f_r_’_r cons A

L3 Red Thunder W
£ SREXSUM COAs

(I)‘ COA Matnx wt 1B-2 1 B-52: 12xAGM 1 B-52: BxAGM
Rank = 1 1 1
£ vecchiog v a Type Stealth Heavy Bomber Cruise Missile
¢ b, All Weather | ¥ 11 ¥ 11 i |

1} c. Civilians At Risk MEDIUM MEDIUM MEDIUM
| Tools 'E' d. Collateral Damage I VERY LOW I I VERY LOW I I VERY LOW I
-, | View Taol1 1' e. Defense Suppression 4 4 E

EZ] Geospat I } f Personnel At Risk 25 11
_E.'_J Timeling .-'s. o Fora Backace BAEDIIL LA RAEDL 1B BAECIILIRS
EE status . . .
=9 nemoe| | Operational Context Service FSltuatlonaI Awareness COA Service
= Service
S L ';I i Total Weannng 10 g
[E] Text vie 5 - f %_
= ; & k. Recover Motes 6-12 months 6-12 months 6-12 mon
= Hierarch | |
53] New Items P Total Net-Centric Enterprise Services
528 context It IA/S : : : Enterprise Service
ecurit Discover Messagin
& Folder y y ging Management (ESM)
lﬁl Workspa
ssset L-| | Storage User Application Collaboration Mediation
Assistant :
@ Applet govfcincz1 fdfczfocognotion) applet ) DEC2Applet skarked = |‘ Internet




Task: Global Strike
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DISA\ Changing DoD Processes

 Requirements
- Dynamic Requirements Process (users groups)
- Beta Testers
- Subject Matter Experts
- Gamers
e Acquisition
- IT acquisition cycle must be fast to match commercial
development cycles
- Federated Development & Certification Environment (FDCE)
becomes the entry point to the GIG
- Push out a “70% solution” that meets today’s needs NOW

 Budgeting/POM
— Move to capability-based Budget and POM process
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DISA\ Changing DoD Processes

 Certification and Accreditation Process
— Need a certifying body for system accreditors, like an 1ISO 9000
process review
— Delegation of authority with control of standards

e Testing
— A factory approach, not an event approach
— Testing under FDCE recognized as the standard
— Continuous and integrated throughout development (Information
Assurance, Interoperability Certification, Developmental Testing,
Operational Testing)
 Engineering
— End-to-End Systems Engineering required

— Transport - Application Design
— Computing
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DISA_

Federated Development and
Certification Environment

The Federated Development and Certification Environment (FDCE)
IS the set of processes and supporting infrastructure that is needed to
support the conduct of net-centric Capability Provisioning Activities (CPA)

Requirement
& Doctrine
Community

FDCE Administrators

Ex

Federated Development and
Certification Environment

Certification
ommunity

Materiel
Provider/Sustainment
Community
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DlSA\ Research Community

 Individually driven projects vs. defined research
areas to solve hard problems

— Change the method of project selection

e Need more focus on software assurance

* Need more focus on delivery of the National Security
Agency “Information Assurance architecture”
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D|SA\ Congressional Support

e Net-Centricity: Hard to explain
concept with many moving

"Sensor Grid" "Sensor Grid"  “"Shooter Grid" "Shooter Grid"
Peripherals  Applications Applications ¢ Peripherals
parts - S | | S
—Need a core of people on the Hill | e =41 . - R
we can educate to be our a5 (h (D
advocates % ' L s e« RO >
e A cut in one program effects wé--‘“’f ;:: é %
m any C a_p ab I I Itl eS * Information Grid provides computing communications backplane
# Applications and peripherals plug into the information Grid

* For true Net-Centric capability,
Congress must support

No constituency for Net Centric capability

or the GIG
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