KNOWLEDGE DISC

“Connecting the Dots”
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“All I'm saying
IS, now Is the
time to develop
the technology
to deflect an
asteroid.”

UT-BATTELLE




A Couple of Facts

The Brigade
Combat Team of
2015 can expect
3,178,800 sensor
reports per hour In 2006, the
in its area of amount of
operation digital
iInformation
created was 3
million times
all the books
ever written
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THE 2020 War Fighter

“Know what the Network Knows”
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Challenge - What to do with this?

e What is in there?

 Arethere any
threats?

« What am |
missing?
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Connecting the Dots

Raw Organize the Connect the Find the
Documents Information Information Threats

Take
Acﬂon

What are the What are they planning? How credible is the
have? connections? threat?
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Intelligent Software

Agents
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Intelligent Agents

Software processes

Can communicate in
unstable
environments

Form teams to solve
problems

Live, die, and
reproduce to solve
problems

UT-BATTELLE




Agent Approach
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o ii - Standard Approach
11.5 Days

s IIII * Agent approach

- M 8 minutes 24

Seconds!

o 2000 times faste!

omputer
Adais ‘
er

With no loss of
accuracy
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Results

Help
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Software Agent Applications

10,000
CCIR ‘ Documents

to CCIR
Compare
Formulate Data Best match
Question Base to question
Compare

Best matches
to pattern > 0

Pattern
Metrics Data

Bases

Compare
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Next Step: Adding DNA to Agents

Endurance Speed  Agility Strength

1

Speed/Strength
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Group

Method Target

Location

Group/Method

Target/Location
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Connecting the Dots

US naturalized citizen indicted for hiding

6 Indonesians Barred From U.S.
Current and Former Military Officers

Threats

dozen current
officers, inclug

barring them from entering united

according to U.S. government officials.

|Co|d war leaves a deadl| anthrax legac

> a LAND Uzbeklstan -- Inthe spring of
1988 germ scientists 850 miles east of Moscow were

1 |

| ordered to undertake their most critical mission.
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Synthesizing and
Disseminating
Information
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Screen Satellite Photos
at Machine Speed

e IS your image repository up-to-
date and accurate?

* How can you search through
thousands of images in
seconds?

« How can you comprehensively
search based on:

— Longitude and Latitude
— Box onamap

— Time

— “Just like this one”
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Find “Just like this one...”

w. Define Query Region...
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Query results
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Cyber Security

Relate Sensitive Research to IP addresses

¢1,000,000 suspicious records daily

eCritical Decisions
—Is someone trying to hack into the system?

—Are attack from “script kiddies” or state
sponsored?

—What are they going after and why?

= T\
Nl P>

63.76.192.107
John Doe

BN 123456

Activity Log Entry

Filter:
Date:
TOD:
Source IP:

Research Area Nuclear PhYSiCS <t

misc-000264 IDS247 - MISC - Large UDP Packet
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Nuclear Physics
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Caught IN 30 Minutesi| 45 “low and slow” pings from:
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Agent Example “Pictures from Data”
* 1 Terabyte of streaming astrophysics data

e 1000 agents analyzing

— 120 time steps of 300x300x300 matrix for 5
variables

— 33 million units density in 194 files

« Each time step governed by an oversight
agent which redraws picture with most recent
Information
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Astrophysics Common Operational Picture
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Common Operating Picture
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Future Battlespace - Forward Analysis

\

Intelligent Intelligent
Agent

Dirty Bomb ldentified
Movement is imminent
e Engagement options
Expected local contamination

Seal Area Alpha
Launch non-Lethal

Insert Strike Team

Decon Units in Place

Forces to MOPP4
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Knowledge Discovery
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||Engine (MTBF)
|| Transmission (MTBF)
||Weapon System (MTBF)
Ammo
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END ITEMS

Fixed Wing Attack
Fixed Wing Non-Attack
UAV (Attack)

UAV (Intel)

Ground Support
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Warning




Units Deployment
Available List
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Situation
Mission
Concept
Focus
Log/Support
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Path to Success

* Vision the Capability

e Articulate the Development Path and
Priority

* Leverage the niche Centers of
Excellence
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_“The Force Is AlwaysAffith You’



	KNOWLEDGE DISCOVERY
	A Couple of Facts
	Challenge – What to do with this?
	Connecting the Dots
	Intelligent Software
	Agent Approach
	Results
	Next Step: Adding DNA to Agents
	Screen Satellite Photos�at Machine Speed 
	Find “Just like this one…”
	Cyber Security�Relate Sensitive Research to IP addresses
	Caught in 30 Minutes!
	Agent Example “Pictures from Data”
	Astrophysics Common Operational Picture�
	Common Operating Picture
	Future Battlespace – Forward Analysis
	Knowledge Discovery�“The Art of the Possible”
	Path to Success

