\ ) ) NCSSIFIED

U.S. AIR FORCE

GLOBAL PERSISTENT ATTACK
ARCHITECTURE, PROCESS,
AND RISK ANALYSIS

JSNeS

.

This Briefing is: Jeff Havlicek, Maj, USAF

SE Ed & Trng Div Chief
UNCLASSIFIED 0 e 2355 13348

UNCLASSIFIED Integrity - Service - Excellence



UNCLASSIFIED

U.S. AIR FORCE

Shape the future of systems engineering in the AF and DoD to improve
our ability to deliver war-fighting capabilities. We will accomplish this
by conceptualizing new processes, practices, tools, and resources for
the systems engineering workforce through research, education, and

consultation.
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U.S. AIR FORCE

GPA CONOPS
» Determine operational activities & relationships

Ov-2 OV-5 PSM

=Identify critical nodes and info exchanges | * Resolve activities & interactions = Present logic and sequence

1) Develop component 2) Create overall 3) Run Monte Carlo
o tandion | e 4 sslute et
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trategy and Doctrine
- Review

U.S. AIR FORCE
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ity to monitor and assess the battlespace | = "'.:E"::.';“‘ -
. uance.

Battlespace Awareness Dominance (GPA)

4.A.3.0. Command and Control (C2). C2 includes the abil
and to direct forces in the execution of Effects Based Operations (EBO) in any threat environment. A
refined element of C2 is BMCR. BMC2 enables seamlessly integrated. coordinated and synchronized
forces to execute persis operations. This requires a robust surv e:llauce and reconnaissance
\bilities to support understanding the adversary’s environment and positioni GPA-BA-1.0 Command and
Control

architecture and capa
4.A.3.b. Intelligence. Intelligence meludes the ability to produce and provide the tical products
required to conduct Effects Based Operations, Effects Based Assessments, and is a key element of
Predictive Baitlespace Awareness (PBA). which allows commanders to anticipate future events and
ad\?lsan courses of action. Intelligence correlates and fuses all sources of data, patterns of enemy .
environmental conditions and relevant events to assess the operating environment and predict MCL-2.0-Joint Command and
Control

4.A3.c. Surveillance and Surveillance and (S&R) mcludes the
ability to persistently collect data on the air. land. sea, space. and cyber environments, and to
continuously characterize all friendly ndwersar) and non-aligned forces and relevant low-signature
Tuman activity. This meludes people, soft vy , small bmldings, and occasional ammored vehicles.
n complex enviromments, where xd\eﬁnnes may attempt to deny access to US forces, they will likely
employ nouflage, concealment, deception and burying. GPA operations require a robust global

el = . o . L z GPA-BA-2.0 Intelligence

MCL-1.0-Battlespace Awareness

GPA-BA-3.0 Surveillance and
Reconnaissance

MCL-1.0-Battlespace Awareness
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U.S. AIR FORCE

Operational Node
Description (0v-2)
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[ ) Strategy and Doctrine Review |

Battlespace SA

Cyber

Situational Awareness and Information Dominance Taskin

mmmmm

Net-Centric Connectivity and Interoj

Battlespace Situational Awarer=<

Command

Information /
Cyberspace

Dominance /-

Net-Centric
Interconnectivity
& Interoperability

Battlespace SA

Electronic Warfe

H)

Net Centrlc
Interconnectivity
&
Support
Infrastructure

Situational Awareness and Force Application Tasking

\> Force Application Effects

ort Infrastructure and Mission Support

Position. Naviaation. and Timing Effects

Battlespace SA

.

Air Refueling

Net-Centric Connectivity and Interoperability ort

Position, Navigation, an

d Timing Effects

*Perform Personnel Recovery Operations”
"Provide Net-centric

Personnel Recovery Effects

Net-Centric Connectivity and

"Perform Responsive Space Operations"
"Perfc Operations"

Support”

obility*
wigation, and Timing"

Support and Mission Support

N

Position, Navigation, and Timing Effects

Net-Centric
Interconnectivity
&
Mission Support

Combat Support

Enabling Capabilities
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\"/' Operational Activity
U.S.AII:FORCE H i erarC hy

Enabling
Capabilities

Provide Netcor
mmmmmm

........
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\/ GPA AO Diagram
U.S. AIR FORCE (OV_S)

—| Battlespace
| Awareness
Dominance L
Information/
Cyberspace |-
Dominance

=)

Air & Space |-

Dominance ﬂ

Surface
Dominance

Enabling
Capabilities
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1) Strategy and Doctrine Review |

A 4
\.;./ Battlespace Awareness

U.S. AIR FORCE

National Military Strategy and Objectives Doctrine, ROE, and Training

Public Affairs Effects | | i .

Position, Navigation, and Timing Eff{ ace Situational Awareness Battlespacq Situational Awareness
Support Infrastructure

Mission Support CO m m a.n d

Airlift Effects

Responsive Space Operations Effe| & Tasking Tasking >
Net-Centric Interconnectivity and Interg emce Assessment Receipt Confirmation and Reedback

ﬁﬁv::ﬁ;}l/ir»‘ﬁgctlons CO n t r O I ; ler's Guidance

Environment

(=]

igence Collection Requests

Counterintelligence Operations Effects
Network Warfare Support Effects
Personmnet Recovery Effect:
Long Range Sfrike Effects | I I I 1
Close Controlled Strike Effect n t e I g e n C e
SEAD Effect
Special Operations Effects
Operations Security Effects

Network Defense Effects
intra=theater Strike Effect:

Formatted Adversary Intent Assessment

Surveillance
&
Space Recovery Effects Reco n n a.i SS an Ce

Surveillance and Reconnaissance Data
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U.S. AIR FORCE

Battlespace Awareness

Command and Control Intelligence  Surveillance and Reconnaissance
Command and Control JFC Joint Pub 2-01 AF C4ISR CONOPS

Action

Observe

Qwelllance

Prowdes Traceability from
| Strategic Concepts to
u Architectural Products L

-
I -
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U.S. AIR FORCE

m Apply Sequencing
L O g I C fo r RI S k Plan  Generate Mission Find Fix Track
Quantification 20 [V E=S vT S -

m Based on “Global
Power” PSM L 5T

. U S eS F 2T2 EA Battlespace Awareness

Force Application p

F r am eWO r k Information Dominance p=y

Enabling

|

m Adaptable!
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U.S. AIR FORCE

| B | Tmi | I |

OV-5 to PSM
Traceability Matrix E

VS0 e il Aeshiivisn

il

Detailed binary accounting of
OV-5 operational activities mapped
to
Find, Fix, Track, Target Engage, Assess (F2T2EA) process sequence model
developed and available by request.

i

Result: Requirements Traceability!
What needs to happen is mapped to when and how it will happen.
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U.S. AIR FORCE

m P(s) PDF — Probability of successfully completing 4.10Retocate Platiorm_Redeecl Sensor
activity
m Based upon available data, SME input, and/or
modeling and simulation results 5
m Reflects both capability and sufficiency z
4
. (=]
m Research used Triangular PDFs &
1.04 Fix
L 090 0W1 09 M) 0 05 06 055 08 100
oy ey ' ' Triangular Distribution:
Minimum: .99
Likeliest: 995
Maximum: 1.00
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U.S. AIR FORCE

Plan Generate Mission Find Fix

ls Track
S—HHaGk

Gerler e T { eyl = Required? &
Piomigsion | 1| & — i Piosa o == I

| = M|
I'U
=
o
=S

GPAP(S)=| Prox Pio2

el — 1

Deliver

Battlespace Awareng

I:)1.06 I:)1.07 I:)1.08

Force Application
. ) TaEet Engage Deliver
Information Dominance =

Enabling
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U.S. AIR FORCE

Second Section
Poos | P2 os E _
! Dz,oe 102 first sectio __ I:)2.02 I32.03 I::.2.04 I::.2.05 P2.05a
I T h—gﬁf-$ Deliver
s e Tffl”“J Remeing 1
P2.02 P2.03 =) If D, 06 = True N | e
— \ | 2.07 .
2.05h Personnel | 2.05d FAILURE
Eecovery .Vehic\eCrash
. . I:)2.05a I:)1.02 - I:)1.02 first section
First Sect
N Irs eclion
) \nwed/ . Assess
= ean
Iirngarnce n If D2.06 False trL r _ : =

Enablin _ =
g P1.02= P1.02 first kel
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U.S. AIR FORCE

m Slipping C2ISR Modernization Program
m Closing F-22 Line After Lot 9

m Cutting or Slipping F-35 Program
m Cutting or Slipping New Tanker Development

m Failing to Develop New Long Range Bomber
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U.S. AIR FORCE

Plan Generate Missie

Deliver

Battlespace Awareness g

Force Application gy

Information Dominance =

Enabling
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U.S. AIR FORCE

Plan

Battlespace Awareness g

Force Application =

Information Dominance =

Enabling
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s Analysis & Results

U.S. AIR FORCE

T

Battlespace Awareness 3

Force Application

Information Dominance =

Enabling
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s Analysis & Results

U.S. AIR FORCE

Deliver

Battlespace Awareness g

Force Application gy

Information Dominance =

Enabling

UNCLASSIFIED Integrity - Service - Excellence 19



U.S. AIR FORCE

Analysis & Results
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Battlespace Awareness g
Force Application

Information Dominance 5

Enabling
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U.S. AIR FORCE

Battlespace Awareness
Force Application

Information Dominance =

Enabling
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U.S. AIR FORCE

Analysis & Results
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| = Fit: Beta . Farecastvalues |

TR w.r ‘

1WDDD Trials FI'EI]LIEI'IC"_." View 99602 DISD|E‘_|"Ed 100,000 Trial: Contribution to Variance View
Sensitivity: 1.0 GPA
1 n Gp-n- -5.0% D.q% 5(?% 10?% 15.9% ZD.P% 25?% 30.9% 35.1)% 40.0%
0.04 4,000
2 m <
= 003 3,000 @ B Fuel?
0 0
m =
o “Ability to Avoid/Defeat Detection?” Decision Node —The
0011 probability that the platform, even if detected by any available
o.odp means, will not have to take evasive maneuvers to self protect.

—
0T Air Refueling G
6.12 Feasible Engal Op

Certainty: |1DD.DDD %

B Fiey

.

Air Refueling GM Activity Nodes —The probability that
the A/C successfully and sufficiently receives air refueling.
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s Analysis & Results

U.S. AIR FORCE

“Is BA Adequate?”

Plan Generate Mission Fix Track

“Sufficient
Fuel?”
&
Air Refueling
Battlespace Awareness g
Force Application g “Avoid/Defeat Assess
Information Dominance g Detection?” -

Enabling
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Analysis & Results

U.S. AIR FORCE
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1. Tanker
2. C2ISR
3. F-22
4. F-35

5. Bomber

P _— P P
P(s) Distribution /  \  Sample Me==t £ A—]

Results SRF / cosr \| / F-22 8.9% anker 1.0% 0.8%
Overall Results 0.8683 0.7551 0, Decrease Decreg#q Decrease
Is BA_Agsg”ate? 0.8831 0.7937 0.8672 0.8672 0.8754
BIE f‘gﬁ)q”ate") 0.8341 0.716 08081 11.8% 2.4 1.8%

Decrease Decreadq Decrease
P(s) Distribution Sample Standard Deviation (S)

Results SRF C2IS F-22 F-35 anke Bomber
Overall Results N/A \ N/A\ ] N/A LA _ e :

S —— = 1.5 timgs = 1.5 jige = Same
quates | | 00115 +0.0175

= Yes Great Gregler jater
LA f‘ﬂ%quate? +0,0137 \ £0.0216 AN\ £0.0209 | +0.0208 +0.0164

N
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U.S. AIR FORCE

Analysis & Results

Tanker

Rank Order of
Individual Analysis

F2 | ok Impact on Overall 1. Tanker
| P(s) Distribution for | vs 2. C2ISR
Fa5 _ FCF with Multiple 3. F-22
Constraints 4 E-35
5. Bomber
Bomber I_z%
v 0.1 0.2 0.3 0.4 0.5 0.6
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U.S. AIR FORCE

Analysis & Results

Analysis of individual constraints independently
highlighted Tanker constraint as having
greatest impact

but

Combined effects of all constraints resulted in
C2ISR modernization constraint as most
Important to overall success!
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NE Recommendations

U.S. AIR FORCE

Phase |
Research Strategic Define Desired Identify Required Validate Force 3
Environment Operational Effects f Operational ] Presentation Construct E

NSS, NDS, NMS, SPG, QDR,
Senior Leadership & SME Input

JOps, AFCONOPS, Doctrine, F:: Capabilities Entering Assumptions & Force
DoDD 5100.1,UJTL,IPLOPLANS, : :

AF CONOPS, CRRA, MCL, UJTL, IPL, GO DEHENE

GPA Operational GPA PSM Sensitivity
Activity Diagram (OV-5) Analysis
Identify Required Capabilities Identify Critical Capabilities
GPA SRF Risk GPA FCF Risk Analysis
Phase Il Analysis S | Based Upon FCF Capabilities
i Based Upon SRF Capabilities

Allocation of Mechanisms GPA SRF Sen.sitivity
to OV-5 Operational _Analysis

. . Identify Capability Tradeoff
Activities Possibilities
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U.S. AIR FORCE

m Use Risk Analysis Methodology to Indentify Key SoS
Interdependencies to Quantifies Risk and Identify
Critical Capabilities

m Methodology Requires Multiple Iterations!

m Architecture and PSM for GPA SoS
m Risk Analysis of GPA SoS

m Quantify Risk for Each Force Construct
m |dentify Critical Capabilities
m Notional Analysis Identified C2ISR as Most Critical

m Integrate Into Force Construct
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