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Background, Introduction & Acknowledgements

Why are we here?

— Transformation & the Growth of NetCentric Warfare
— Growth of NetCentric Warfare
— System of Systems Engineering

Interoperability Requirements

— Integrated Architectures
— NR-KPPs
— DISA & JITC

Approach to Testing
— Example

Summary



 Some Acknowledgements
— DAU
— DISA
— DoDAF Working Group
— OMG

e Some Caveats

— Not an official USAF or USG presentation

— All Material is available on line through DAU, DISA,
and other public DoD Sources
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Why DoDAF and Interoperability Test?

* Increasing NetCentric upgrades and modifications since
9/11 (actually starting after Iraq 1)

* Link-16, FAB-T, B-1B FIDL, B-52 CONECT, B-2A EHF,
etc.,

 Requirement to shorten the “Kill Chain” and to increase
Situational Awareness

* Interoperability is about Integrated Architectures

 DoDAF is the language of Integrated Architectures in
DoD

 DoDAF Integrated Architectures is the blueprint for
Interoperability Test Requirements
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Type of Problems

Interoperability - Systems work at the
subsystem level but do not work when in an
operational environment

Integration problems with legacy systems -
Systems work but interfere with legacy systems
such as IFF, TACAN or Defensive Avionics

Lack of NetCentric & Interoperability Test
expertise for early Test Planning -



DoD 4630 - All IT & NSS must be tested for interoperability before fielding, and
the test results evaluated and system certified by DISA (JITC)

E

DoD 5000.1 and DoD 5000.2

Estabiizshes Dol acquisition policy
Fequires select integrated architaecture views at each milestons

Content and Scope of architecture products used is determined
Iy MDA [ P

DoD Architecture Framework (DODAF) Document

Frovides hasis for developing standardized architecture views
and products required by DOD, CJCSE, and SECHNAY policy
documents

CJCSI3170.01E

Requires the development of integrated architecture products
for supporting acquisition documentations:

+ Joint Capability Integration and Development System (JCIDS)

*  Capability gap and redundancy analyzis

CJCSI16212.01C

Fequires architeciure products be used in the J-6
interoperability and supportability cerification process
Specifies which architecture products are required for the ICD,
ZDD, and CPD

SECNAV INST 5000.2C

Establizhes DON acquisition policy

Directs the PEOQ / PM o develop mission integrated
architecturas in support of the CODYCPD process

Diracts ASN (RO&A) CHEMNG to assist PMs in the development
of operational and system architectural views.




DoDAF & Mandatory Interoperability

DoD Dir. 4630.5 Interoperability and Supportability of
Information (IT) and National Security Systems (NSS)

DoD 5000 Series — Defensive Acquisition System

Joint Capabilities Integration and Development System
(JCIDS) CJCS 3710 Series

CJCSI 3180.01 Joint Requirements Oversight Councll
(JROC) Programmatic Process for Joint Experimentation
and Joint Resource Change Recommendations

Others
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DoD Architecture Framework

' y Purpose & Scope

* Provide guidance on describing
architectures
— Warfighting Operations
— Business Operations & Processes

* Provides guidance, rules & product
descriptions for developing and presenting
“Integrated” architectures

e Defines three views
— Operational View

— System View
— Technical Standards
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Operational
View

Identifies What Needs to be .
Accomplished and Who Does It

Technical Standards

View

Prescribes Standards and
Conventions

] = Specific System Capabilities
View Required to Satisfy

Relates Systems and Characteristics Information Exchanges

to Operational Needs

= Technical Standards Criteria
Governing Interoperable
Implementation/Procurement
of the Selected System Capabilities

Figure ES-1. Linkages Among Views
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Analyzing DoDAF Products

and Rela

DoD Architecture Framework
Version 1.5
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23 April 2007

2 AVs
9 OVs

tionshi

Table 2-

List of Products

Scope, purpase. riended users, errorent depicled,

Al Viow AVt | Dverviow snd Summary ikorreaion Wl B vl amly
[T R P — | T G oy i e f o e
Operational | V1 | HignLevel Oparsiera Conoest Graghic V| el e caliontus| desergten o apersicrs)
iz | Cwerwional Nods Connectiiy Oparsiors) noes, conrectivly, ang incematian
Opationsl | V2 | proroton V| e e atwet o
» ol nformtion Exchars M Infarmatan cxchangod bebwoEn hoces and e raerant
Operationsl | OV:3 | Cperatianal Informatian Exchange Mars ¥ | ermaton schanae
T ———— | Orpanizatonal e, or atver ol pe amorn
Capatiliies, opeeational actuiles, riaiorips among
Operstional | OV-5 | Cpeational Aciy Mt v actvites, INFUS, GNC Gutauts; averays can ahow coat.
portoring nodes, o ofber pertrent emasie
e of thews prodhucts used 1 deseros aperatonsl
Operational | OV-Ga | Cperational Rules Mecel v s business rules 3 cor
oporan e
o 0 e praducts used 1 doscrom apirsiorsi
Operstional | OVib | Cperational State Trarsiton Desoristion v actvily—identiies business prooess respor
avanis
e of throe products wusec 1 devr o aparior
Operational | QUS| Gpevationsl Fvent Trace Doserption ¥ | stity—traces actians n & scanans o sequance of
ovents
Dccumentaton of the systom cata rearomerts oo
Operational | OV-T | Logicsl Dava Maoel ¥ | srusiurstbusinuss prosess ruies of e Oeraors
view
“Systems ‘ysterma Interizoa Descrigton | et of s s, st sy
-t rvicas, sed 180408 Borns B hait Ibercamnech
Sorris = Sarvices Interlach Desigtion e i T e i o e,
(Rt Systoms Communiczices Descrptan £y ame. carvices. ara
o | e et V| sarvicn o and e elatn coreencaions -
RELBIONATYg APWITD SYSIAITS NG BrACAS © A DvEn
Systems Systoma Systoms Matrx
| e | T v | e
Services Sarvices Sorvis Walrx ol iogit
S| svia | Sveiome Fonctonaity Duscrionen Funcians periormed 3y syssame and the syesem daia
eI ’ flaws among sysiem functans.
Sstems .
i Functions pertormed oy services and the serdce dota
oo | S| s Fusicrsit Deson 's PR
Sy | e | Cperational Aoty io Systoms Funchion Magping cf sy funchians sazk o cosratonal
-0 Traceatlite Matin acties
S | gvap | Crormional Acsviy o Syiems Magping o aysiems Sack 1 capsBiies of apCratcn
~= Trasaatity Matis actitis
. Sperational Aty o Serv
and st cationed Acibdiy bo B Magping cf sarices back i aperasers) actuties
= Trassabliy Matis
Sy {arsa e Exchrange Mais Proukdes datais of syster o sanice data elomers
ana e | eI EcangEG EeTWEEN BYStem O SETVCES ArE B
Servicas rvices Data Exchange Matrix )

ol svq | Dioms Peromance Farametors Matnx ¥ | Perormance charackristics of Systers and Services
Services PoriaTarze Parameters Man oo clements for e approzriate e framez)
Services
PR | v | T v Do V| s o s 0 s e s o ot
Sarvicw Servicns Evclion Desciplon svowing 8 sumant syste o 8 Turs imerian aion
i} Ermurging techrgiogies ane sohwareaniwars raducts
Lt svig | Sreioms Technoogy Farecast | natare exoocied o e avaiasie 3 guen set o sme
A Sorvizes Technricagy Fanscast s e It il ks Gaicpmont o
0% 01 46 proskacts =t 3 et Syt 60
(R u Sysioms Ruies Moce! v rvie funchonaly..cent e constainis dnal are
o SR | arvins Fuins Mooel e o0 systema/sanions Loctionslity dus 1o sama
aEDec of rysiams desgn or implorersston
Systems JE— @m0 of thros products uses 1o devcros sysiam and
yetoms Siale Tarsiton Dsce i
1 ny—icen
somen | ™| Sarvicns Sioie Trarsiiion Descrioion ¥ | sonven ectonainy—eeites sponsaa ol
o Q7% of thoe products wsoc 5o descrioe SyEtam of
=7 Swoige | EYeters Fvenl-Trace Dascrpion v o Furcticnally— e systermisaronspecic
Sorvions Services EvantTrace Dascrpdon rednerents af critcal sequences of events doscrbed 1
1he Operatona
Systoens Physical irplamartaion of 18 Losical Data Mode
ang Sw11 | Prymical Schoma v meszage farmate. fie stncturos, anysica
Sarvics
R Listing of starcas that aoay 1o Systams and Strdces
Tt | Teohmon Sarsans Proie ML T
Tk on O emergineg an0a1GS 4 pONTAL 1ac
TV | Technic Strdads Foreast o currant Sysisma e Serdioss View slemerts, e

& 54t of tima frames




Flow

T&E Step 2
Pre-test
Evaluation

|

|

|

: T&E Step 3

: Conduct Test
|

|

Activities

T&E Step 1
Identify
Information
Start Requirements
F O
T&E Step 5 T&E Step 4
Decision Maker Post-test
Utilizes Data Synthesis and
End Evaluation

Source: DAU TST
102




Interoperability Governance

USA\ Joint Interoperability
Directives & Instructions

UNCLASSIFIED

DODD 4630.5 DODD 8500.1 cJCSl 6212.01D

IT and NSS interoperability ALL IT must be
shall be verified early, evaluated and M: I:t::d H: = Tt':;tdb?
and with sufficient validated for IA s e 1 e
frequency throughout a Joint interoperability by DISA
system'’s life ... DOD 4630/ (ITC).

Interoperability is
“the ability to provide and accept data,
information, materiel, and services ...
...includes both the technical exchange of

information and the end-to-end
operational effectiveness of
that exchange, as required for
mission accomplishment. ” DOD 5000 series

DODI 4630.8 For IT systems, including NSS,

CJCSI 3170.01E ... JITC shall provide system
AlliITand NSS ... mustbe  § po4opiches JCIDS interoperability test
tested for interoperability w/ NR-KPP for certification memoranda ...

before fielding ... and certified CRD, CDD throughout the system life-

by DISA (JITC). and CPD. cycle and
regardless of ACAT.




Timeline for Planning

UNCLASSIFIED

Interoperability
Certification Timeline
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' Infermation COl and Enterprise : COl and Enterprise 5 ris Critical :
NCOW-RM:  Technology | DatalServicelntegration | DataService Complisncs____|  Oporational issues |
! [ ] H & Measures :
KiPs ! : KIP Integration ' KIP Compliance of Effectivensss :
i et EL L R e e R L T R i :
m i DIACAP Activity2 | DIACAP Activity 3 : :
. Compllance ; Compliance
Assess Demonstrate System " Achieve Operational
Technology Integration and Interoperability Capability
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Full Interoperability
Demonstration
(JITC Certification)

DoDAF Integrate

Initial SE
Requirements o
L 4
4
L 4
Acquisiti ilestones ’
/A\ /BN JC\ 10C FOC
Concept & System Development Production & Operations &
Techpology & Demonstration (SDD) Deployment Support
Development, | Low-ftate Full-Rate
ritical Proafciion  Decision >
Test l
| '
I‘ | . | | | Block 2 >
. Planhing H . e >
The ontinuum of Testing
LFT -
R TratTar OT&E Influence i Vglichied FOT&E
Testing DT&E . OT&E .
Increasing product maturity and operational realism




Critical DoDAF Products for
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<<Operational Mode>> o
Test Center

\\

<< Operational H:dp?&
USAF C3l LOS Node

<< Operational Node>> o F
Test Range

<<Operational Node>> o

<<Oporatonal Node==> o
Test Vehicle

//

Threat Emitter 1

=<Dperational Node>> o
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Threat Emmitter 2




Important References

DAU NR-KPPs Web Course (CLM 029) ?&g‘

DAU Fundamentals of Test & Evaluation
Web Course (TST 102)

DISA/JITC
(http://www.disa.mil/index.html) /
(nttp://jitc.fhu.disa.mil/jitc_dri/jitc.html)
DARS — DoD Architecture Repository

(https://darsl.army.mil/IER/welcome. Jsp)



http://www.disa.mil/index.html

Summary

Interoperability modifications and upgrades are
Increasing

Interoperabllity is System of Systems Engineering

Interoperabllity Testing has special considerations
(other nodes and players)

Can use simulations as well as hardware in the
loop. WIill require flight demonstrations in a
representative environment (JITC Certification)

DoDAF Architectures are required in all phases of
Interoperabllity Testing (TES - TEMP - Flight Test
Plan - JTIC Certification)

Recommendation - Have a DoDAF Architect on
the TRWG (Test Requirements Working Group)
early
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