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RELEVANT QUOTES

“The main line software code usually does its job. Breakdowns typically
occur when the software exception code does not properly handle
abnormal mput or environmentall conditions — or when, an interface
does not respond in the anticipated or desired manner.”

C. K. Hansen, The Status of Reliability Engineering Technology 2001, Newsletter of the IEEE
Reliability Society, January 2001

“Therefore the identification and handling of the exceptional situations
that might occur is often just as (un)reliable as human intuition.”

Flaviu Cristian “Exception Handling and Tolerance of Software Faults” in Software Fault Tolerance,
Michael R. Lyu, ed., Wiley, New York, 1995
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SPECIEYING EXCEPTION
HANDLING IS DIEFICULT

« EXCEPTION CONDITIONS ARISE
FROM SEVERAL LEVELS

« EXCEPTION CONDITIONS ARE MORE
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MAIN LINE REQUIREMENTS

 EXCEPTIONS OCCUR INFREQUENTLY
BUT REQUIRE DISPROPORTIONATE
EFFORT




SOURCES OF EXCEPTIONS

OPERATIONAL REQUIREMENTS

LOSS OF PROPULSION, ELECTRIC POWER, COMMUNICATION, THERMAL
CONTROL

IMPLEMENTATION DETAIL

CALIBRATION ANOMALIES, ACTUATOR STATES, SENSOR INPUT

COMPUTING ENVIRONMENT

HARDWARE FAILURES, MEMORY ERRORS, EXECUTIVE, MIDDLEWARE

MONITORING AND SELF-TEST

OVER-TEMPERATURE SENSORS, SYSTEM PERFORMANCE TEST

APPLICATION SOFTWARE

ASSERTIONS, VIOLATION OF TIMING CONSTRAINTS, MODE CHANGES



WIHO IS RESPONSIBLE?
OPERATIONAL REQUIREI\/IEN
ATION DETAILS
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SOMPUTING ENVIRONMENT
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APPLICATION SOFFWARE
SOFTWARE



REQUIREMENT GENERATION

 OBJECTIVE
« EXCEPTION CONDITION AND ACTION
« ALGORITHM

» QUANTITATIVE CONDITION DESCRIPTION

« [IMING AND RESPONSIBILITY FOR
ACTION

* ASSIGNMENT

« SPECIEY SOFTWARE IMPLEMENTATION
OF ALGORITHM




PDOES I ADD UP?

OPERATIONAL REQM'TS
IMPLEMENTATION
COMPUTING ENV.
MONIT. & SELF-TEST
APPLICATION SOFTW.

CONCEPT  SYST.REQ'MTS SOFTW.REQ'MTS SOFTW.DESIGN CODING



SOLUTIONS TO THE PROBLEM

+ SHARING EXISTING PRACTICES
« SHARING EXPERIENCE
* CREATING AND SHARING TOOLS

« INTEREST GROUP
+ STANDARDS WORKING GROUP
 RECOMMENDED PRACTICE
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