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Defect Data

Soltware Systams Matrics
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Defect Data

Defect Origin

Root Cause

Defect Severity

Peer Review Data

e Software Problem Reporting Data
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Defect Origin and Root Cause

The Root Cause

e Selection changes
based upon the
Defect Origin
selected.

e Chosen based on

what is determined
to be the root cause

of the problem and
where it originated
(Defect Origin).

e Not applicable for
editorial issues.

Issue Category (Defect Origin)

Root Cause

Flanning

Requirements

Diesign

Zode

Tast

GENERAL DYNAMICS

Land Systems

Clarity

Completeness

Scope Change Per Higher Level Documents
Trace to Higher Level Documents

Armbiguity
Testability
Traceability

Architecture
Detailed Design
Interfaces
Traceability

Data Definition
Data Handling
Initialization
Logical Error
Standards
Trace to Design

Fass/Fail Criteria
Requirement Traceability
Test Environment
Scope
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Defect Severity

e Itis important to categorize the
severity of the issue correctly. This
categorization helps the project
and organization identify where
process, tool, and training
Improvements are needed.

e Major and Minor issues, Severity 1
and 2 respectively, are considered
technical defects that generally
require further analysis and
prevention measures.

e Editorial issues, Severity 3, are
considered non-technical defect
and are not used in the generation
of project defect prevention
metrics.
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Peer Review Tool

g vievwing v# 15257 | logoedinas]
Peer Review Tool .

home | create peer review | search & reports | edit aroups | ips process | user guide | feedback

| Main | | Items | | Participants | | Schedule | | Issues | | Prep Time | | Close Meeting | | Clusew |

This is the lifecycle phase that
‘E_I] Excel Report:  Exportlssues (Mote: Report may contain technical data - ITAR rules apphd the Work product Wa_s |n When
HEW! Click s Lo il e Bl Reoviews Lsste” uml Ctotias to ik L a0 o4l st thisahih st iy e il the defect was injected into it.

Add R~ view Issue

* em: Software Design Dacument NOte ThIS IS nOt When |t Was
Submitted By: IJaskoIski,Dawn YI found Example A Software
Accent: [Undecided =] -~ Requirements problem found
Defect Origin: I[SelectOn] 'l / |n Software DeS|gn haS a

Issue Severity: i EN-GL-1.19.4, Software Defect Severity Decision Tree Guideline AR = 3
e oo _ _ Defect Origin = Requirements.
acation in mem: Editarial ex: Requirement #, Page #, Section

Flanning

*Issue: Reguirements
Test

Add Review Issue

* ltem: Feer Review Training Material
Defect Origin: Root Cause
Root Cause: e

_ Select One |

* Dependent on

SELE TR [ Ambiguity (Each requirement shall be unambiguaus) [EL ideli
I T Testahility (Each requirement shall be testable) the Selected
Traceabhility (Each requirement shall be traceable to a higher-level requirement) - -
E Defect Origin
* Issue:
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Software Problem Reporting Tool

Phase Found In

This is the lifecycle
phase that the
work product was
in when the defect
was identified or
found

Issue Type:
I STR vl
Problem Type:
SW A
Phase Found In:
IIndep&ndent Software Test j
Phase Text:
*REQUIRED if Phaze Found In = "Other Figld".

Date Created:
2010-10-15 08:09:29

Status:
REVIEVW/ANALYSIS
Version |dentified In:
I 1.1 - l

Related System
Requirement:

fouenert___

Responsible Engineer:

=
2

Test Name:

S —

Test Engineer:

ICORR. 5. hd

Requirements Standard |

—

Originator:

CORR, M.

Severity:
2. Performance Degraded

Version Injected In:

[Select One] -

Severity

» Safety/Mission
Critical

* Performance
Degraded

e Performance NOT
Degraded

Regression Problem:

No v CQ
Deferred:
Ne >

=
2

o ICORR. M. v

I Defect Origin: Root Cause:

L IRequirementaj C{ [Select One:ﬂ C{
Defect Origin Root Text: ekt e

o . *REQUIRED if Root Cause S{gf‘f”“’

This is the lifecycle =
phase that the s
WOI’k pI’Od UCt WaS IDemcnatrati.cnIZI-1I-1I-Sar1
in when the defect tems

was injected into it

Root Cause

Based on the
defect origin.
Identifies the root
cause of the defect
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Defect Data — Benefits and Challenges

e Benefits:

7 Automation

m Tools enforce a more
consistent process

m Simpler data collection
m Real-time metrics

2 Consistent data between
the Peer Review and
Problem Reporting Tools

72 Guidelines and Help
linked into the tools for
easy access

e Challenges:

72 Data Integrity

m Consistently identifying
defect severities between
technical and editorial

m Size data is often
entered incorrectly

m Root cause data is often
inconsistent

7 ldentifying definitions for
root causes

72 Educating employees on
definitions
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Defect Containment Effectiveness

(DCE) Model
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DCE Model - Introduction and
Definitions

« Phase Containment

Software Defect Prevention Effectiveness (PCE):
Containment Effectiveness Model tracks the ability of each
phase to find defects
Phase Found In
T . . Pastsoftrae . before they escape that
E %ﬂ,emems Ftequlre-me-ntls81 Design m Code = Software T»es:5 lteration = 28‘;I'n:vtal Defects /?:?Ilj/-sertlon Fiatd . TCE p h ase
£ | Design a8 ] 0 0 103 42 00
8 [T - i i 0 " « Defect Containment
Tonal Defects 715 Effectiveness (DCE)
EEE [ igji ;g:I gij- tracks the_ablllty of each
R — phase to find defects
PCE = | Phaze Containment Effectivensess [FCE = Contained Defects ! Total Defects " 1003] .
DICE = | Diefect Containment Effectiveness [OCE = Phage Defects { [Phase Defects + Post Release Defects] " 1003] p aS S ed tO | t by u p S t r eam
TCE = [ Total Containment Effectiveness [TCE = PreRelease Defects # Total Defects * 100:]
Contained Defects = | Defects that are found during the phaze that created them. p h as es
Ezcaped Defects = || Defects that escape to a subzequent development or delivery phase.

» Total Containment

*THIS IS SAMPLE DATA Effectiveness (TCE):
tracks the ability of the
project to find defects
before they are released
(post-release)

Source data is Major and Minor defects collected from the peer review database and problem reporting database

Phase Defects: The defects that were found in a specified software development lifecycle phase

Post Release Defects: The defects that were found in a phase outside of the software development lifecycle phase

PreRelease Defects: Defects that were found in a software development lifecycle phase in the current software version

GENERAL DYNAMICS
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DCE Model - Goals

Software Defect Prevention
Containment Effectiveness Model

1. Early Defect Detection
FPhase Found In
o Fost Software K’
% | Origin Fiequirements Desian Code Software Test Iieration Total Defects |5 Insertion Fatd TCE
E Reguirements 121 10 43 15 17 e BL
£ [Design G 5 0 0 . 103 1432 10022
2 Cade 200 15 40 265 6 g4
O [Test &7 4 / Ell ] El
-
¥ Total Defects 716
[PCE \ ges 95%] 2| 98 2. Defect Prevention
[ocE J [ Eied| 45

e
FCE = | Phase Containment Effectiveness [FCE = Contained Defects ¢ Total Defects = 1002£]
DCE = | Oefect Containment Effectiveness [OICE = Phase Defects { [Fhase Defects « Post Belease Oefects] " 1002]
TCE = | Total Containment Effectiveness [TCE = FreRelease Oefects ¢ Total Defects = 1002]
Contained Defects = | Defects that are found during the phase that created them.
Escaped Defects = ||Defects that escape to a subsegquent dewelopment or delivery phase.

*THIS IS SAMPLE DATA

Goals of the Model:
1. Early Defect Detection

* Increase the number of defects found within the phase they originated in
» Phase Containment Effectiveness (PCE)

* Reduce the number of defects escaping to later development phases
» Defect Containment Effectiveness (DCE)

2. Defect Prevention

* Reduce total number of defects originating within a specific phase
» Total Defects
> % Insertion Rate
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DCE Model - Usage

When Used:
e Data collection and analysis occurs after a software release

Used For:

e Identifying organizational process and technology improvement
needs

e Planning of subsequent product release(s)
72 Consider if a significant number of defects are detected in any particular life
cycle phase

7 Ensure common causes of defects within a phase or phases have been
identified and actions to further investigate causes of defects are assigned and
tracked to completion

Understand the implications of not addressing the common causes of defects

7 Ensure implementation of preventive corrective actions (e.g. notify developers
of common defects, increase focus on suspect or problem areas)

N
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DCE Model — Analysis Examples

Software Defect Prevention

Containment Effectiveness Model Is the number of post

release defects

Phase Found In

o , , PestSalvae , significantly higher
# [Qrigin Requirements Design Code Software Test teration Total Defects 4 Ingertion Fiat TCE

£ |Reurements 1o i [ G " 268 % 8 than expected?

& |Dlesign 98 i 0 0 103 it 100

2| Code 200 1 40 255 3 G4

O [Test &7 4 Ell 13 962

Total Defects T8

[PEE £, 98] o] [

[ocE 2] 50 3%

PCE = [Phase Containment Effectiveness [PCE = Contained Defects f Total Defects " 1002]

DCE = [ Diefect Containment Effectiveness [OCE = Phase Defects | [Phase Defects + Post Releaze Defectz) " 100%]
TCE =| Tatal Cantai Effectivensss [TCE = PreRelease Defects § Total Defects " 1002]

Contained Defects =| Defects that are found during the phase that created them.
Escaped Defects =|[Defects that escape to 3 subsequent development or delivery phase.

Is the number of post
release defects
significantly lower
than expected?

*THIS IS SAMPLE DATA

What is the phase with
the lowest PCE
percentage? Consider
how early in the life
cycle this phase is.

How does the PCE,
DCE and TCE compare
to the last release or
other projects?
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Defect Containment Effectiveness
Model Considerations for Analysis

Software Defect Prevention
Containment Effectiveness Model

Phase Found In
" Fost Softuare
@ | Drigin Requitements | Design Code Sotware Test | Reration TotalDefects 4 Insenion Rt TCE
£ [Fequirements ] 0 [ 266 325 4
& [Design 38 5 0] 0 103 1 1002
2 [Code | ZE‘ 16| 0| 255 3% 8%
O [Test | 47| 4] El [ 9%
Total Defects 715
[PeE ] 98] 2 96|
[ocE 2] 60| 38%]
P CE = [ Fhase Containment Effectiveness [FCE = Contained Diefects { Total Defeots " 1005]
DCE - | Diefect Containment Effectiveness [DCE - Phase Diefects { [Phaze Defects « st Fieleaze Defects] " 1007]
TCE = | Tatal Ce TCE = PreRelesse Defects § Total Defects " 100%]
Contained Defeots = | Defeots that teatedthem
Escaped Deteots <| D

*THIS IS SAMPLE DATA

Software Defect Containment Effectiveness
Number of Defects Injected vs. Detected

Number of Defects

o Injected

Detected

Design

ele

Code Test PostRelease

Lifecycle Phase

Software Defect Prevention
Escaped Defects by Origin

Software Requirements Origin Defects Software Architecture/DesignOrigin Defects
200 120
£ 1m0
& 180 _ H
by BETRE OFes E
5 120 g
c m .
é 0 g o
& H a0
2o H
- '_| 20
20
° — o —
erts sgn od® Fest 0N o e s
asate™ el < P aelD= God Test eterdt® wU““me"‘ﬁ
poaht postS? et pos S R
Phase Found In Phase Found In
Software Code Origin Defects Software Test Origin Defects
250
@
oo g
2. E
[=RE]
s 5
5100 5
2 H
=
5= E
z H = = : —
qest aon e s code
code oS qaon — P et i prs)
e it e £l o0 il
Pui‘so\b‘la‘ ReAE L ec! st R ot
Phase Found In Phase Found In

THISIS SAMPLE DATA

Software Defect Prevention

Root Cause by Origin

Yy

Sl

Software Requirements Defect Origin
oot Cause

| =

Seftware Archilecture Deignarigin Defects

[Fhase) Roct Cause

Saltware Code Defeet Onigin

(Phase) Root Cause

Software Test Defect Origin
Rost Cauns

iPhase) Root Cause

THIS IS SAMPLE DATA
[Phase) Root Cause
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DCE Model — Benefits and Challenges

e Benefits

72 One model that can be
used as a basis of
identifying areas for both
early defect detection and
defect prevention

2 Provides an overall view
of a project’s quality with
many ways to slice and
dice the data

2 Similar project data can
be rolled up as
appropriate

e Challenges
2 The model can be

complex to understand,
so time Is needed to
educate users

Formula variables need to
be well defined and
understood before
generating the model

Shows the macro view of
defects, so a change in
the model cannot directly
be linked to a specific
Improvement

m Not measuring a sub-
process

GENERAL DYNAMICS
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Process Performance Models (PPM)

|||||||||||||||||||

:
TCE:,
Contained Defects <

Defects <

Pr

evention

i B L i

,,,,,

‘Saftware Code Detect Origin

PPM
Optimization

L DYNAMICS
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PPM — Early Defect Detection

Software Defect Prevention
Containment Effectiveness Model

Phase Found In
5 Fiost Saftware
# | Drigin Riaquirements Diegign Cide Sioftware Test Iteration Total Oefects % Inzertion Haty TCE
i Fiequirements 181 10 43 15 17 2EE T L e
& | Design 38 i 1 1 103 iz JLIlIEA
.? Code 200 15 40 il 6% LR
O | Test 8 4 £l 13 96

Total Defectz 716

( ,

FCE
OCE

LS [ 8

12 B 3

PCE = | Phaze Containment EffectiMNgess [PCE = Contained Defects { Total Defects " 100%]

OCE = | Dekect Caontainment Effectivene®WOCE = Phase Detectz f [Phaze Defects « Post Release Detectz] " 100%]
TCE = [ Total Containment Effectiveness [T&\PreHeIease Diefects { Total Defects " 100%]

Contained Defects = | Detects that are found during the phaze tha
Escaped Defects = || Diefects that escape to a subsequent developmaMor deliver) phase.

*THIS IS SAMPLE DATA Peer Review Process Performance
Models were first created for
Requirements in order to improve
the Requirements PCE through
Early Defect Detection
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Software Metrics Tool — PPM Main Page

Software Systems Metrics

Horme

Projects

Efficiency

Resources

Manpower

elcorme, David M Sobetski = FAQ » | Feedback = Tools Portal

Peer Reviews Owertime  Toaols

With Meeting

Major/Minor Defects per Review: .00
Total Peer Review Time: N min

Majors/Minar Defects Found per Total Peer
Review Time: n.n defects fhour

Code Selection Criteria Averages

Without Meeting

Major/Minor Defects per Review: n.nn
Total Peer Review Time: N min

Major/Minor Defects Found per Total Peer
Review Time: n.n defects fhour

Preparation Recommendations with Meeting:

Peer Review Model

Action: e o .. .
ont - [predicion =1 | o Prediction / Optimization /
Program: [prams =] Comparison
TPE [Requrements <] | ¢ Program (New development &
maintenance)

Meeting: m

Gol

* Requirements / Design / Code
* Meetings / No Meetings

» Murnber of Participants Entering Issues: N

Families of models based upon:

with Meeting

Major/Minor Defects per 100 Requirements per
Review: n.nn

Total Feer Review Time: N min

Major/Minor Defects Found per 100
requirements per Total Peer Review Time: NN
defectsfhour

Requirements Selection Criteria Averages

without Meeting

Major/Minor Defects per 100 Requirements per
Review: n.nn

Total Peer Review Time: N min

Major/Minor Defects Found per 100
requirements per Total Peer Review Time: .0
defectsfhour

Preparation Recommendations with Meeting:

Abrams Requirements Selection Criteria
Averages

with Meeting without Meeting

Major/Minor Defects per Review: man Major/Minor Defects per Review: n.n

Total Peer Review Time: N min Total Peer Review Time: N min

Major/Minor Defects Found per Total Major/Minor Defects Found per Total
Peer Review Time: n.n defects fhour Peer Review Time: n.n defects fhour

Preparation Recommendations with Meeting:

# Hold Overviews for all Peer Reviews

# fiverage Prep Time per Participated:
#» Software Requirements Reviewed: n

n min

* fiverage Prep Time per Invited: n - m min
# Murmber of Reviewers Entering Issues: n

2009 @ GEMERAL DYMAMICS Land Systems

fools
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PPM Tool — Prediction

Software Systems Metrics wielcome, David M Sobetski » FAQ » | Feedback » Tools Portal

Home Projects Manpower Resources  Efficiency Peer Reviews Owertime  Tools  Training

Abrams Requirements with Meeting Prediction Tool
Estimated Number of Reviewers Invited: In—

Estimated Avg. Prep Time per Invited {mins): In—

User can enter the tool on their

Estimated Review Meeting Time {mins}: In— own or |S auto m atl Cal Iy ro Uted
predict | here at the start of a peer review.
Predictions User can predict peer review
Mumber of Reviewers .ﬂ.ttefmfled: nn resu|ts based upon number Of
pumber of Ravienars Partigbatest ™ reviewers invited, preparation time
Murnber of Reviewers Making Comrents:  rn.n i
Avag. Prep Time per Attended (mins): n.n Spent by the r9V|eW9rS, and
&vg, Prep Time per Participated fmins):  fuh meetlng tlme.
Technical Errors [95% CI]: . [+f- nn)

Total Peer Review Time (mins) [95% CI1: n.a [+f- nn)

2009 @ GEMERAL DYMAMILS Land Systems

GENERAL DYNAMICS

|_a nd Sys‘[ems Approved for Public Release, Distribution Unlimited, GDLS approved, Log No. 2010-109, dated 10-29-10 22




PPM Tool — Optimize Time

Software Syste ms Metrics Welcome, David M Sobetski » FAQ » ke » Tools Portal

Home  Projects Manpower  Resources  Efficiency EUGTISCMETTE COvertime  Tools  Training

Abrams Requirements with Meeting Optimization Model

Minirnurn Mazxirnunn

Number Reviewers Invited: I—
n

Avg. Prep Time per Invited {mins): In—

177

Actual Review Meeting Time {mins}: I—
n

Target Errors Found: I—
n

2) of

Target Total Time Spent {mins):

7

Goal: I Maximize Errors Found _;l

Cptimize |

Optimized Outcome

Recormmended Nurnber of Reviewers Invited: n
Expected Mumber of Reviewers Attended: n
Expected Mumber of Reviewers Participated; n.n

Expected Mumber of Reviewers Making Comrments:  n.n
Recommended Avg. Prep Time per Invited {mins):  n.n
Expected Avg. Prep Time per Attended (mins): n.n
Expected Avg. Prep Time per Participated {mins): n.n
Recormmended actual Review Meeting Time (mins): N

Expected Technical Errors [95% CI]: n.n [+f- nnl

Expected Total Peer Review Time (mins) [95% CI]:  nn [+f- n.n)

200% @ GEMERAL DYNAMICS Land Systems

GENERAL DYNAMICS

|_a nd Sys'[ems Approved for Public Release, Distribution Unlimited, GDLS approved, Log No. 2010-109, dated 10-29-10

23



Comparison

PPM Tool — Post Peer Review

Peer Review Tool

) Excol Renont Expon s

Isse Category: |[Select One | |

Fssue Severity: [Select One | =]

Location in enc ] wc Besuinmarts, Pages. action

Rt :I

home | creabe pees review | search & reports | edit groups | r guide | feedback
e schedule ssues | | B Tim Clase Maatin Clage Review
g por Issues  (Nobe: Repart ma i bisch Al
L] i 3uies fon Ao by . | L 5 will .

— Avg. Prep Time per Invited {mins): I—n I—n
‘e DA CWMI Presentation Absiract
Pttt [Con. wargarvie_X| | Number Reviewers Invited: I— I—
Accapn Unoecided | n n

Users are directed at peer review
closure from the Peer Review Tool to
the Metrics Tool.

Data is automatically filled in for the
user from the Peer Review Tool to
determine if the review was within the
baseline.

Users are required to provide analysis
information on their results.

Horme  Projects  Manpower  Resources  Efficiency

Abrams Requirements with Meeting Comparison Tool
Actual Var (%)

Review Meeting Time {mins}: I— I—
f f

Number Reviewers Making Comments:

In I n
Technical Errors:

In

Total Peer Review Time {mins): I—
n

Caornpare |

Comparison

Predicted Actual
Technical Errors [95% CI: n.n [+f- nnl n
Tatal Peer Review Time (mins) [95% CI1t | nn [+- nn) n

1. Based on the comparison data was this peer review effective? ISeIect One vl

2, Will a re-review be held? ISeIect one vl
3. Describe decisions or analysis made as a result of using the Comparison Toal,

Subrmit |
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PPM — Benefits and Challenges

e Benefits

72 Optimize resource
utilization

7 Better able to predict future
project performance

2 PPM improvements
returned as high as 400%
Increase In technical
defect detection

2 Exceeded our defect
Phase Containment

Effectiveness (PCE) goal
of 90%.

e Challenges

72 PPM Model usage

m Making it user-friendly and
easily accessible

m Documenting usage
7 Stakeholder buy-in

72 Keeping it from being
personal, i.e. measuring
the process & product and
not the person performing
the work

72 Ensuring data integrity in
the models

GENERAL DYNAMICS
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Process Performance Baselines (PPB)

Soltware Systams Matrics
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Tetat Tine Spant (s —
S I B B B =
pce ] [ vl e W e s T
IPCE = | Phase Containment Effectiveness | = Contained Defects ! Total Defects
OCE = | Defect Containment Effectiveness  Phase Defects Defects - Post Release | i omme
TCE =| Tousl Containment Effectiveness [TCE « PreRelease Defects I TowlDefects" i) P ANSAANWE =t g My \YYJ/72 00 N it
- [ "
| Defects 5| "‘“':" - :
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Process Performance Baselines (PPBs) — Using PPM
Tool Post Peer Review Comparison Analysis

Horme  Projects  Manpower  Resources  Efficiency

Abrams Requirements with Meeting Comparison Tool
Actual Var (%)

Review Meeting Time {mins}:

In I f
Avg. Prep Time per Invited {mins):

In I n
Number Reviewers Invited:

In I n
Number Reviewers Making Comments:

In | n
Technical Errors:

In

Total Peer Review Time {mins): I—
n

Caornpare |

Comparison

Predicted Actual
Technical Errors [95% CI]: n.n [+f- nn) n
Tatal Peer Review Time (mins) [95% CI1t | nn [+- nn) n

1. Based on the comparison data was this peer review effective? ISeIect One vl

2, Wil a re-review be held? ISeIect Cne 'I
3. Describe decisions or analysis made as a result of using the Comparison Toal,

Subrnit |

Data is automatically provided to the
PPBs when the peer review is
completed.

Users provide analysis information on
their results. Special causes of
variation can be identified and
explained at the time the data was
created.
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PPBs — Automated Metrics

Peer Review Process Performance Baseline - € - & - 5. [ . &
Project: | Project ABC w3 Software =l [ myDefault

ation (Meeting) = | wGraph

Product: |Sof‘tware Requirements Specification ;I Type: IPrepar
Brepars

Meeting

Mo Meeting

o Check/Ancheck Al [
¥ Goal

tion (Meeting]

Show

W &vg Tech Issues (%)

—wA=5Tno -

¥ Ceviation
¥ Lower Control Lirnit
W Upper Control Lirnit

¥ sigrma Lines (o)

ViMoo e

¥ Technical Issues

Legend
Goal

Ay Tech Issues (®]

B Deviation

Lawer Contral Limit

Upper Control Limit
Sigma Lines (@)

Peer Review (Ordered by Date) Technical Issues

Statistical Process
Control charts are
generated live
from Peer Review
Data

User selects

* Project

» Work product type

» Meeting information

» Technical Defects or
Cost (hours)

* Properties to display

GENERAL DYNAMICS
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PPBs — Analysis

Peer Review Process Performance Baseline - € - & - 5. [ . &

Project: | Project ABC w3 Software =l [ myDefault
ting) =] WGraph

Product: |Sof‘tware Requirements Specification ;I Type: IPrepa
Pre
Meeting
Mo Meeting
o Check/Ancheck Al [

¥ Goal

ration (Mee

gl

Show

W &vg Tech Issues (%)

—wA=5Tno -

¥ Ceviation
¥ Lower Control Lirnit
W Upper Control Lirnit

¥ sigrma Lines (o)

ViMoo e

¥ Technical Issues

Legend
Goal

Ay Tech Issues (®]

B Deviation

Lawer Contral Limit

Upper Control Limit
Sigma Lines (@)

Peer Review (Ordered by Date) Technical Issues

Analysis

* Look for special
cause variation

e Monitor for trends,
shifts or drifts that
may highlight
process changes

e Determine if re-
review should be
performed

GENERAL DYNAMICS
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PPBs — Benefits and Challenges

e Benefits

7|

Peer reviews automatically
feed PPBs

Control charts are
automated to generate
from live peer review data

Process is monitored to
ensure process is
performing as expected

Quickly deal with process
deviations

Special causes of variation
can be identified and
documented as they occur

e Challenges

A

Educating employees on
the use of the PPBs

Determining when to set
new process baselines

Determining where to
segregate the data

Ensuring data integrity

Upkeep of statistical data
(UCL, Mean, Std Dev)

GENERAL DYNAMICS
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Root Cause & Corrective Actions

Soltware Systams Matrics

TCE Abrams Reaqs with Maating Op Modal
10| (K B 1] 266 3 v Harras.
E [ o @ I3 Nunier Rk Erlted. [
| [} 255 EZH 84 Av.Prep Ve pos imvined (wns): [
4 El 3

TotlDefets T8 Targe Erors P —
Tt T st (e

—
—
Actuisl Beviars Moot g T (mins}i [—— [l
—

e 6wl 9 0t 9] £
bee ] [ wd e e s T
IPCE = | Phase Containment Effectiveness | = Contained Defects ! Total Defects
OCE = | Defect Containment Effectiveness  Phase Defects Defects - Post Release | omme
TCE:| Total Containment Effectiveness [TCE s PreRelesss Defects  TotalDefects™ W] 4P ARSI =t 8§ Ay, MY/ N it
i -
Kt \
o (marali en

Prevention

1 |—|—:.p'v<v| P
Py

#3355
-y

2 |0

% (i i ﬂ

oy T[] [HET NN .‘H‘..;..‘.ﬂ L[] [
0 YN (gl T ] [ 1L/ [l Y |HE* N I-IEEE 1
s AVEEY AP INEN IR NN ol UILTTLTR LAY )’N'RJ._ N
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Root Cause and Corrective Action (RCCA) —
Defect Prevention Using the DCE Model

e Considerations for analysis
72 Common Cause Defects

7 Critical Defects

Software Defect Prevention
Containment Effectiveness Model

Phase Found In
o Pazt Software
¥ | Crigin Requirements Dlesign Code Software Test Ikeration Total Dekectz ¥ Insertion Rate TCE
E Riequirements 181 10 43 15 17 2R T a4z
£ | Design 98 b 0 0 103 143 1003
-? Code 200 15 40 265 36 B4
O | Test 57 4 g 13 36

Total Defects 718

FCE [ L T Bl

OCE 12 B fLE
FCE = | Phase Containment Effectiveness [PCE = Contained Defects { Total Defects " 100%]
OCE = | Defect Containment Effectivenezs [OCE = Phaze Defects | [Phase Defects + Post Releaze Defects] " 100%]
TCE =| Tatal Containment Effectiveness [TCE = PreReleaze Defects { Total Defects " 100%]

Contained Defects = | Defects that are found during the phase that created them.
Ezcaped Defects =[| Defects that ezcape to a subzequent development or delivery phaze.

*THIS IS SAMPLE DATA
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Root Cause and Corrective Action (RCCA) —
Steps For Performing RCCA

ldentify a Problem

Defect Root Cause Analysis
Fishbone Analysis

ldentify Corrective Actions

a k~ WO D PF

Verify Corrective Actions

GENERAL DYNAMICS
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Root Cause and Corrective Action (RCCA)
Step 1: Identify a Problem - Example

Software Defect Prevention
Containment Effectiveness Model

Phase Found In
o Fost Software
# | Qrigin Fequirements Clezign Code Software Test Iteration
i Fequirements 12 0 43 15 17
£ [Design a8 5 0]  —
2 [Code 200 Hl< 40
O | Test &7 4
FCE B S5 Ta ssx-
OCE 12 B pL

Total Defects

Total Oefects % Insertion Ratd TCE
2E6 a7 94
103 142 00
256 363 843
31 133 363
g

FCE = | Phase Containment Effectiveness [PCE = Contained Defects { Total Defects " 1002]

\

OCE = | Defect Containment Effectiveness [DCE = Phase Defects ! [Phase Defects + Post Release Defe\ts] " 00:]

TCE = | Total Containment Effectiveness [TCE = PreRelease Defects { Total Defects * 1002]

Contained Defects = | Defects that are found during the phase that created them.

Escaped Defects = [|[Defects that escape to a subsequent development of deliven) phase.

*THIS IS SAMPLE DATA

The DCE Model is showing that 40
Code defects were found in the
Post Software Iteration Phase

GENERAL DYNAMICS
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Root Cause and Corrective Action (RCCA) —
Step 2: Defect Root Cause Analysis - Example

Software Defect Prevention
Escaped Defects by Origin

HNumber of Defects

Software Requirements Origin Defects Software ArchitectureiDesign Origin Defects

H || |1 —....1| | Need to identify the Root Cause of why the
11— H _

defect escaped.
B e _wv @ e = | | -The Code Defect Origin by Root Cause chart
uuuuuuuuuuuuuuuuuuuuuu shows that the root cause of the Post

Number of Defects

B B — Software Iteration Phase defects was Logical

‘.ﬂzc
EZQ
Pz Error.
s S a0
510 £ 2 \
2 20
5 P —
T Software Defect Prevention
cot ‘@@Wa‘s\\i‘a"u Rsnu“”“ﬁﬂ \;\\?.4'-‘;,"3!0"5‘g cot Root Cause by Origin
post e
aaaaaaaaaaaaaa
5 . o fect Softwnre Architecture DesignOrigin Defects
Lt Causl Root C
THIS IS SAMPLE DATA ],
£ 2o [—
- § =
£ g, J—
heo £ —
i £
L A
(Phase) Raot Cause
.......................
150
g 200 pr—
152 =m
5 .
5 " - s
i 28
"""" THIS IS SAMPLE DATA
[Phase) Root Cau s
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Root Cause and Corrective Action —
Step 3: Fishbone Analysis - Example

Documenting Cause and Effect [~The Fishbone Diagram™) m
* ‘”i " N « Manpower
me — | __— \ | _ 1\ « Method
[EEE | \ Ssane | ’7 |  Material
| T | | | | | * Machine
e e n St \ \ « Measurement
EEt i 41 e \ | ‘ I | e Mother Nature
|

Lack af Tima

to mast gzagines

‘ ] X ‘ Why were the
Logical coding

r - ‘/ | \/ | |/ defects injected?
o N A o / ’

|

|

Lack of static
&nalysis Tools)

/
| / | / /

| ] ‘ ] Likelihood of recccurring

—_—— —_—
/ / D Higher Probability

D Mledium Probability

Mother Nature D Low Probability

D FuleOut

“THIS IS SAMPLE DATA
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Root Cause and Corrective Action —
Step 4: Identify Corrective Actions - Example

Root Cause: Corrective Action:

(*usually High Probability)

Too many new developers and not  Add a review of the resource

enough experts allocation plan

Rushing through coding to meet Need to plan more time for peer
deadlines reviews

Incomplete requirements Pilot agile development methods
Lack of static analysis tool(s) Allocate effort and budget to

iIdentifying and purchase static
analysis tool(s)

*THIS IS SAMPLE DATA
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Root Cause and Corrective Action —
Step 5: Verify Corrective Actions - Example

Before:

Software Defect Prevention
Containment Effectiveness Model

After:

Software Defect Prevention
Containment Effectiveness Model

Phase Found In Phase Found In
o PastSoftware [ . [
pam | seeete Lt Code | SoftwareTest | Meration | Total Defects _f:Ingerion Fist TEE 4 | origin Requrements | Desian Code | SotwareTest | Iteration Total Defests % nsertion Rt TCE
L |Reguirements 1 10 Lt 15 it 26 3 i £ [Pequrements [ 0 3 15| 1] 266 3834 9%
£ | Design % 3 0 - = [Desian % B 0] e -
2| Code el 5 25 2 [Code 200 [ 238 £ 512
8 [Tezt [ 4 A — & [Tomt _| Gl O a 7
Tatal Defects 715 Tatal Defects B35
[Fie b Sfﬁl 7] es-/.- [FCE o 5] | [
[ocE 2% 02| 4% |oce 12| 607 [
PCE = Phase Containment Effectiveness [FCE = Contained Defeots | Total Defects " 1005 PCE = | Phase Containment Effectiveness [PCE = Contained Defects ! Total Diefeots * 100%]
DCE = Defest Containment Effectiveness [DCE = Phase Defects f (Phase Defeots + Post Release Defests)  107] DCE = | Diefect Containment Effectiveness [OCE - Phase Defeots { (Phase Diefects + Post Release Defeots)  100%]
TCE = Total Continment Effectiveness [TCE - FreRelease Defects { Total Defects * 100%] TCE = Total Connainment Effectiveness [TCE = Frefielease Defeots ! Toral Defects * 100%]
Contsined Diefects = Defects that are found during the phase that created them. Contained Defec lefects that are found during the phase that created them,
Escaped Defects = [Defects that escape to a subsequent development or deliven phase Escaped Defects = | Diefects that escape to 3 subsequent development or delivery phase

*THIS IS SAMPLE DATA

*THISIS SAMPLE DATA

* This model alone cannot be used to
verify the results of the corrective
action implemented.

* PPBs need to be created/modified at
the sub-process level

GENERAL DYNAMICS
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Root Cause & Corrective Actions —
Benefits and Challenges

e Benefits

2 Able to eliminate defects
and make process
Improvements to prevent
reoccurrence

72 DCE Model showing fewer
total defects and lower
Insertion rates

e Challenges

72 Focusing on prevention
VErsus a correction

72 New methods require
training

7 ldentifying where the best
return on investment is

72 Maintaining the scope of
the effort

72 Ensuring involvement of
SMEs

GENERAL DYNAMICS
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Challenges

e Stakeholder buy-in

72 Understanding the intent and purpose of the quality
system

m Getting past, “Why do | have to do this?”

72 Keeping it from being personal, i.e. measuring the
processes & products and not the person performing
the work

e Data Integrity
7 Trusting the data

e Documenting savings / cost benefit

GENERAL DYNAMICS
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What Worked Well

e Automation — keep it simple
72 Web-based tools (easy access)
7 Integrated tools
72 Automation leads to data and process consistency
72 Users able to focus on products, not process

e Communication and education
7 Strong and repeated communication with users

7 Educating key stakeholders on the quality system and its
benefits to help others buy-in

72 Updating processes and guidelines to identify usage of
guality system
7 Incorporating user feedback

GENERAL DYNAMICS
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Contact Information

Margaret Corr

Software Engineering Process Group Lead

Section Manager, Software Process, Tools & Environment
38500 Mound Road

Sterling Heights, MI 48310

586-825-5787

corrm@aqdls.com

Dawn Jaskolski

Software Engineering Process Group Lead
Senior Software Engineer

38500 Mound Road

Sterling Heights, MI 48310

586-825-4418

|Jaskolsk@aqdls.com

David Sobetski, PMP

Sr. Specialist Business Processes, Systems Engineering Process Excellence
38500 Mound Road

Sterling Heights, MI 48310

586-825-5362

sobetski@aqdls.com
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