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- DCIP Roles and Responsibilities (Cont)

National Program — Consequence focused
«Critical Infrastructure Protection (CIP)

Critical Infrastructure / Key Resources (CI/KR)
e Loss of life
e Economic Impact

DOD Program — Mission focused
e Defense Critical Infrastructure Program (DCIP)

e Defense Critical Infrastructure/Asset (DCI)/(DCA)

» Mission Failure or Degradation

» Specific Mission Essential tasks by identified Operation Plans
* Function Failure or Degradation

 Move Cargo, Move Passengers, Move Patients, and Provide C4
» Essential to Mission Assurance
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<> Applying CIP to the Transportation Mission

. USTRANSCOM DCI
(DOD owned Transportation critical
- assets)
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> The DCIP Risk Management Process

Risk Management Decision

+ Accept Risk, or
+ Reduce Riskto Acceptable Lewel

Risk Response
Implement Decision

+ To Accept Risk
+ To Remediate
+ To Mitigate

\ y

t | Post Progress and Status

Decompose
* Missions + To Restore
* Functions
Risk Assessment
: ' Manitor
Identify DCI . Implementation
Assess Risk of Risk
+ Determine Consequence
/ of Loss Management
. + Evaluate Importance Decision
Identlfy Threats & - and Urgency of Action
Hazards to DCI + Develop Altemative :
Courses of Action Monitor
Assess DCI Tﬁreatd&
Vulnerabilities Chazar
anges
/ - 9
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* Mission Decomposition to Identify DCI

Q Deploy, Redeploy, Sustain, Patient Movement, Command

and Control, and Intelligence

a ldentify Standards, conditions and capabilities required for

specific Transportation Missions and Functions

* |dentification/Analysis of DCI -
a DOD military installations
(5

ad Commercial seaports/airpor
a Commercial rail lines/yards
a State/local roadways

a Waterways

DOD; Federal, Public; and! &

Privatendustry;owned
and/or.operated
Infrastructurefocus: |

e |dentification of Threats and Hazards to DCI

* |dentification of Vulnerabilities to DCI
* |dentification of Dependencies to DCI
* Risk Management Decision for DCI
* Monitoring/Reporting Status of DCI




pendencies to DCI

Joint Staff Provides the DCIP TCA List  |Transportation Sector Dependency Analysis / De p e n d e n Cy an al yS i S Of
TCASs
Transportation

BCIP De:::}::ir::y Transportation D EI ect r I C I ty

TCADependencies
Transportation for witF:\ the

DCIP s
rangraien [T S d Fuel
O Bridges
DCIP
T rtati
TCAs Depercency : 0 Waterways

(non- Analysis
Transportation for
DCIP .
TCAS) Non-Transportation Non_TransPortatl.on D Et C
TCAs TCADependencies
withthe
Transportation Sector
(Interdependencies)

Joint Staff Provides the DCIP TCA List | Transportation Sector Dependency Analysis

v' Joint Staff issues the . " L mmy
DCIP TCA list -

v Transportation Sector -
responsibility

GIG
Sector
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« All hazards approach
(natural and manmade)

 Defense Intelligence Agenc
TCJ2, Federal Bureau of
Investigation, Department of
Homeland Security,
State/local police, etc

« Combatant Commands,
Military Services, and
Intelligence offices

e Enhanced Threats and
Hazards Assessment




Current Program

| U Provide Transportation
Infrastructure Subject
Matter Expertise for DCIP
Assessments with a
Transportation mission
Lo S % — —_— focus

ORIGINS=AISPOES = ENTROUIES = AISEPODS : :
O Exploring partnership

opportunities with other
government agencies
(DHS, TSA, USCG, etc.)
& _ at non-DOD owned
RUNWAY_ 9 /. TOWER CRANE S%EEE;S locations:
INERASTHRUGTHURE(BHYSICAL S CYBER) v' Commercial
Seaports

: _ v Commercial Airports
*VULNERABILITY ... could cause it to suffer a degradation or loss v Interstate Highway
(incapacity to perform its designated function) as a result of having Network

been subjected to a certain level of threat or hazard. _
*DODD 3020.40 v Rail Network




Accept the risk
Remediate the risk
Mitigate the risk

Reconstitute the
asset

&5~ The DCIP Risk Management Decision

Reduce risk to
an acceptable
level from
00000 threat,
hazard,
or
vulnerability

Unacceptanle
10 DEAS, thus enanling the successiul execution

OHBODIMISSIONS; regardlessiofithe threat:orshazard
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