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The NCOIC at a Glance

Members are
Global Leaders:

Academic institutions

Air Traffic Management
providers

Service providers
Consulting
Engineering
Logistics

Defense suppliers
All military services
Multinational

Government agencies
Human service agencies

Integrators
Commercial systems
Defense systems

IT firms
Communications
Data management
Human-Machine interface
Information assurance

Standards bodies

A global organization focused on an industry neutral

approach to NCO adoption:

e Use of Open Standards in NCO domains
e Net-Centric Architecture Concepts and System Design

Best Practices

¢ Tools for Evaluation and Assessment of Net-Centric

Systems

e “Building Blocks” catalog of components & services
compliant with NCOIC recommendations
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Just a few of the names that you might recognize...

\

-~/ Prescriptive
Guidance On How To
Build Interoperable,
Network Centric
Systems
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Unity of Effort
Different Domains, Similar Needs

Aviation IPT C3 Interoperability Net Enabled Emergency Maritime

IPT Response IPT IPT Cyber Security

/V IPT

: Net Centric
Operational -

Descriptions Fliliglp s &

Attributes
Net Centric MMM “] i 'l '“ - Interoperability

Patterns s, e o Frameworks
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<4 »
Net- NCOIC Specialized Frameworks Building Modeling and Systems
Centric Interoperability , Blocks Simulation Engineering
Attributes Framework * Information Assurance and Integration

* Cloud Computing

* Mobile Networking e Test & Evaluation
» System Management » Lexicon

* Semantic Interoperability » Education

» Information, Services, etc. & Outreach

Functional Teams provide the technical expertise to serve customer domains.
The Integrated Project Teams provide operational information from customer domain perspective%aae




Where Net-Centric Patterns

fit into the NCOIC

SCOPE™

Requirements
q & NCAT™

NIF™ Architecture

Building
Blocks

. Specialized
I ~ | Frameworks
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] SCOPE™
Net-Centric & NCAT™

Patterns
\ /
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Why Patterns?

= Standards alone do not guarantee interoperability... we
also need guidance on architectural approaches,
behaviors, design rules, design principles, etc

= Often the “best” Standard depends on the mission and
performance requirements

* In a System-of-Systems, legacy systems cannot be
forced to update to newest standard

= Does Everyone Understand the Standard the Same
Way?

NCOIC Net-Centric Patterns = A vehicle for prescriptive
recommendations on which standards to use, how to use them, and other
essential guidance
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Three Types

OPERATIONAL
PATTERN “A”

OPERATIONAL
PATTERN “B”

A

CAPABILITY CAPABILITY CAPABILITY T
PATTERN 1 PATTERN 2 PATTERN 3 PATTERN 4

y

A \ 4

TECHNICAL TECHNICAL TECHNICAL TECHNICAL TECHNICAL TECHNICAL TECHNICAL
PATTERN PATTERN PATTERN PATTERN PATTERN PATTERN PATTERN
“A” uB” uC” an uEn uF” “G"

TECHNICAL TECHNICAL TECHNICAL
PATTERN PATTERN PATTERN
“X” “Y” “Z”
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Typical use of

NCOIC Resources

Activity NCOIC Resource

Concept Development = Specialized Frameworks
= Operational Patterns

Architecture Development = NCOIC Interoperability Framework
= Specialized Frameworks

= Capability Patterns

= Network Centric Assessment Tool

System Design = Specialized Frameworks

= Technical Patterns

= Network Centric Assessment Tool
= Building Block Catalog

System Assessments = Network Centric Assessment Tool
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Net-Centric Pattern Contents

1. Introduction and Problem Description
1.1. Context

1.2. Problem Statement What is the problem being

1.3. Expected Benefits ,
2. Recommended Solution solved, and the context?

2.1. Actors

2.3. Interfaces

2.2. Pre-Conditions W cmal  impares
2.4. Structure sl ol B
2.5. Behavior

2.6. Post-Conditions
2.7. Standards
3. Additional information
3.1. Lessons Learned
3.2. Constraints & Opportunities
3.3. Known Uses
3.4. Potential Capability
3.5. Related Patterns
3.6. References
4. Verification
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Net-Centric Pattern Contents

1. Introduction and Problem Description Actors and interfaces
1.1. Context

1.2. Problem Statement involved in the NCP or

1.3. Expected Benefits otherwise required to
2. Recommended Solution implement it
2.1. Actors N g

2.3. Interfaces

2.2. Pre-Conditions

2.4. Structure

2.5. Behavior

2.6. Post-Conditions

2.7. Standards
3. Additional information

3.1. Lessons Learned

3.2. Constraints & Opportunities

3.3. Known Uses

3.4. Potential Capability

3.5. Related Patterns

3.6. References _ -
4. Verification e E——
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Net-Centric Pattern Contents

1. Introduction and Problem Description
1.1. Context

1.2. Problem Statement

1.3. Expected Benefits

2. Recommended Solution

2.1. Actors

2.3. Interfaces

2.2. Pre-Conditions

2.4. Structure

2.5. Behavior

2.7. Standards

Additional information

3.1. Lessons Learned

3.2. Constraints & Opportunities
3.3. Known Uses

3.4. Potential Capability

3.5. Related Patterns

3.6. References

4. Verification

Pre-Conditions are
prerequisites that must be
in place before the pattern
can be applied. If not met,

the pattern cannot be
successfully applied to the
problem at hand.

Post-Conditions are the
concrete results of applying
the pattern. State what is
the outcome of applying
the pattern, including any
limitations and/or
consequences.
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Net-Centric Pattern Contents

1. Introduction and Problem Description
1.1. Context

1.2. Problem Statement
1.3. Expected Benefits
2. Recommended Solution
2.1. Actors

2.3. Interfaces
2.2. Pre-Condition
2.4. Structure
2.5. Behavior
2.6. Post-Conditions

2.7. Standards

3. Additional information

3.1. Lessons Learned

3.2. Constraints & Opportunities
3.3. Known Uses

3.4. Potential Capability

3.5. Related Patterns

3.6. References

4. Verification

Graphical or textural
description of any structure
(architectures, etc) to be
imposed on the solution
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Net-Centric Pattern Contents

Introduction and Problem Description
1.1. Context

1.2. Problem Statement
1.3. Expected Benefits
Recommended Solution
2.1. Actors

2.3. Interfaces

2.2. Pre-Conditions
2.4. Structure
2.5. Behavior
2.6. Post-Conditions

2.7. Standards

Additional information

3.1. Lessons Learned

3.2. Constraints & Opportunities
3.3. Known Uses

3.4. Potential Capability

3.5. Related Patterns

3.6. References

4. Verification

Required behavior
(dynamic interaction) of
structure elements, actors,
or interfaces. Includes
“rules”, principles,
algorithms, etc.
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Net-Centric Pattern Contents

1. Introduction and Problem Description
1.1. Context

l ] 2 ] P ro b I em St at emen t Standard Name and Number Purpose Notes
R OSPFv2 IETF RFC 2328 (STD:54) link state advertising | When using IP
1.3. Expected Benefits . btz s
e OSPF Traffic Engineering IETF RFC 3630 Traffic traffic engineering When using IP
H Engineering (TE) to utilize DIL links technology
2. Recommended Solution Exiensions 1o O3PF Version
2
2 1 AC t ors IEEE 802.1D Spanning Tree Protocol link layer weighting | When using COTS
e of DIL links bridges
DAMA (MIL-STD-188-181) 181C - Interoperability DAMA When using UHF
2 . 3 . I n te rfaC eS Standard For Access To 5- satellite communications
L. kHz And 25-kHz Uhf technology
- Satellite Communications
2.2. Pre-Conditions Satelite
DAMA Control (MIL-STD-188- | 185 - Interoperability UHF DAMA control of When using UHF
2 " 4 " St r u Ct u r e 185) Milsatcom Dama Control DIL SATCOM links | satellite communications
2 5 B e h aV| O r System technology
2.6. Post-Conditions

2.7. Standards
3. Additional information
3.1. Lessons Learned
3.2. Constraints & Opportunities
3.3. Known Uses
3.4. Potential Capability
3.5. Related Patterns
3.6. References
4. Verification

Detailed identification of all |
Standards required for
implementation of the NCP

J
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Net-Centric Pattern Contents

1. Introduction and Problem Description
1.1. Context
1.2. Problem Statement
1.3. Expected Benefits
2. Recommended Solution
2.1. Actors
2.3. Interfaces
2.2. Pre-Conditions
2.4. Structure

2.5. Behavior Non-Prescriptive

2.6 Post-Conditions information that may be of
2.7. Standards to th i o the NCP
3. Additional information use to those using the

3.1. Lessons Learned
3.2. Constraints & Opportunities
3.3. Known Uses
3.4. Potential Capability
3.5. Related Patterns
3.6. References
4. Verification
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Net-Centric Pattern Contents

1. Introduction and Problem Description
1.1. Context
1.2. Problem Statement
1.3. Expected Benefits
2. Recommended Solution
2.1. Actors
2.3. Interfaces
2.2. Pre-Conditions
2.4. Structure
2.5. Behavior
2.6. Post-Conditions
2.7. Standards
3. Additional information
3.1. Lessons Learned )
3.2. Constraints & Opportunities Table of detailed
33  Known Uses verification criteria for
3.4. Potential Capability vendors wishing to certify
3.5. Related Patterns that their product are

3.6. References compliant with the NCP
4. Verification - J

Page 15



RELEASED

COMING SOON

&

SAGM Mobile Communication and
Networking

Legacy Services
Design Phase Service Integration

Information Dissemination Shared
Database

Land Force Tracking Gateway
Network Centric

All Hazards Alerts and Warnings

Disconnected, Intermittent, Limited
(DIL) Communications Management

Simple and Extensible Email
Services (SEES)

Secure Formatted Information
Exchange Gateway (SFIEG)

Core Network Access

\
Flight Data Object Dissemination

Live, Virtual, & Constructive
Integrated Middleware Environment

Net-Centric Cyber Simulation
Access Network Discovery

High Level Architecture (HLA)
Distributed Interactive Simulation
Services Interface Technical Pattern

Resource Tracking Information
Exchange

More in work...

Operational Patterns
Capability Patterns
Technical Patterns
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Value for the Customer

Avpliga Future
* Integrated, ad hoc,
interoperable solutions

* Global multi-domain
System-of-Systems

Systé_m A

Present

 Technology exists, but not integrated

« Some transformational programs funded
* Lack of common approach

* Industry assistance required

Past

e Platform focused
 Performance driven
e Standalone
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For Additional Information...

WWW.NCOIC.0rg

Or Contact:
mark.k.bowler@boeing.com

NCOIC - Home icrosoft Internet Explorer

Elle Edit Miew Favorites Took Help
P pr— p— p—
— " — P

Network Centric Operations Industry Consortium

Home

Corvert  ~ @Se\ect

Systems Engineering Conference

Hyatt Regency Mission Bay
San Diego, CA

Event #1870

October 25-28, 2010

See more member stories, news coverade and highlights of HCOIC™ work.

Technical Deliverables

Interoperability Frameworks and Guidance

= NCOIC Interoperability Framewark (MIFT™)
= MNet Centric Services Framework (NCSF)
= Mohile Metworking (MNO and MNE)

= Baseline Approach for a Standards Management Framewark

Netcentric Attributes, Measurement and Tools

= MetCentric Assessment Tool (MCAT™)

» Systems, Capabilities, Operations, Programs and Enterprises
Model (SCOPET™)

n Operational

n Capability

Tl

NCOIC in the News

NCOIC Elects Boeiny, Lockheed Reps to
Lead Technical Council

07 Jun 200

NCO Consortimm Selects New Leaders
26 0ct 2009

See all NCOIC Press Releases »

NCOIC To Unveil Improved Data Exchange
Standards

28Jun 2010

Met-Centric Pattern for Legacy Systems
01 Apr 2010

See all NCOIC Media Coverage »

Calendar & Events

Plenary Meeting Schedule

Quicklinks

Technical Brochure

General Presentation

eLearning

Collaborative Metworking
Featured Yideos
WehEx

Contact Us

BAE SYSTEMS

See all NCOIC Member Organizations

Join NCOIC

i
o



http://www.ncoic.org/�
mailto:mark.k.bowler@boeing.com�

Australia

Germany

Poland

Switzerland

Canada

Ireland

Romania

Turkey

-

Finland

ltaly

France

ps - Netherlands
<@,

South Korea - -
I

United States

TODAY:
Stovepiped
Systems,

Point-to-Point
Networks

Net-Enabled
Future
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NCOIC Assists Customers
In obtaining interoperable solutions:

NIF Guides Development of Net-Centric System

User
Community
NCOIC
Focus: <
Net-Centric

Interoperability

Ope_rational Enterprise/System Tecr_mical
Subject Matter Architect Subject Matter
Expert Expert

g - o ‘

& = : ¥
W L % B

e = \=

c~_"

Technical
Analysis

Architectural
Analysis

Operational
Analysis

NCO Overarching Technology
Requirements Guidance Guidance

|4

|4

Capability
Patterns

|4

Technical
Patterns

Operational
(Domain)
Patterns

Integrated Project Plus NIF Plus Specialized
Teams (IPTs) + Overarching » Frameworks
SCOPE Model Guidance

Page 20



The Problem with

Interoperability Standards

Performance “A”

A
Standard
Standard “E”
“ g
Standard Standard
“ «pr
= Performance “B”
Standard
Standard “RB”
Performance e
“

= Often the “BEST” Standard depends on the Mission
— Real-World Condition! Often no “One Size Fits All”
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The Problem with

Interoperability Standards

= What is the appropriate level of NetCentricity for a given
operational context? May impact selection of Standards!

Which is the Standard “A”
A « ”
fOBretshtiSStandard For Technology X
>| hypothetical
| operational o
— context? Standard “B
= _ | For Technology X
» | This example is
31 time-based; many
=< | other perspectives!
S
S
Z | | |
' Today's Range of . | Future Range of
;‘ '; required performance “_' required performance
—— —— >

Notional Performance
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The Problem with
Interoperability Standards

l
! SYSTEM “A” Extension:
| | @— Added Highly-Desirable
Range
I l
____________________ J SYSTEM HBH EXtenSIon.
© ® Added Highly-Desirable
= yssSsEEEEEEEEEEsEEEEsEsEEEEs R RO E PR "aa Feature
@ © e ...ll“‘ ....0
ol 100% 100% .
<2 <---Interoperable ---» < --Interoperable --» .
23
£ >

= “Bad” Standard, or “Bad” System Designs?
— Real-World Condition!

— In a System-of-Systems, cannot force systems to not use highly-
desirable features when operating independently
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The Problem with

Interoperability Standards

ORIGINAL Standa

UPDATED Standard v1.1

NEW Standard v2.0;: “Backwa

k-l Lpesseeremnsarernnnsrernnnnrrnn,,

= i P Mo 1000 Vv1.1&2.0 _ ttee. VL1&v20

2 g *___10?(;12::!)3 versions__ Interoperable ............ "“

S perable -~ V10&Vv2.0  “"trreceee..., : >

= |s Everyone Running the Same Version?
— Real-World Condition!

— In a System-of-Systems, cannot force Legacy systems to update
to newest standard
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The Problem with
Interoperability Standards

Interpretation “A” of
f Standard

% Goal: 100% Interoperable
------------------------------ JIACGGEEEEE@ PP EEI NI NN NN NN NS NN NN NN EEEEEEEEEEE . . .
St et T e with Guided Interpretation
La | .
o Inconsistent Interoperability
T Jececesecnensaceeeess®  Tfeeeiiiiieitesescnnones without Common Guidance
£ >

= Does Everyone Understand the Standard the Same Way?
— Real-World Condition! (Not necessarily a bad Standard)
— Different Languages; different Cultural backgrounds

— Same Standard applied in different Operational Domains,
implemented by designers with different levels of experience,
different technical disciplines, different company rules
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The Problem with

Interoperability Standards

Layers of Interoperability

Political or Business Objectives

Harmonized Strategy/Doctrines

Aligned Operations

Aligned Procedures

Knowledge/Awareness of Actions

Semantic/Information Interoperability

Data/Object Model Interoperability

Connectivity & Network Interop.

Physical Interoperability

AN

= Standards are

Interdependent!
— Standards for a layer often
dependent on standards for
People & lower layers
Processes
& Applications
Ay
C2 Application
Standard
| y
. COl COP KM
Information Standard Standard Standard
Services Web Services  Pub/Sub
Standard Standard
IPv6
Network Standard
Transport Radio LAN
Standard Standard
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