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= There are often expectation mis-matches - there
is not necessarily agreement as to the goal or
desired outcome of testing



gestin Acquisition Life Cycle

A requirements is a prerequisite for integrated testing

not understood by the implementing Program

REP, PDR, CDR, Cor
1y Chain Risks

“hallenges
realistic operational environment s with end-to-end test venues

ification & accreditation process was not designed to support rapid

, elopment
Process can be slow and inflexible
= Process does not readily account for incremental changes

System developers, certification & accreditation authorities, and testers need to
collaborate and share IT test results

» Program managers perceive they are paying several times for IA
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MAC and CL Selected
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Initiate and Plan €
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‘ Implement 1A Controls
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‘ Validate |A Controls
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‘ Make €
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|ANIinTthe “Notional” Systems
R Engineering Life Cycle

SYSTEMS COMMISSIONED
ENGINEERING SYSTEM -
MANAGEMENT OPERATIONS &

Calk NI LY

CONCEPT OF ____System Valid
OPERATIONS

System Verification Plan

__________________________'

Sub-System
Verification Plan

Component
Verification
COMPONENT
DETAILED
DESIGN

IA Controls

IMPLEMENTATION
HARDWARE & SOFTWARE
Contract (CODING & TEST)



aVV Cha”enges

erently high demand - low density

st _acy pla ns (ships, in particular) are
malgamation of systems

acy hardware & software
)TS and open source code

Individual platforms are limited in number and
often rely upon a relatively small set of
interface points to connect with the GIG.



OT&E community should support JECOM efforts to
iprove the quality of net-centric architectural views

rmance data without unduly impacting the performance of
the system under test

B A new paradigm for examining how we assess the ability of our
systems to support combat operations in the face of cyber attack is
needed



Suggested Analytical
Process

icality of the system and the security required

shysical vulnerabilities

der susceptibility to esp

1age, disruption or malicious
ilation -

reat capability and test using the types of exploits likely to
ered in the operational environment

= Assess recovery and repair, (recognizing that unlike kinetic attack,
detection of the attack may not be obvious.)




d Analytical Process

» ()
Threat Test
Analysis Planning
Potential Attack,
e Detect &
C Th{fﬁ:. Recovery
apabilities Test
Product #2 Product #3 Product #4



summary

e similar, yet different:

ed personnel

line - we are confronted with a rapidly
o warfare domain with associated risks
~ and opportunities - we need to get this right!



IA Policy and

Guidance...Voluminous!
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