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Motivation: The Need for an Objective
Test Value Metric

e Test value is generally proposed as:
— Early identification of problems
— Cost avoidance
— Cost of rework

e All must be estimated — we can never know what
would not be found if a test was not conducted

* All are valid reasons to test, but none can be

measured absolutely to provide a common
reference point



Technical Uncertainty as a Value
Metric

* Cost avoidance and rework are not good value metrics
because they cannot be defined or measured during a
weapon system life cycle

* Technical uncertainty can be estimated prior to a test
and evaluated after the test using statistical techniques
— Provides a common metric of comparison
— Can be measured
— |s easily related to risk
* Technical uncertainty as a value metric, along with

cost, schedule, and other parameters of interest can be
related to stakeholder utility as a basis of comparison



Decision Analysis Framework*

-Portfolio of alternative test proposals
- Cost constraints

For example: radar software
regression testing, takeoff
performance, landing
performance, radar system
reliability

Value of individual test alternatives based
on predicted ability to reduce uncertainty

Decompose and mode| the
For each type of test in the problem:

portfolio, identify 2-3 1. Problem structure

Identify the decision
situation and understand
test objectives for each test
in portfolio of test points

alternative test proposals . .
where feasible 2. Technical Uncertainty

3. Stakeholder Preferences

- Risk attitudes
- Utility functions to translate
test value into stakeholder utility

Further
analysis if
needed

Choose the best alternative:

Sensitivity analysis if desired Maximize portfolio utility
within cost constraints

*Adapted from Clemen, R. T., & Reilly, T. (2001). Making Hard Decisions with DecisionTools(R) (Second ed.). 5
Pacific Grove, California: Duxbury Thomson Learning.



Technical Uncertainty Framework
Developed From Literature Review*

_ Unknowable Uncertainty Knowable Uncertainty (Ambiguity)

Essential Elements of Uncertainty:

Components of Uncertainty  Aleatory Epistemic
Sources of Technical Measurement (input/output), model structure, model selection,
Uncertainty prediction error, inference uncertainty

Application to Test and Evaluation:

Test Goal Reduce Uncertainty Characterize Uncertainty
Type of Model Available Physics-based None or limited
Empirical

Characterization of Uncertainty:

Uncertainty Evaluation Entropy and entropy-based measures

Uncertainty Reduction Model Using and Updating: Model Building:
Using data to reduce Using data to build model and
uncertainty and estimate uncertainty
validate/update model

Uncertainty Depiction Probability Distribution/Summary Statistics

(not an exhaustive list) Confidence, Prediction, Tolerance, or Credible Intervals

Akaike Information Criterion, Deviance Information Criterion
*References in backup slides



Technical Uncertainty Relationships

Reduce Epistemic Uncertainty

Ambiguity

Aleatory Uncertainty

Reduce Remaining

Uncertainty Aleatory Uncertainty

Aleatory Uncertainty — due to random effects
Epistemic Uncertainty — due to lack of knowledge

Residual Risk

Severity of
Consequence

Consequence of

Uncertainty



Measuring Technical Uncertainty:
What to Use?

e Desirable properties™:
— Concavity

— Attaining global maximum at the uniform distribution
(all values are equally likely)

 Shannon’s entropy — meets above properties and
IS easy to measure

 Variance for normal random variables does not

meet above properties, but can be considered for
the case of normal random variables

Variance in general is not the best measure of uncertainty

* Ebrahimi, N., Soofi, E. S., & Soyer, R. (2010). Information Measures in Perspective. International Statistical Review,
78(3), 383-412. doi: 10.1111/j.1751-5823.2010.00105.x



Measuring Uncertainty:
Shannon’s Entropy

Shannon’s Entropy for a Binary Variable

Shannon's Entropy in nats
0.7 T T

Maximum uncertainty
occurs at p=0.5
(uniform distribution)

0.6F

0.5k

o Function is concave

Hip)

0.3}

D2F

H(x) = -2 pi(x) In [pi(x)]

01F

D 1 1 1 1 | 1 1 | 1

0 0.1 0.2 03 04 05 06 07 0e 0.9 1
p

Example adapted from Cover, T. M., & Thomas, J. A. (2006). Elements of Information Theory (Second ed.).
Hoboken, New Jersey: John Wiley & Sons, Inc.



Examples Where Variance Is Not
a Good Uncertainty Measure*

Beta and Uniform Distributions with Different Variance
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Equal variance, but very different entropy; Uniform distribution has smaller variance,
exponential entropy is significantly lower but beta distribution has lower entropy

* Examples adapted from Ebrahimi, N., Soofi, E. S., & Soyer, R. (2010). Information Measures in Perspective.
International Statistical Review, 78(3), 383-412. doi: 10.1111/}.1751-5823.2010.00105.x 10



Entropy and Gaussian Variance:
Entropy is the more conservative measure

Variance and entropy reduction relative to variance=1
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Intermediate Conclusion

* Shannon’s entropy is a better technical
uncertainty measure than variance
— Works for all distributions and is simple to compute

— Variance is sometimes misleading; probability
distribution function with smallest variance does not
necessarily have least uncertainty

— Is more conservative than variance for a normal
random variable

— Can compare all uncertainties in a test portfolio with
same units (nats)



Simple Examples: Using the Technical
Uncertainty Measure

* Maximizing test utility to two decision makers
(one test, no constraints)

* Portfolio optimization based on maximizing
overall test value/utility subject to cost
constraint



Maximizing Test Utility to Multiple
Decision Makers: The “U-100"

Overall test objective: Obtain quantitative
performance data for incorporation into the U-100
Flight Manual (the U-100 is a notional aircraft)

Two flight test programs are proposed:

— A: Use hand held data; test cost $25000, 1 month test

— B: Use full instrumentation; test cost S50000+2 month
schedule delay to install instrumentation

Two decision makers, one risk tolerant and one risk
averse

o)

Which test has the greater value: A or B? A
* Which test has greater utility, given the two
decision makers? y




Decision Analysis Framework for the
U-100 Landing Test

Overall test objective: Obtain Test Alternatives: “Two test. a.lternatives
quantitative performance 0: No test -No expllut cost or schedule
data for incorporation into A: $25K, one month constraints

the U-100 flight manual B: $50K, three months

Identify the decision
situation and understand

For each type of test in the proble

portfolio, identify 2-3

test objectives for each test
in portfolio of test points

alternative test proposals
where feasible

Derived test objectives:

- With 99% confidence,
determine the maximum
rollout distance for various

Value of individual test alternatives
based on predicted ability to reduce
uncertainty

U-100 configurations - One risk-averse decision maker,

- Determine best braking one risk-tolerant decision maker Choose the best alternative:
technique - Elicit test utilities from DMs Maximize portfolio utility
- Validate physics-based based on test value within cost constraints
model

Use simple weights combined with
test utility to maximize utility 15




Technical Uncertainty Framework for the U-100
Landing Test

_ Unknowable Uncertainty Knowable Uncertainty (Ambiguity)

Essential Elements of Uncertainty:

Components of Uncertainty  Aleatory — dominant Epistemic -- small (good model)
Sources of Technical Variability in landing/braking process, instrumentation precision and
Uncertainty accuracy, using model to compare to and predict flight manual values

Application to Test and Evaluation:
Test Goal Reduce Uncertainty
Type of Model Available Physics-based

Characterization of Uncertainty:

Uncertainty Evaluation Entropy
Uncertainty Reduction Model Using and Updating:

Using data to reduce uncertainty and validate/update model
Uncertainty Depiction Probability Distribution/Summary Statistics
(Based on proposed analysis Confidence or Prediction Intervals

techniques)

16



Using Uncertainty as a Value Measure

c =500
ntropy = 7.63

|

Designers were
overly optimistic!

c =660
Entropy =7.8
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B clearly has more value, but does it have more utility, given the two decision makers?



Computing Utility Using Simple Weights

Utility (U) Weight

None Schedule 0
Cost 0

Uncertainty O
reduction

UTILITY OF THE OPTION TO NOT TEST
Test A Schedule 1

Cost 25000
Uncertainty 1.16
reduction

UTILITY OF TEST OPTION A
Test B Schedule 3

Cost 50000
Uncertainty 2.55
reduction

UTILITY OF TEST OPTION B

10
10

10

10

(W)
5

6
10

10

5
6
10

Total Utility Weight
(U*W)

0 10 10

0 10 9

0 0 3
Highest utility if

0 there is no
requirement to test

50 9 10

60 7 9

80 6 3
Highest utility if

150 thereis a
requirement to test

50 8 10

54 7 9

100 7 3

Highest utility

Total

100
90
0

90
63
18

63
21

164
18



Computing Utility if Both DMs Have a

Vote of Equal Weight

None
Test A
Test B

190 171 361

204 164

Slightly higher by small margin

But, then there was a budget cut. Test A was selected due to the
lower cost and the fact that it has only slightly less utility.

And yet another budget cut reduced the number of test points
that could be flown ...

19



Test Results: Landing Data®*, Pre- and Post-

Test Monte-Carlo Analysis
| Configuration | o(f) | Entropy (nats) _

Post- Post-
Pre-test test Pre-test test

Flaps Braking model model model model
45 Moderate 858.4 404.1 8.17 7.42
45 Heavy 755.0 402.8 8.05 7.42
45 Max 723.9 578.0 8.00 7.78
60 Moderate 731.3 352.8 8.01 7.28
60 Heavy 629.7 350.6 7.86 7.28
60 Max 608.7 500.1 7.83 7.63
100 Moderate 554.6 295.7 7.74 7.11
100 Heavy 501.0 285.9 7.64 7.07
100 Max 483.4 398.9 7.60 7.41
Pooled 660.4 406.3 7.88 7.38

Variance/standard deviation decreases significantly post-test, but entropy decreased only
slightly - there is still a significant amount of uncertainty!

* Data taken from McNamar, L. F., & Gordon, H. C. (1963). T-38A Category Il Performance Test. 20
Edwards AFB: Air Force Flight Test Center.



Notional Test Problem:

Maximizing Overall Test Portfolio Value Subject
to Cost Constraint

Test Value (Entropy Reduction) Test Cost (x100K)

Test Opt A OptB OptC Test Opt A OptB OptC
Landing 1.2 2.6 - Landing 25 50 -
Radar 2.4 2.7 2.9 Radar 5 10 15
ADC 1.9 2.1 2.3 ADC 20 40 50
HUD 1.7 2.5 3.7 HUD 10 20 30

Maximum test value assuming total test budget of $100K
(test value = 9.7 at $100K)

ADC = Air Data Computer
HUD = Heads-Up Display 21



Notional Test Problem:

Maximizing Overall Test Portfolio Value Subject
to Cost Constraint

Test Portfolio Value vs Portfolio Cost
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Conclusions

* Technical uncertainty reduction measured using

entropy provides a consistent way to measure the
value of a test

e Utility of test to multiple stakeholders must still be
taken into account before selecting actual test option
(highest value test may not have greatest utility)

* Although technical uncertainty reduction is an estimate
before the test executes, it can be measured once test
is complete to determine if test value metric was met
(may also lead to decision to terminate test early or
conduct additional testing)



Future Work

Apply full decision analysis framework to a portfolio of test points
selected from real-world flight test problems and both single and
multiple stakeholders/decision makers:

— Physics-based models

— Empirical models

— Include model uncertainty and multi-model inference
— Large variance data with small sample sizes

Examine different utility functions and optimization techniques

Continue technical uncertainty research and update technical
uncertainty framework as required, with focus on analysis
techniques currently in use:

— Traditional statistical approaches
— Bayesian techniques
— Information theoretic approaches

— Results represented via different intervals (e.g., confidence,
prediction, tolerance, and credible)
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