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Net Centric Operations, Interoperability & Network Intrusion Detection

What I’ll Cover

e How this talk fits into Net Centric Operations/Interoperability
e Review of Network Intrusion Detection Systems Challenges
 Inspiration for my research

* Overview of Ensemble Decision Making

e Some Other Tools
o Boosting
s Support Vectors
= Kernel Methods & Multiple Kernel Methods
= Extreme Learning Machines

My Approach to the Problem
e Preliminary Findings & Future Work
e Discussion & Questions
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“Interoperability must be synergized with Information Assurance to assure obtaining the best

of both” — Jack Zavin, Beyond Technical Interoperability, NDIA SE Conference, October 2012
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Net Centric Operations, Interoperability & Network Intrusion Detection

Some Challenges in Network Intrusion Detection

e High False Alarm Rates

High Dimensionality

Data Imbalance

Online Processing

Zero Day & New Attacks (thwart Signature Based Systems)

For Anomaly Based “Learning” NIDS above are True Plus:
e Danger of Over-Fitting Data
e Opportunity for “Incremental Leaning” for “Concept Shifts”
e Opportunity to incorporate human expertise
e Opportunity to incorporate multiple algorithms
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Net Centric Operations, Interoperability & Network Intrusion Detection

Net Centric View: Practical Considerations relative to
Network Intrusion Detection

e Data from Disparate Sources

Multiple Perspectives/Multiple Formats
Real-time Data Fusion & Decision Optimization
Dealing with Uncertainty

Agility & Resilience

Online Approach vs. Batch Processing

How do we do all of this quickly?

Adapted from and added to “Beyond Technical Interoperability” Context for the Net Centric Operations
& Interoperability Track @ 2011 NDIA SE Conference 26 — 27 October 2012, Jack Zavin NCO/I Chair
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Inspiration for Research

AODE [r—

Network NB [—
Event Data
HNB
NBTree || R2L \ Ahpl,’ N Ahpz/" "\Ahpn ,"

c(E)= argmax P (c) [T7=1 P(ai| appi , )

n
P(ai|ahp1-,c) = P(c) Z W) * P(ai|a}-,c)
j=1.j#i
There is a “hidden parent” A, for each attribute A;accounting for the “weighted influences” from the rest
of the attributes (dashed circles).

ION: Is there a way to combine the use of Multiple Algorithms?

Koc, Levent, Application of a Hidden Naive Bayes Multiclass Classifier in Network Intrusion
Detection, Ph.D. Dissertation, George Washington University r—
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Decision Making with Ensembles

Intuitive Basis for why Ensembles should provide a better
decision than other approaches

Good performance on training data does not predict good
generalization performance (i.e. performance of the classifier
on data not seen during training)

Too much data: training different classifiers with different
partitions of data, and combining their outputs using an
intelligent combination rule is often a more efficient approach e
Too little data: resampling techniques resampling techniques ~ FERSTEE = e
can be used for drawing overlapping random subsets of the R ;
available data, each of which can be used to train a different
classifier, creating the ensemble

Data Fusion: data from different sources are combined to
make a more informed decision

=7

e

'L ASK THE AUDIENCE" >

Polikar, Robi. "Ensemble based systems in decision making." Circuits and Systems Magazine, IEEE 6.3 (2006): 21-
45 & pictures from: http://game-shows.chris-place.com/shows/millionaire/hot-seat.htm
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Net Centric Operations, Interoperability & Network Intrusion Detection

Ensemble Learning:
A machine learning paradigm where multiple learners are used to solve the problem

Previously: Ensemble:
Problem

I
U o1

Learner LeaLner """ Learner

Problem

Learner

* The generalization ability of the ensemble is usually significantly better
than that of an individual learner

* Boosting is one of the most important families of ensemble methods

Rachlin, Glen. "A Decision-Theoretic Generalization of On-Line Learning and an Application to Boosting” —
Rachlin’s updated version presentation by Zhi-Hua Zhou, ICDM 2006 based on Freund & Schapire’s original
paper)
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Net Centric Operations, Interoperability & Network Intrusion Detection

Boosting

* In 1990 it was proven that a weak learner, an algorithm that generates classifiers that can merely do
better than random guessing, can be turned into a strong learner that generates a classifier that can
correctly classify all but an arbitrarily small fraction of the instances

» Creates an ensemble of classifiers by resampling the data, which are then combined by majority voting.

* Basic Algorithm:
= Classifier C1 is trained with a random subset of the available training data.

= The training data subset for the second classifier C2 is chosen as the most informative
subset, given C1. That is, C2 is trained on a training data only half of which is correctly
classified by C1, and the other half is misclassified.

= The third classifier C3 is trained with instances on which C1 and C2 disagree.
= The three classifiers are combined through a three-way majority vote.

« AdaBoost: is a more general version of the original boosting algorithm (1997 — AT&T Labs Research)

Polikar, Robi. "Ensemble based systems in decision making." Circuits and Systems Magazine, IEEE 6.3 (2006): 21- \
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High Level Description of Adaboost

Welighted combinations of classifiers

“Committee” decisions
Trivial example
Equal weights (majority vote)
Might want to weight unevenly — up-weight good experts

Boosting
Focus new experts on examples that others get wrong
Train experts sequentially
Errors of early experts indicate the “hard” examples
Focus later classifiers on getting these examples right
Combine the whole set in the end
Convert many “weak” learners into a complex classifier

Professor Alexander lhler, Lecture at UC Irvine:http://sli.ics.uci.edu/Classes/2012F-273a?action=download&upname=10-
ensembles.pdf
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Adaboost — Block Diagram

Cy hy
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s o o Cu 1
(=]
S 2 5
== =
s 2 —g-|| = /| C
= = 1
Ck+‘|
F F F 3
Ensemble
Decision
St
Cy
4 log 1/B,
D+ |
Update Normalized i . .
Distribution 4 Error < VOTIngVrféghts
D « B
o B

Polikar, Robi. "Ensemble based systems in decision making." Circuits and Systems Magazine, IEEE 6.3 (2006): 21- \
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The AdaBoost Algorithm:

TrainAdaBoost(D., BaseLearn)
For each example d; in D let its weight w=1/IDI
Let H be an empty set of hypotheses
For ¢t from 1 to T do:
Learn a hypothesis, /1., from the weighted examples: /1,=BaselLearn(D)
Add h,to H
Calculate the error, €, of the hypothesis &, as the total sum weight of the
examples that it classifies incorrectly.
It g, > 0.5 then exit loop, else continue.
LetB,=¢ /(1—¢,)
Multiply the weights of the examples that £, classifies correctly by [3,
Rescale the weights of all of the examples so the total sum weight remains 1.
Return H

TestAdaBoost(ex, H)
Let each hypothesis, /1, in H vote for ex’s classification with weight log(1/ 3, )
Return the class with the highest weighted vote total.

Professor Ray Mooney — Course Slides for: http://www.cs.utexas.edu/~mooney/cs391L/slides/ensembles.pdf
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Detection 13 H

- Weight each classifier and combine them:

57| + o427

%)
ta
s
-+
n
~

IllIlll-l’--ll"ll'lllllll'lll'-ll"lllllll'lll'

=+

L]
[ ]
|
[ ]
L]
]
|
[ ]
[ ]
n
=
L]
[ ]
|
[ ]
L]
[ ]
-
[ ]
[ ]
L]
[
L]
[ ]
|
[
L]
[ ]
|
[ ]
L]

.........+

Combined classifier

Professor Alexander lhler, Lecture at UC Irvine: http://www.youtube.com/watch?v=ix6lvwbVpw0
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Strengths of SVM:

* Training is relatively easy.
* Noissues with local optima, unlike in neural networks.
e Scales relatively well to high dimensional data
Weaknesses:

* Requires selection of good kernel function

* CPU Intensive

Tutorial on Support Vector Machine (SVM) Vikramaditya Jakkula, School of EECS, Washington State
University, Pullman 99164 - eecs.wsu.edu/~vjakkula/SVMTutorial.doc & lan Witten:
https://weka.waikato.ac.nz/dataminingwithweka/unit?unit=4&lesson=5
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Kernels

General idea: the original input space can be mapped to
some higher-dimensional feature space where the training

set Is separable:

r
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Professor Jinwei Gu: wwwl1.cs.columbia.edu/~belhumeur/courses/biometrics/2010/svm.ppt
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Non-Linear SVMs: Kernel Trick

= With this mapping, our discriminant function is now:

g(x) =W g(x) +b =D ag(x;)" #(x)+b

1eSV

= NoO need to know this mapping explicitly, because we only use
the of feature vectors in both the training and test.

m A Is defined as a function that corresponds to
a dot product of two feature vectors in some expanded feature

space: ;
K(Xi’xj) = (X;) ¢(Xj)

Professor Jinwei Gu: wwwl1.cs.columbia.edu/~belhumeur/courses/biometrics/2010/svm.ppt
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Online Multiple Kernel Classification

e Onlinelearning is designed to sequentially learn a prediction model based on iterative
feedback and from prior runs

» Kernel learning aims to learn an effective kernel function for a given learning task from
training data

» Kernel Learning (MKL) finds the optimal combination of multiple kernels to optimize learning
performance

« Online Multiple Kernel Classification (OMKC) aims to learn multiple kernel classifiers and their
linear combination simultaneously

e Due to online operations, both the optimal kernel classifiers and their linear combinations
need to be learned simultaneously

» Solutions to kernel classifiers and their linear combinations are strongly correlated, making
this a significantly more challenging problem than a typical online learning problem

Hoi, Steven CH, Rong Jin, Peilin Zhao, and Tianbao Yang. "Online multiple kernel classification."
Machine Learning 90, no. 2 (2013): 289-316 r
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Online Multiple Kernel Classification - Approach

Deterministic Algorithm for OMKC (OMKC p, py))

1: INPUT:
— Kemels: ki (-, ) : A x X = Ri=1,...,m
— Weights w;(1) =1, =1,...,m
— Discount weight 3 € (0, 1).

. Initialization: f! = 0,wl =1,081 = L1

T

[ ]

3:fort=1,2...do

4: Recerve an instance: ¢

5:  Predict 4 — sign ( > B;sign(f} [.Tf}))

6: Recerve the class label: w4

7: fori =1,2,...,mdo

8 Set z; = I(ye fi(z¢) < 0)

9: Update -wg_l — -wi(t}_ﬁzg
10: Update ff"‘l(m] = fi(z) + zlyiki(ze, )
11: end for ,
12: E?E"_l = %‘L- i=1,...,m, where W; = Z:li 'wg

13: end for

Hoi, Steven CH, Rong Jin, Peilin Zhao, and Tianbao Yang. "Online multiple kernel classification."
Machine Learning 90, no. 2 (2013): 289-316 -
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Performanre Reciiltc - ONMKC

Algonthm | Perceptron | Perceptron(u) | Perceptron (*) | OAM-2 | OMKCp p
lonosphere n= 351 d= 34 m= 16 best kernel expert: gaussian kemnel of ¢ =

Mistake (%o) 26.8. = 1.63 18,73 £ 1.23 2207 = 6.77 1741 = 1.20 @111_
SV (#) 942 57 658 =43 T7.5 4+ 237 1285+ 44 D 530
Time (s) 0.004 £ 0.000 0.003 £ 0.000 0.042 £ 0.002 0.113 £+ 0.001 0.384 1+ 0.024
votessd n= 43> d=16 m= 16 best kernel expert: polyggss :

Mistake (%o) 8.17 £ 0.73 8.08 = 0.62 045 = 1.94

SV (#) 355432 37827 411+ 84 _ — 2
Time (s) 0.004 £ 0.000 0.004 5 0.000 0.045 £ 0.002 0.124 £ 0.001 0.406 £ 0.017
wdbc n= 269 d= 30 m= 16 best kernel expert: gaussian kernel of o0 = 64

Mistake (%o) 34.51 = 1.82 41.52 = 3.70 12.29 = 1.01 41.70 = 4.006 @'M_
SV (#) 196.3 = 10.3 2363 1+ 21.0 7100 £ 5.7 2373+ 231 : 373
Time (s) 0.007 £ 0.000 0.008 £ 0.000 0.065 £ 0.001 0.214 £+ 0.007 0.597 £ 0.013
breast n= 683 d=9 m= 16 best kernel expert: gaussian kernel of ¢ = §

Mistake (%o) 26.73 = 1.19 41.90 = 3.40 6.12 £ 0.79 44,33 = 3.88 D D1

SV (#) 1826 = 8.1 286.1 4232 418154 3034+ 264 ooo.o — 499
Time (s) 0.008 £ 0.000 0.009 £ 0.001 0.068 £ 0.001 0.276 £ 0.015 0.641 £ 0.017
australian n= 690 d=14 m= 16 bg agpcrt: gaussian kemel of ¢ =

Mistake (%o) 39.54 = .51 39.50 £ 270 .33 39.610 £ .88 @T
SV (#) 27291104 2726+ 186 bl4 1+ 164 27341199 & = 70.0
Time (s) 0.010 = 0.001 0.010 £ 0.001 0.091 + 0.003 0.266 4 0.006 0.779 = 0.017
diabetes n= 768 d=8 m=16 best kernel expert: gaussian kernel of ¢ = 3

Mistake (%) | 44.14 = 1.56 4518 = 2.19 35.55 £ 2.0V 4535 £ 218 @‘_TQ_
SV (#) 33901143 3470x 168 27301159 3483167 : 638
Time (s) 0.012 = 0.001 0.012 £+ 0.001 0.099 + 0.006 0.321 - 0.014 0.886 == 0.021
fourclass n= 862 d=2 m= 16 best kernel expert: gaussian kernel of ¢ = §

Mistake (%0) 36.29 = 1.09 35.682 £ 1.56 3.78 =076 3592 1 1.65 @TB_
SV (#) 312894 30881134 326 £ 6.6 3096 =142 U335
Time (s) 0.013 = 0.001 0.012 £ 0.001 0.092 £ 0.001 0.348 4 0.005 0.862 = 0.010

Hoi, Steven CH, Rong Jin, Peilin Zhao, and Tianbao Yang. "Online multiple kernel classification."
Machine Learning 90, no. 2 (2013): 289-316
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Hidden Node Output
G(a;, by, x)=g(a; - x + b;)
a; : the weight vector connecting the

ith hidden node and the input nodes.
b; : the threshold of the ith hidden

node.

0;
utput Neuron
Single Layer Feed Forward Network (SLFN)

3 Output L
L fox) = 2 BiG(a;, by, x)
=1

p; : the weight vector connecting the
Ith hidden node and the output nodes.

n input Neurons

L Hidden Neurons

Huang, Guang-Bin, Hongming Zhou, Xiaojian Ding, and Rui Zhang. "Extreme learning machine for regression and multiclass classification.”

Systems, Man, and Cybernetics, Part B: Cybernetics, IEEE Transactions on 42, no. 2 (2012): 513-529
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Brief Introduction to Extreme Learning Machines:
=» Basic SLFN Structure

Hidden Node Output
G(a;, b, x)=g(a; - x + b;)

a; : the weight vector connecting the
ith hidden node and the input nodes.

) b; : the threshold of the ith hidden
‘ 0 node.
X; . ]
‘ Output Neuron
®

Single Layer Feed Forward Network (SLFN)
B, Output

]
I
I
[}
I
]
]
I
I
]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
|}
\
\
\
\

L
£ = ) FiG(a, by x)
1=1

p; : the weight vector connecting the
ith hidden node and the output nodes.

Mhput Neurons

= Activation Function

L Hidden Neurons

Huang, Guang-Bin, Hongming Zhou, Xiaojian Ding, and Rui Zhang. "Extreme learning machine for regression and multiclass classification.”
Systems, Man, and Cybernetics, Part B: Cybernetics, IEEE Transactions on 42, no. 2 (2012): 513-529
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Brief Introduction to Extreme Learning Machines:
=» RBF Nodes SLFN

Hidden Node Output
G (a;, by, x)=g(b;llx — a;l)

a; : the center of the ith hidden

node.
) b; : the impact factor of the ith
‘ 0 hidden node.
X ° )
‘ Output Neuron
®

Single Layer Feed Forward Network (SLFN)
B, Output

]
I
I
[}
I
]
]
I
I
]
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
|}
\
\
\
\

L
£ = ) FiG(a, by x)
1=1

p; : the weight vector connecting the
ith hidden node and the output nodes.

Mhput Neurons

= Activation Function

L RBF Hidden Neurons

Huang, Guang-Bin, Hongming Zhou, Xiaojian Ding, and Rui Zhang. "Extreme learning machine for regression and multiclass classification.”
Systems, Man, and Cybernetics, Part B: Cybernetics, IEEE Transactions on 42, no. 2 (2012): 513-529
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Brief Introduction to Extreme Learning Machines:

K(X,X,) =» SVM Connection to SLFN

SVM Optimization Formula
.. 1
Minimize: Q, = - lw]|4+CXh; €

S.t.: ti(W : @(Xi) + b) >1— Ei,Vi
€; > O,Vi
O;
utput Neuron
Support Vector Machine Decision Function:
Lg

fi(0) = sign| ) actKxx) +by)

1=1

p; : the weight vector connecting the
ith hidden node and the output nodes.

n input Neurons = Kernel Mapping

K(X,X,)
Kernel Based Hidden Neurons

Huang, Guang-Bin, Xiaojian Ding, and Hongming Zhou. "Optimization method based extreme learning machine for classification."
Neurocomputing 74, no. 1 (2010): 155-163
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Brief Introduction to Extreme Learning Machines:
=» Basic ELM Structure

Hidden Node Output
G(a;, b, x)=g(a; - x + b;)

a; : the weight vector connecting the
ith hidden node and the input nodes.

) b; : the threshold of the ith hidden
‘ 0 node.
X; . ]
‘ Output Neuron
®

Extreme Learning Machine (ELM) Output

fix) = X5, BiG(a;, b;,x) =t; forj=1,..,N

p; . the weight vector connecting the
ith hidden node and the output nodes.
Equivalent to:

= Activation Function HE =T
_ A Matrix Equation that can be solved
L Hidden Neurons With a simple Pseudo Inverse!

Huang, Guang-Bin, Hongming Zhou, Xiaojian Ding, and Rui Zhang. "Extreme learning machine for regression and multiclass classification.”
Systems, Man, and Cybernetics, Part B: Cybernetics, IEEE Transactions on 42, no. 2 (2012): 513-529
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ELM Operation
. = 1, ..., N} with hidden node output function

iven a training set X = {(x; t;)| x; € R™",t; € R™,i =
G(a, b, x), and the number of hidden nodes L:

1 - Assign randomly hidden node parameters(a,, b.),i=1,---, L.
2 - Calculate the hidden layer output matrix H.

3 - Calculate the output weight : B: B = H1T.
where HT is the Moore-Penrose generalized inverse of hidden layer output matrix H.

NOTE:

» The hidden node parameters a; and b, are independent of the training data and each other.

Unlike conventional learning methods which MUST see the training data before generating the hidden
node parameters, ELM generates the hidden node parameters prior to seeing the training data.
Unlike traditional gradient-based learning algorithms which only work for differentiable activation
functions, ELM works for all bounded non-constant piecewise continuous activation functions.

Huang, Guang-Bin, Qin-Yu Zhu, and Chee-Kheong Siew. "Extreme learning machine: a new learning scheme of
feedforward neural networks." In Neural Networks, 2004. Proceedings. 2004 IEEE International Joint Conference

on, vol. 2, pp. 985-990. IEEE, 2004.
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Advantages of Extreme Learning Machine
Approach versus SLFN & SVM

* Need to choose different algorithms & architectures in
SLFN (i.e. number of hidden layers)

 Manual Parameter Tuning is Required
Danger of Over-fitting the Data
Possibility of Local minima

CPU Intensive/Time consuming

The ELM learning algorithm is simpler than many other popular learning
algorithms: neural networks and support vector machines.

Huang, Guang-Bin, Qin-Yu Zhu, and Chee-Kheong Siew. "Extreme learning machine: a new learning scheme of feedforward neural
networks." In Neural Networks, 2004. Proceedings. 2004 IEEE International Joint Conference on, vol. 2, pp. 985-990. IEEE, 2004.
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Application of ELM to Network Intrusion Detection — Cheng et. al.

e SVM and ELM are compared (SVM is the Benchmark).

« A Data processing script is used to convert the raw TCP/IP dump data into
machine readable form.

e Training Phase: SVM and ELM are trained on normal data and different types of
attacks.

e For the binary classification case, the data has 41 features and falls into 2
classes: normal and attack; for the multi-class.

* For the multi-classification case, the data has 41 features and falls into 23

classes: normal and 22 types of attacks. 4 main categories (DoS, U2R, R2L,
Probe)

e Testing phase: SVM and ELM are used to predict the type of each data point in
the testing dataset, and their individual performances were compared.

NOTE: Both SVM and ELM cannot process symbolic data, so a method was
employed to convert symbolic data into continuous data.

Cheng, Chi, Wee Peng Tay, and Guang-Bin Huang. "Extreme learning machines for intrusion detection."
In Neural Networks (IJCNN), The 2012 International Joint Conference on, pp. 1-8. IEEE, 2012.
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Appl|cat|on of ELI\/I to Network Intrusion Detection — Cheng et. al.

—S\-"M —S‘v’M
B0 __.:iBaSiC i 1o S Ezrsr:;ilj:gd ELM
50 L |
% “l _/-/_ g G P -~ -
= 3ot P = ~ -
- g ar -
20 L e
1ot -/./- I ,/'/-
a === :_/_rd_:__:'_::_’_:_f__ '__F___—__‘_ DI:I _H_.TIEI*E‘E:_;_IS:—:II; :_;;_EIEI___;DEDF_;];DF_;D;]__?D::ID E_I:II:ID
u] 1000 2000 iE_IDr.Eher Dx:??aﬂining Hdiltjg 000 o000 8000 Numhe.r thEStln-g data
Training Time Testing Time
Dataset Size SVM ELM Kernel ELM
Training/Testing | Accuracy (%) | 93% Confidence Interval (%) | Accuracy (%) | 95% Confidence Interval (%) | Accuracy (%) | 93% Confidence Interval
1000/1000 97.58 97.52 - 97.64 06.83 96.40 - 97.23 91.73 97.72- 9783
200072000 08.31 08.27 - 98.34 97.07 96.77 - 97.37 08.81 98.76 - 08.86
4000/4000 08.69 08.66 - 08.72 97.00 96.68 - 97.32 08.74 08.70 - 98.78

Multi-Class Classification Performance Results

Cheng, Chi, Wee Peng Tay, and Guang-Bin Huang. "Extreme learning machines for intrusion detection."
In Neural Networks (IJCNN), The 2012 International Joint Conference on, pp. 1-8. IEEE, 2012.
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My Approach to the Problem

e Using a Systems Engineering approach to combine a
number of successful techniques in order to optimize the
overall decision process

e Basic Requirements:

= Multiple Algorithm Combination (i.e. “Multiple
Perspectives”, “Best of All Worlds”)

Online Processing (Suitability for Net Centric Operation)
Provision for Data Imbalance

Reduce False Alarms

Allow for Human Input (i.e. Tuning)

m]

O

m]
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Very Preliminary Findings on UCI Machine
Learning Data Set

lonosphere | OMKC,, , Batch ELM | Online ELM
Voting Process

Mistake % 16.07 1.89 5.89
Range + 1.42 + 1.28 + 2.74
Cancer Voting Process
Mistake % 4.86 2.45 2.91
Std Dev + 0.51 + 0.63 + 1.03

Note: 100 Node ELM with Radial Basis Activation Function

r

.. THE GEORGE
NDI h Application of a Multi-algorithm Decision Scheme for Improving the g SQSI\I-}IENRGJ?$

: LR Robustness of Network Intrusion Detection AN
National Defense Industrial Assodation - ©AN WASHINGTON, DC

NDIA 16th Annual Systems Engineering Conference



http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=c7Z2D08a3pOVMM&tbnid=Qkt_ioEhguk_CM:&ved=0CAUQjRw&url=http://en.wikipedia.org/wiki/File:NDIA_logo.svg&ei=AABTUsjyGayh4APWxICIDw&bvm=bv.53537100,d.dmg&psig=AFQjCNE_YcvcMvQXRfHIBYYdvI_xB6h1dw&ust=1381257598738413
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&docid=KOsM6hSu_9jOdM&tbnid=-Y5Z0dw2_uWDjM:&ved=0CAUQjRw&url=http://brandingsource.blogspot.com/2012/08/new-logo-george-washington-university.html&ei=AhBUUs-EF5DA4AODzYG4Bw&bvm=bv.53537100,d.dmg&psig=AFQjCNE5R3mVgwg3lsXNZ0oXObxIWBVFsg&ust=1381327223716038

Net Centric Operations, Interoperability & Network Intrusion Detection

Planned Future Work

* Pre-processing of KDD Cup ‘99 Data Set

e Analysis and Pre-processing of a Secondary Intrusion
Data Set

 Incorporation of scheme for addressing Imbalanced
Data issues (e.g. W-ELM, SMOTE)

e Optimal Feature Selection
* Incorporation of Human Expert in the Loop

-
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Discussion/Q & A

r John Fossaceca Contact Information
4 Ph.D. Student, George Washington University
VP, Technology & Product Management
Ultra Electronics, 3eTI
 jfossaceca@gwu.edu
* phone: +1 301.944.1359
« Company website: www.ultra-3eTl.com

Thank You!
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