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Rationale for Software Assurance
(SWA)
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DoD is dependent on the integrity of supply chain, software/hardware/IT
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DoD SW Assurance Definition

The level of confidence that SW functions as intended
and is free of vulnerabilities, either intentionally or
unintentionally designed or inserted as part of the

software throughout the life cycle.

Source:

DoDI 5200.44 Protection of Mission Critical Functions to Achieve Trusted
Systems and Networks (TSN), and

2013 NDAA S933
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Nov 2012: DoDlI 5200.44
Trusted Systems and Networks

 Implements the DoD’s Trusted Systems

Department of Defense and Networks (TSN) strategy
INSTRUCTION

_ * Manage risk of mission-critical function
Novenbes . 2012 and component compromise throughout

SUBJECT: mmufMNnCmﬂMmMMIrde:vZ:?;:ft::: IIfeCyCIe Of key SyStemS by UtIIIZIng
(TSN] LR - -
P — Criticality Analysis as the systems
L BR05 st i e i i D Do G600 engineering process for risk
a. Estiblishes policy and assizns responsibilities to minimize the risk that DoD's warfizhring |dent|f|Cat|On

mission capability will e impaired due fo vulnerabilities m system desizn or sabotage of
subwersion of a system s mission ditical fimctiens or critical components, 23 defined in this
hsummbvﬁmgnm&lllgm:e terrerists, or other bostle elements.

b. Implements the DoD's TSM straegy, described in the Report on Trasted Defenze Systems

— Countermeasures: Supply chain risk
P i e () etoin oo P s management, software assurance,

and information systems. The TSN siratepy integrates robust systems engineering, supply chain
Tisk management (SCRM), security, comterintellizence, intellizence, information assurance,

e o e, oo s sty sgaeeis docipless o secure design patterns
— Intelligence analysis to inform

<. Incorporates and camceds Directive- Type Memorandun 09-016 (Raference (d)).

d Trirerts actinees in arcardancs with the SCRM implemeantrtion ciratapy of Matinnal
Security Presidential Directive 54 Homeland Security Presidential Directive 23 (Reference (2}l

(£, DoDI> 3000.01 (R efiaence (), DaDY 50602 (Refeence (0, DoDID §500 61E (f ebrce program management
(. and Committes on Mational Security Systems Directive Mo 503 (Reference (k).
o  Codify trusted supplier requirement for
1. APPLICABILITY. This Instruction applies to: . . . L. .
a_ 05D, the Military Departments, the Office of the Chairman of the Joint Chisfs of Staff = =
DoD-unique application-specific integrated
and the Joint St the Combarant Commands, the Offics of the Inspactor General of the . .
mwe ﬁﬁﬁmmmﬁmcemﬁfﬁ% CIrCUItS (ASICS)
Components™).
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FY13 NDAA Section 933

SEC. 923. IMPROVEMENTS IN ASSURANCE OF COMPUTER
SOFTWARE PROCURED BY THE DEPARTMENT
OF DEFENSE.

(a) BASELINE SOFTWARE ASSURANCE PorLicy.—The
Under Secretary of Defense for Aequisition, Technology,
and Logisties, in coordination with the Chief Information
Officer of the Department of Defense, shall develop and

implement a baseline software assurance policy for the en-

2 tire lifeeyele of covered systems. Such poliey shall be in-

3 ecluded as part of the strategy for trusted defense systems

of the Department of Defense.
Bl

(h) Poracy ELEMENTS.—The bascline soffware ns-

2 suramer poliey anider subseetion (a) shall

(1) regomire use of appropricte sotometed sl

nerability analvsis tools moocomgeater suftware sode

during the entire lifeyele of a covered svstem, in-

clhuding during development, operational testing, op-

erations aml sustainment phases, aml retirement;
(2) mequire covers]  svstoms o identify and

priovtize seenrity valnerahilities and, bazsed on nsk,

determine  appropriste  retneddintion  strategies  for

siich security vulnerabilities:

14) ensore sueh eemediation Siratogies  are

translated mto contract reqoorements and  evaloated

(4) promote best practices and  stambosds to

whieve software security, assorance, and guality;

FY13 NDAA SEC. 933: IMPROVEMENTS IN
ASSURANCE OF COMPUTER SOFTWARE
PROCURED BY THE DEPARTMENT OF
DEFENSE

— USD(AT&L), in coordination with the DoD
ClO... “shall develop and implement a
baseline software assurance policy for the
entire lifecycle of covered systems. Such
policy shall be included as part of the
strategy for trusted defense systems of the
Department of Defense.”

— ... "(1) require use of automated vulnerability
analysis tools during the entire life cycle of a
covered system...”

— ...%(2) require covered systems to identify
and prioritize security vulnerabilities and,
based on risk, determine appropriate
remediation strategies for such security
vulnerabilities;”

NDAA: National Defense Authorization Act http://www.gpo.gov/fdsys/pkg/BILLS-112hr4310enr/pdf/BILLS-112hr4310enr.pdf
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DoD SwWA Actions

« Compliance
— NDAA Compliance (2011: S932, 2013: S933)

 Policy and guidance
— Implemented DoDI 5200.44 SwA language
— Updating DAG Ch. 13 Program Protection Planning Guide
— Crafting DoDI 5000.02 updates for SwWA

 Implementation

— Engaging Programs of Record through Program Protection
Planning

— Tutorials for programs, engineering centers, industry

« DoD SwWA Community of Practice (CoP)

— Government SwWA Core Group (AT&L, CIO, NSA, Services,
Agencies) provides operational direction

— SwA CoP established. Quarterly meetings and ongoing working
groups.
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SWA Implementation Progress

Implementation Mechanisms

e Supportto programs
— Provide SwA tutorials to the community

— Program mentoring for SWA as part of Program Protection Plan (PPP)
reviews

« PPPreview and approval

— All PPPs reviewed in accordance with PPP Outline & Guidance
(est. July 2011)

— 22 PPPs approved FY12 and FY13
— Upward trend in SWA content

PPP Total
Reviews | MSA | MSB | MSC | FRP |Approved
FY12 0 2 0 3 5
FY13 1 4 4 8 17
Totals 1 6 4 11 22
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DoD Software Assurance
Community of Practice (CoP)

e Membership
— OSD, NSA, Services, Agencies, COCOMs
« 3 0ngoing Workgroups
— Contract Language, including contractor liability for SW defects and
vulnerabilities

— Enterprise Coordination and Collaboration (SwA Security Classification
Guide, Intelink portal)

— Workforce Education & Training; ongoing survey and availability of
needed and emerging SwA-related skills
« Workgroups being organized
— SwA Metrics

o0 How to assess implementation of DoD SwA policy

o0 How to assess program implementation of DoD SwA policy over life cycle
— SwA in Testing

o DT&E, OT&E

o Facilities, tools, methodologies
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FY14 DoD SwWA Interest Areas

 Operationalize SwA-related policy
— Engage programs, software centers
— Measure progress and effectiveness — define metrics
— Adaptive to threats, attack patterns

 Promulgate tools, practices
— Promote best practice, tools, standards
— Establish software assurance analysis support capability
 Workforce, training and education
— SWwA course content updates, new SWA courses
— SwA competencies
 Explore business model to capitalize on commercial
Interests, capabilities
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