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MONDAY, APRIL 21, 2014
CLASSIFIED

1:00pm - 4:00pm REGISTRATION OPEN

2:00pm INTRODUCTIONS
» RADM Gib Godwin, USN (Ret), Co-Chair, NDIA Cyber Division;
President Owner, BriteWerx, Inc.

2:15pm GOVERNMENT PERSPECTIVE
» Mr. Jeffrey Howard, U.S. Senate Staffer

3:00pm ADVANCED PERSISTENT THREAT (APT)
» Ms. Kristan Lane, Intelligence Analyst, FBI, Cyber Division

TUESDAY, APRIL 22, 2014
UNCLASSIFIED - U.S. CITIZENS ONLY

7:30am - 4:00pm REGISTRATION OPEN

8:30am INTRODUCTIONS
» Mr. Mark Fedak, Co-Chair, NDIA Cyber Division

8:45am DOD PERSPECTIVE
Strategic Overview
» Mr. Dan Prieto, Director Cybersecurity and Technology (CS&T), DoD-CIO

9:30am DIB CS/IA PROGRAM OVERVIEW

Overview of DoD’s Defense Industrial Base Cyber Security and Information
Assurance (DIB CS/IA) program. This was established as a permanent program
in 2013 to enhance and supplement DIB participants’ capabilities to safeguard
DoD information on DIB unclassified information systems. Through this public-
private cyber security partnership, DoD and DIB participants share cyber threat

information to identify and respond to adversary activity.
» Ms. Vicki Michettd, Deputy Director, DIB CS/IA Program
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10:00am DHS ENHANCED CYBERSEGURITY SERVICES PROGRAM OVERVIEW
» Mr. Jay Holcomb, Program Manager, Enhanced Cybersecurity Services (ECS)
Program Manager, United States Department of Homeland Security

10:30AM NETWORKING BREAK
11:00am DEPARTMENT OF HOMELAND SECURITY OVERVIEW OF NCCIC

The Department of Homeland Security is responsible for protecting our Nation’s

critical infrastructure from physical and cyber threats. The National

Cybersecurity & Communications Integration Center (NCCIC) serves as a

centralized location where operational elements involved in cybersecurity and

communications reliance are coordinated and integrated. Mr. Zelvin will provide

an overview of NCCIC responsibilities in securing the Nation’s cyber networks and

systems.

» Mr. Larry Zelvin, Director, National Cyber and Communications Integration
Center, U.S. Department of Homeland Security

11:30am FBI OVERVIEW

The FBI will present an overview of their cyber protection programs, including
information relating to the Cyber Threats to DoD contractors, and the actions that
the FBI undertakes to both prevent attacks through information briefs, and
provides help to contractors to mitigate attacks on their I'T systems.

» Mr. Michael Rosanova, B/

» Mr. Todd Tucker, DSS, Cyber Operations

12:15pm NETWORKING LUNCH
1:30pm PRIVATE INDUSTRY PERSPECTIVE

A first person experience on the difficulty of mitigating a sophisticated foreign
attack from the perspective of a small-to-medium sized company — how to defend a
company’s network with a small I'T staff.

» Mr. Andrew Klucsarits, CISO, The SI Organization, Inc.
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2:15pm CARRIER/ISP PERSPECTIVE

Mr. Brannon will present this year’s Data Breach Investigations Report, tailored
to the DIB community. The report is based on forensic evidence and analysis
of over 63,000 security incidents detected and investigated by the 50 organiza-
tions that contributed to the research. The information in the report represents
a uniquely comprehensive overview of the year’s cybersecurity incidents, and it
provides actionable suggestions relevant to each type of business.

» Mr. Steve Brannon, Principal, Cyber Intelligence Center, Verizon

3:00pm CYBER THREAT INTELLIGENCE

The government may be the first to tell you that your organization has been
breached. Indeed, the FBI has been tasked with warning U.S. companies where
possible. However, the breach in question may be the opening salvo by a
relentless foe. Can you track the group who hit you previously? Can you
uncover others like them before they can cause similar harm? Can you make
better decisions with limited resources about where to focus your energy? An
intelligence-led approach is the key to lasting security and there are steps every
organization can take to look beyond their attack surface.

» Mr. John Hultquist, i:SIGHT Partners

4:00pm WRAP UP AND ADJOURN
» Mr. Mark Fedak, Co-Chair, NDIA Cyber Division



