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Introduction

« Topics
— Measuring the warfighter contribution to a system of systems (SoS)-based capability
— Actionable metrics for strategic and acquisition decision making

— Use of operator-in-the-loop (OITL) events to mature and expand our military utility
assessment approach to include decision making and human performance

« Take-Aways
— Apply team macro-cognition work to develop actionable decision making metrics

— Include the human and human performance as key aspects of warfighting SoSs to produce
more effective capabilities

» Planning and resourcing capabilities
» Designing warfighting SoSs

* References
— Department of Defense Systems Engineering Guide for Systems of Systems, 2008

— Transferring Meaning and Developing Cognitive Similarity in Decision-making Teams:
Collaboration and Meaning Analysis Process — Rentsch, et.al., 2010

— Metrics for Supervisory Control System Evaluation — Cummings & Donmez, 2013

Today's warfighter is not just a SoS integrating
interface, but is a warfighting aggregator and the

critical link in capability effectiveness
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Increasing Focus on

Human Centricity
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These systems whether unmanned or not, are

bringing more information and decision making
requirements to the operator
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Department of the Navy
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Capturing capability level performance of the warfighter /
decision maker is a necessary precursor to decomposing

and communlcatmg requwements across these strata
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&) Advanced Warfighting Capabilities (g} (&

* Products of innovation necessitate development
of new employment concepts / tactics

— Developmental mission-based environment (e.g.
OITL)

 New approaches to assessing performance
(MOPs) and effectiveness (MOES) at the
capability (i.e. SoS) level

« Operator integration dimension
— Learning / Training
— Usability / Effectiveness

New capabilities metrics are needed to

effectively inform decision makers
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SoS Level Requirements: Integration of individual@ =N
¥ systems (hardware, software, operators) with °
aggregated warfighters as force multiplier

The integration of 1-3 - “we need to be able to ... (what?)”
Therefore,4—*“ ...and we need to be able to do it ... (how fast/easy);
... (with what forces/operators?)

Desired
Warfighting
Capability

!
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Contributions of all constituent systems with human

operator performance as the unifying attribute

Distribution Statement A: Approved for public release; distribution is 2 /
unlimited. SPR 2014-27. NAVAZAIR




HSI Mandate and
SoS SE Opportunity

 DoD Instruction 5000.2 requires an acquisition program
manager to initiate a Human Systems Integration program in
order to:
— Optimize total system performance
— Minimize total ownership costs, and

— Ensure the system built accommodates user characteristics to operate,
maintain, and support the system

« Systems Engineering (SE) Guide for Systems of Systems focuses
on next level (SoS) human/operator/warfighter interactions across a
mission capability
— Considerations in creating a new capability from existing systems:

* Human interface variations in and among individual systems
» Usability / training-required skill sets / personnel requirements
» Beneficial unintended consequences

« So0S SE must balance SoS needs with individual system needs
[DoD, 2008]

SoS SE/design to incorporate warfighter performance at

the capability (SoS) level to an effectiveness metric
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Requirements Evolution

Operator in the Loop events - “test-bed” /
t observation window into SoS development,
Mission € emergent behaviors, and properties
mmmunicaiifm,,_mmpts
Force Focus ccf::tn::c:'t':rr:w
perspectlve taking
Shared mental /nfermatlonsharlng information boards
Social-ware model-social R /
(SOCiO technical interaction of °°f"f"“"'°a“°” = knowledge transier i)“ -

Capability Foct operators and /

Systems achieving knowledge|nteroperab|l|tyv\
task cognitive similarity

mission success \

Systems (STS))

SyS tem — eislonf e L
Gray-wa re . ) o . Collaboration and Meaning Analysis Process (C-MAP) Rentsch - 2010
Functional Focus (HSI) G |\apping thg operaFors decision-making
processes /interaction between operator
and machine — Cognitive Task Analysis /
Cognitive Work Analysis
Component _ L
Software P Technical specifications

End ltem Focus [T < well understood / documented / practiced

D e Approved for pUbllc release; disrbutons
unlimited. SPR 2014-27. 9 NAVAZAIR



Hybridizing Cognitive & S0S
Engineering Tenets
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Getting to Warfighting Metrics

Adapted Metric Classes Potential SoS Warfighter Metrics
*  Mission effectiveness « Battlespace extension (Space)
Component systems’ performance —  Capacity
—  Usability, adequacy, reliability «  Survivability (Force)
*  Human behavior — Threat exposure
—  Attention allocation — Threat effectiveness
— Information processing efficiency « Engagement efficiency (Force)
* Recognition efficiency — Improve capability to consistently employ on
+  Decision-making efficiency (or ahead of) desired timeline against a
+ Action implementation efficiency specific target (set / presentation / etc.) using
. Human behavior precursors a particular kill-chain and achieving a constant

/ desired level of effectiveness
»  Flexibility (Force, Space, Time)

— Having more than one option (e.g. multiple
candidate kill-chains) for the conduct of an

— Cognitive precursors
— Physiological precursors

e« Collaborative metrics

— Decision maker/ Individual Platform engagement against a given target or target-
collaboration set can facilitate, or translate into, benefits in

— Decision maker / Decision maker one or more of the aforementioned areas.

— Individual Platform / Individual Platform . Decision-making time (Time)

collaboration

Derived from Herdlick, Johns Hopkins University

Adapted from Metrics for Supervisory Control / Applied Physics Laboratory, Working Papers

System Evaluation-Cummings, 2013

SN N
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Leverage OITL Capabilities

 Promoted use — developers, testers and USERs

— Private companies (i.e. Boeing, BAE)

— National Research Council [2006]

— Navy SYSCOMs collaboration

— Application / Implementation analysis
Unprecedented Systems — Weiss, 2009
Military command and control systems — Roodt, 2010
Rapid prototyping — Beevis, 1992

— Training environments (live, virtual, constructive)

« Understand social dependencies of established SoS — emergent properties /
capabilities for requirement definition and linkages to military capability factors (force,
time, speed)

* Incorporate refined requirements and metrics to improve current SoSs, develop new
ones, and as a weighting factor for warfighting capability (hard-ware, soft-ware, gray-
ware, social-ware) decisions

« Mixed-fidelity Operator-in-the-Loop Federations-of-Models facilitate development of
capability-based designs and new employment concepts

« Establishment of the SoS objective is reached through an iterative process —
[Keating, 2008]

OITL experiments offer opportunities to capture / quantify operators

cognitive requirements in operationally-representative scenarios
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Change What We Should

« Understand and quantify human performance
as the ultimate measure for capability
effectiveness in developing system of systems
solutions

« Adopt capabillities based approach to
requirements development and characterization

« Ensure integration and interoperability initiatives
yield capabilities-based systems of systems

Change paradigms to incorporate and

apply capablllty-centrlc requurements



DISCUSSION
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