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SEIl Background

Funded by the U.S. government as a research &
development lab (FFRDC)

Created in 1984 and administered by Carnegie
Mellon University

Headquartered in Pittsburgh, Pennsylvania;
offices and support worldwide
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Struggles Impacting Workforce Development at the
Software Frontiers

Essential Difficulties

According to Fred Brooks,* software projects are difficult because of
accidental and essential difficulties

» Accidental difficulties are caused by the current state of our
understanding

— of methods, tools, and techniques
— of the underlying technology base
» Essential difficulties are caused by the inherent nature of software
—invisibility — lack of physical properties
— Complexity — for its size
— conformity
— changeability
* The Mythical Man-Month by Fred Brooks, Addison Wesley, 1995
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Struggles Impacting Workforce Development at the
Software Frontiers

Essential Difficulties
Complexity:

 Due to interaction of
components, number of
possible states grows much
faster than lines of code

 Forits size, software is very
complex compared to other
engineering artifacts

 Hardware is complex, but the
laws of physical science usually
tell us what to expect for a
known input

Source SEI
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Struggles Impacting Workforce Development at the Software
Frontiers

Essential Difficulties - Complexity

* The flowchart might correspond to a ﬁ?%
100 LOC module with a single loop that
may be executed no more than 20 | J

times. w
e There are approximately 1014 possible

paths that may be executed! ] ]
. 0 - 0

For any but the smallest programs, o .

complete path coverage for defect 1

detection is impractical.
« Limited natural governance )

Lehman Laws:
1. The Law of Continuing Change — programs must change to be useful

2. The Law of Increasing Complexity — programs that change become more complex

Adapted from Pressman, R.S., Software Engineering: A Practitioner’s
Approach, Third Edition, McGraw Hill, 1992

Struggles at the Frontiers of Workforce Development in the
Acquisition and Development of Software Intensive Systems

—== Software Engineering Institute | Carnegie Mellon University o *en Neiffer

® October 2014
© 2014 Carnegie Mellon University




Struggles Impacting Workforce Development at the
Software Frontiers - Infancy of Software Engineering

Source: SEI
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Struggles Impacting Workforce Development at the
Software Frontiers - Infancy of Software Engineering

Origins/History Begun in antiquity Begun in antiquity Mid-20t Century
Enduring Laws Laws are foundational to Laws are foundational to Only mathematical laws have proven
furthering exploration in furthering exploration in the foundational to computation
the science science
Framework of Four main areas: Science of dealing with e Several areas of study: computer
Scientific Study astronomy, physics, health maintenance and science, software/ systems
chemistry, and earth disease prevention/ engineering, IT, HCI, social dynamics,
sciences treatment Al
e All nodes attached to/relying on
netted system
R&D and Launch 10-20 years 10-20 years Significantly compressed; solution
Cycle time to market needs to happen
very quickly
Source: SEI

HCI: Human Computer Interaction; Al: Artificial intelligence
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Struggles Impacting Workforce Development at the
Software Frontiers - Demographics of Workforce
Provide Different Views of the Frontiers
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Struggles Impacting Workforce Development at the
Software Frontiers - Demographics of Workforce
Provide Different Views of the Frontiers

 Demographics of workforce are changing, and different views may emerge
with multiple generations to consider

 Generation Y professionals are technically savvy and can better leverage
IT capabilities for improved efficiencies and productivity; however, may
lack the systems engineering knowledge, skills, and abilities

Silent Generation Baby Boomers

Generation X Generation Y/Millenials
1928-1945 1946-1964 1965-1980 1981-2000
Hard worker Workaholic Technically advanced Technically savvy
Respects authority Questions authority Prefers informality Embraces diversity
Work is obligation Works efficiently Needs structure and direction Requires supervision
Formal communicator Competitive Direct/immediate communicator Indirect/virtual communicator
Work/family separation Little work/life balance Seeks work/life balance Demands work/life balance

Sources: SEI, Recommendations for Improving Acquisition Training, May 2010
Achieving

Effective Acquisition of Information Technology in the Department of Defense, National Academy of Sciences , 2010
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Struggles Impacting Workforce Development at the
Software Frontiers - Software Is Everywhere with
Limited Natural Governance

Source: SEI
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Struggles Impacting Workforce Development at the
Software Frontiers - Software Is Everywhere with
Limited Natural Governance

Fundamental

Laws of physics

Laws of software

Challenge of algorithms

Difficulty of distribution & concurrency
Problems of design

Importance of organization

Impact of economics

Influence of politics

Limits of human imagination

Human
Source: IBM
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Struggles Impacting Workforce Development at the
Software Frontiers - Software Is Increasingly Complex

Source: SEI
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Struggles Impacting Workforce Development at the Software
Frontiers - Software Is Increasingly Complex

Increasing Functionality and
Complexity:

» System of systems

e Architecture

* Services

* Networked platforms

* People who digitally connect
to cyberspace

Transportation Healthcare Banking & Financial Energy & Utilities Communications
Infrastructure Infrastructure Infrastructure Infrastructure Infrastructure
e 1n Ty MY
m W TR EM
+ AP R A7 o + "
= . : Source: SEI
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Struggles Impacting Workforce Development at the
Software Frontiers - Software Is Increasingly Complex

Increasing Use of Innovative Processes, Methods and Tools

Predictive Models

Requireme“ts L> Product requirements document

Design Q>
—

Implementation| > 7.

h—
Verification

Maintenance

Software architeciure

Waterfall

System Level System Level

Design Requiremengs

Subsystems

Item Level Configuration ltems

Design Requirements

Assemblies

Components

All Design Requirements Complete

TRR = Test Readiness Review

SFR = System Functional Review
SVR = System Verification Review

PDR = Preliminary Design Review
CDR = Critical Design Review

=== Software Engineering Institute
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Struggles Impacting Workforce Development at the
Software Frontiers - Software Connects Us in Near Real
Time
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Struggles Impacting Workforce Development at the
Software Frontiers - Software Is Becoming a More
Personal and Valued Utility
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Struggles Impacting Workforce Development at the
Software Frontiers - Software Is Globally Important

Space and Aviation | 'E'ngineering Source: SEI
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Struggles Impacting Workforce Development at the
Software Frontiers - Software Is Today’s Strategic
Resource

) ) ) Source: SEI
Increasing Globalization

Struggles at the Frontiers of Workforce Development in the
Acquisition and Development of Software Intensive Systems

Dr. Ken Nidiffer

e October 2014

—== Software Engineering Institute | Carnegie Mellon University

© 2014 Carnegie Mellon University



T -‘iw Challenges of Workforce
W .- Development for IT and
ﬂ} \ Systems Engineering

Iuvj g
o Yk

—== Software Engineering Institute | Carnegie Mellon University ©2014 Carneg e Mellon Un wersity



Challenges of Workforce Development for IT and
Systems Engineering

Building out capabilities to manage
large information technology projects
has been a sore spot for the Air Force.*

Specifically, the service has been
challenged with developing IT
acquisition talent among its ranks,
adopting and maintaining processes
that foster best practices and aligning
acquisition and cybersecurity
strategies.*

*Lt. Gen. Charles Davis, the military deputy in the Office of
the Assistant Secretary of the Air Force for Acquisition

Source: C4ISR & Networks, Feb 2014
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Challenges of Workforce Development for IT and Systems
Engineering

LI .2
2illling g

Source: SEI
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Challenges of Workforce Development for IT and
Systems Engineering

Overall DAW - Civilian Retirement Eligibility Distribution - End-FY08 vs End-FY13
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Defense Acquisition Reform: Where Do We Go from Here? Permanent Subcommittee on
Investigations, United States Senate; October 2. 2014
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Challenges of Workforce Development for IT and Systems

Engineering
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eed to Meet the Workforce Challenges

arge U.S. Government Programs Often Stumble

EPARTMENT OF DEFENSE

DEFENSE SCIENCE BOARD

TASK FORCE REPORT:

Resilient Military Systems and the
Advanced Cyber Threat

Why GAO Did This Study

The federal govemment plans to spend
‘maore than §74 billion on IT
investments in fiscal year 2013. Given
the size of these investments and the
criticality of many of them to the health,
econamy, and security of the naticn, it
is imporiant that OME and federal
agencies provide appropriate oversight
of and adequate ransparency into
these programs. Nevertheless, IT
projects too frequently incur cost
avernuns and schedule slippages, and
result in duplicate systems while
contributing ittle to mission-related
outcomes.

Gnnwasaslmdmnesnfymme

January 22, 2013

INFORMATION TECHNOLOGY

OMB and Agencies Need to Fully Implement Major
Initiatives to Save Billions of Dollars

What GAO Found

GAD has issued a number of kay reparts on the federal government's efforts to
efficiently acquire and operate information technology (IT) investments and found
that if major initiatives are fully implemented, billions of dollars in savings could
be realized. In particular, GAQ has made recommendations regarding the Office
of Management and Budget's (OMB) public website, known as the IT Dashboard,
which provides detailed information on federal agencies’ major IT investments;
agencies’ efforts to perform analyses on existing IT investments; and agencies’
progress toward consolidating data centers.

‘OMB has taken significant staps to enhanca the oversight, transparency, and
ederal IT by ereating its IT Dashboard, and by
improving the accuracy of investment ratings. However, there were issues with
the accuracy and reliability of cost and schedule data in the Dashboard, and
{GAQ has recommendad steps that OMB and agencies should take to improve
these data—this is important since the Dashboard reports 190 investments
totaling almost $12.5 billion being at risk. GAO recently reported that six federal

from its
selamzd reporis that focused on key
aspects of the federal government’s
acquisition and management of IT
investments. To prepare this
statement, GAO drew on previously
published work.

What GAO Recommends

GAQ has issued numerous
recommendations to OMB and
agencies on key aspects of IT
mansgement, ncluding (1) OME's

puhlu:wabala‘
Dashboard, which p.undesdenalad
information on faderal agencies’ major
IT invesiments, and (2) efforts to
aversee T operations and consolidate
data centers.

January 2013

OFFICE OF THE UNDER SECRETARY OF DEFENSE FOR ACQUISITION, TECHNOLOGY AND LOGISTICS
'WASHINGTON, D.C. 20301-3140

View GAD-13-237T. Far more information,
cantact Danvid A Powner a (202) 512.0288 or
pownderd@gaa.gov.

ly rated the majority of their IT investments as low risk
Further, the Department of Defense's (D0D) ratings reflected considerations in
addition 1o those OMB recommends, and cansequently it did not rate any of its
investments as high risk. However, GAO has recently reparied that several DOD

significant problems and were indeed high
risk, and that DOD business systems modernization is a high-risk area. In the
past, OMB reported trends for risky IT investmants needing management
attention as part of ils annual budget submission, but discontinued this reporting
in fiscal year 2010. GAO recommended OMB analyze agencies’ investment risk
over time as reflected in the Dashboard's ratings and present its analysis with tha
President’s annual budget submission

While agencies plan to spend billions on operational investments—more than
$54 billion in fiscal year 2013— they have not always provided adequate
oversight of these investments. Specifically, GAD reported in October 2012 that
ive agencies had operational investments with a fiscal year 2011 budget of over
$3 billion that had not undergone operational analyses as required by OMB. The
report also noted that until operational investments are fully assessed, there was
increased patential for these multibillion dollar investments to resultin
waste and duplication. GAO that the five agencies

oonduct required analyses.

GAQ reported on the federal government's progress toward data centar
consolidation (which OMB expects wil save $3 billion by 2015). In July 2012,
(GAQ found that agencies updated their required inventories and plans, but only 3
of 24 agencies in the review submitted complete inventories and only 1 agency
submitted a compiets plan, as required by OMB. Until thesa inventories and
plans were complete, agencies would continue 1o be at risk of not realizing
anticipated savings, improved infrastructure utiization, or energy efficiency.
Accordingly, GAD reiterated a priar to update i and
plans, and also recommended that agencies use best practices when dwe\uumg
estimates.

Office
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Seventeen Current Struggles in Developing
Software Intensive Systems

1. Software requirements often change during a software project as
knowledge is gained and the scope of the project and the product
emerge.

2. Requirements for new and modified software often influence, and are
iInfluenced by, an organization’s business processes and employees’
workflow processes of employees.

3. Intellectual capital of software personnel is the primary capital asset
for software projects and software development organizations
because software is a direct product of human cognitive processes.

4. Communication and coordination within software teams and with
project stakeholders often lack clarity.

* Software Extension to the PMBOK
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Seventeen Current Struggles in Developing
Software Intensive Systems

5. Creation of software requires innovative problem solving to create
unigque solutions. Software projects are more akin to research and
development projects than to construction or manufacturing projects.

6. Exhaustive testing of software is impractical because of the time that
would be required to test all logical paths and interfaces under all
combinations of input data and \stimuli.

7. Software development often involves inclusion of different vendor
products and development of interfaces to other software; this may
result in integration and performance issues.

* Software Extension to the PMBOK
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Seventeen Current Struggles in Developing
Software Intensive Systems

8. Software projects involve risk and uncertainty because they require
Innovation, the product is intangible, and stakeholders may not
effectively articulate, or agree on, the needs to be satisfied by the
software product.

9. Planning and estimation for software projects is challenging because
they depend on requirements, which are often imprecise, and on
historical data, which is often missing or inapplicable. Preparing
accurate estimates is also challenging because the efficiency and
effectiveness of software developers are widely variable.

10. Product complexity makes development and modification of software
challenging because of the enormous number of logical paths within
program modules, the number of data values that exercise the paths,
and the combinations of interface details among program modules.
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Seventeen Current Struggles in Developing
Software Intensive Systems

11. Because most software is interconnected, information security
technigues are necessary. Software security is a large and growing
challenge.

12. Objective quantification and measurement of software quality are
difficult because of the intangible nature of software.

13. Software developers use processes, methods, and tools that are
constantly evolving and frequently updated.

14. Software is often the element of a system that is changed when
functionality, behavior, or quality attributes must be changed.

15. A software product may be required to operate on a variety of

hardware platforms and infrastructure software.
Software Extension to the PMBOK
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Seventeen Current Struggles in Developing
Software Intensive Systems

16. Executable software is not a standalone product. Itis executed on
computing hardware and is often an element of a system consisting
of diverse hardware, other software, and manual procedures.

17. Platform technologies, infrastructure software, and vendor-supplied
software are frequently changed or updated, which can necessitate
changes to the software being developed.

* Software Extension to the PMBOK
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Questions?
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Contact Information

Dr. Kenneth E. Nidiffer, Director of Strategic Plans

for Government Programs

Software Engineering Institute, Carnegie Mellon University
Office: + 1 703-247-1387
Fax: +1703-908-9235
Email: Nidiffer@sei.cmu.edu
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