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Motivation for Resilient Space Systems

Uncertain Futures:
technology, competitors and
mission needs change
before system is even
completed

Increasing Complexity:
complexity growing over
time, not only due to scale
and interconnectedness,
but also due to increased
scope in our ability to
describe the system?

“Our spacecraft, which take 5 to 10 years to build, and then last up to 20 ...

Space systems are
particular susceptible to
these issues

— Long development times:

adversary timescales shorter
than system lifecycle

— Long lifecycles make it
difficult to capitalize on new
technologies or adapt to
changing threats and needs

Typical conceptual design
approaches focus on
optimizing performance for
a nominal context and set of
stakeholder needs

will be

configured to solve tomorrow’s problems using yesterday’s technologies.”
Dr. Owen Brown, DARPA Program Manager, 2007




Tradespace Exploration
Exploring Tradeoffs between “Choices”

Differing types of “trades”

Utility 0. Choose a solution
k.a. . .
“tfgne?ilt”) 1. Local point solution trades

2. Multiple points with trades
3. Frontier solution set

4. Full tradespace exploration
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Tradespace exploration enables big picture understanding of the current problem


Presenter
Presentation Notes
When contemplating the infinite variety of solutions to a design problem, we can 
-1) Guess the right solution (better guess right…)
0) Analytically verify one solution (if wrong, start over)
 Explore the neighborhood of our solution to see if there might be better solutions available.  This is the first alternative presented on the chart.  The graphic shows a “tradespace” plotting the utility (ability to satisfy user needs) against the cost of a wide variety of designs.  Each design is represented by a dot on the tradespace.  The utility and cost are determined by a wide variety of design features (X1, X2,…etc).  Note for now we will not consider HOW these utilities and costs are determined; this is a notional discussion.  Note that our selected solution is only OK, there are better and cheaper solutions out there.
2) We could explore several more solutions, and even parametrically examine their neighbors.  This is current good (if not best) practice.
3) If we explore enough solution we may get a feal for where the “Pareto  frontier” is - the set of possible solutions which cannot be made cheaper without a sacrifice in utility, or conversely cannot be made better without an increase in cost.  Intuitively, these are the preferred solutions to pick from
4) Finally, with even rough models (and a lot of computer power - but that is easy these days!) we can explore MANY solutions and come to a full understanding of the nature of the trade space.  This means not just finding the best solution for the single case plotted here, (which assumes some current user set and conditions), but which solutions might be more resistant to future changes, useful for other users or purposes, expandable or adaptable, etc.  
Note this “tradespace” understanding may be analytical; it may also be tacit knowledge in the head of experienced personnel.  The Toyota “Chief Engineer” is expected to fully understand the automotive transportation tradespace.


Need for Anticipatory Capacity

Engineering “involves a relation among three terms: the purpose or goal, the
character of the artifact, and the environment in which the artifact performs”

- Herb Simon, The Science of the Atrtificial, MIT Press: Cambridge, 1996

« Tradespace exploration doesn’t * System | |
consider the dynamic nature of — Degradation / malfunctions
the value delivery of the system — Software updates and retrofits

_  Needs / Expectations
e Changes in system / context / _ Requirements change

needs impact the value _ Mission change

proposition and thus the « Context/ Environment

“success” of the system — Political / Legal / Regulatory
 Epoch-Era Analysis allows for — Economic

explicit consideration of the — Social

— Technological

Impacts of changes in system / )
P 9 y — Environmental

context / needs



Epoch-Era Analysis (EEA)

« Conceptualizes the effects of
time and changing context on a

5'6 '_'H.'.'
SyStem . . - . % All enumerated epochs
— Epochs: periods of fixed context Todsy  Possible short run futures L et
and needs (short run) (spochs) o, 00 I:.ID
— Eras: sequences of epochs - -
simulating a potential future et
lifecycle path experienced by the
system (long run) .
Time
Attributes (performance, expectations) Today Possible IF,'E.:]."” futares
) Two aspects to an Epoch:
= | ©  Rasah 1. Needs (expectations)
Expectation 3
BigRsEienZ | o ey 2.  Context (constraints including

S )M  Expectation 1

resources, technology, etc.)

Context Context Context Context Context Time Needs: E 5 E @ E E E

1 2 2 3 4
Y comec CHOHMEEN..

EEA is a framework that supports narrative and computational scenario

planning and analysis for both short and long run futures’
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Tradespace Exploration vs EEA

Perturbation / Shift [
Operating Stakeholder
Context EpOCh Needs
E
......... R P [
C N
Performanc A
= Model Value Model — \/
—>Cost
I
P —>ACost
Change 0S
®  Strategy '
(Tactic) A

Tradespace
Exploration tends to
focus on system
alternatives within a
static context and
needs

EEA explicitly
considers the dynamic
environment in which
the system will need
to sustain value
delivery to its
stakeholders



Defining Resilience

« Ability of a system to offer broad utility in a Iridium - -_
wide range of operations across many - W7 A N

potential alternative futures despite
experiencing disruptions [Neches & Madni,
2012]

* Ability of a system to circumvent, survive, Hubble
and recover from failures to ultimately
achieve mission objectives. A resilient
system is able to reason about
own/environmental states in the presence
of environmental uncertainty [Madni, 2012]

* Ability of a system to minimize the impact
of a finite-duration disturbance on value
delivery through (1) the reduction of the
likelihood or magnitude of a disturbance,
(2) the satisfaction of a minimally
acceptable level of value delivery during
and after a disturbance, (3) timely recovery
[Richards et. al, 2007]



Defining Value Sustainment
(aka Resilience / Survivabillity)

Type | (Reduce Susceptibllity)

Ability of a system to minimize the impact of a finite-
duration disturbance on value delivery through (1) the
reduction of the likelihood or magnitude of a disturbance,
(2) the satisfaction of a minimally acceptable level of value

delivery during and after a disturbance, (3) timely recovery
[Richards et al, 2007]

Disturbance
\ or Shift

prevention
miability

concealmant
delamence

presmption
avoldance

supprassion of fulure or potential future disturbance
relocation to avald detection by an extennal change
agent

reduction of the visibility of & syatem from an axtemal
change agent

dissuasion of a rebonal external change agent from
committing a disturbance

SUpprassssn of an imminent dsturbance
maneuserability &way from disturbance

Type Il (Reduce Vulnerability)

hardness
redundancy

margin
heterogansity
degtributicn

failure mods
reduction

fail-safa
avolution

containment

reaistance of a system to defermation

dupscation of critical systern funcliona to increase

e laiility

allowance of extra capability for maintaming value
delvery deapite losses

variation i system elements to mitigate homogeneous
desturbances

separation of critical systarn elements to mitigate lecal
dimterbances

elmination of system hazards through mirnsic design:
substitution, simplification, decoupling, and reduction of
hazardous materials

prevention or delay of degradation via physica of
incipiant failura

alteration of aystem elements 1o reduce disturbance
effectvensass

aolation or minimization of the propagation of faillure

Type I [Timely Recovery)

replacameant

Lo

» time (t)

aubstitution of system elemants to improve value
delivary
reatoration of systam 1o improve value delivery



Case Study: Earth Imaging Satellites

Imaging of the Earth’s surface is a desired capability

for many applications and problem domains |
— Military surveillance ‘
— Commercial applications |
— Earth Science applications
— Agriculture / Forestry L

Problem Statement: To provide affordable, low-
latency, high-resolution, near-continuous Mean gap time,
Imaging of an arbitrary location on the Earth’s
surface
Mapping of Problem Statement to Objectives:
— Minimize lifecycle cost (affordable)
— Minimize gap / revisit time (low-latency)
— Minimize resolution (m/pixel) (high-resolution) <
— Maximize time in view (near-continuous) o

0o

=0
100

— Maximize global coverage (arbitrary location ) P ——

latitude, deg
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Performance and Value Models

J =

» Performance Models (AR 3 njdir
— Integrated models for orbits, bus utopia = nadir
sizing, optical coverage map Cost = |3,
design vector onto performance ]
attributes U =ZWa\ W, =0.2 (i=2..6)

— Lifecycle Cost model considers

R&D, first-unit, manufacturing, .« utility Theory applied to convert the

launch and operations costs attributes of each design to a single
metric that measures “goodness” for

Wﬁ‘éf&; AL GODX DO ypuncs pnss, DESON [ OO ] each of 3 stakeholders

PUS | s Plane ccoy ™ #inPlane #inPlane U™

Gap (revisit) Time
Resolution Metrics

o oot n X e i o Military User
?Jfﬁgr_ ax s Global Coverage .
H optes ‘SZR” e;"%;ilgg e N e Commercial User
Inclination azngy ‘B“S‘c’iz‘”g e . e Earth Science User
e Venile e :
# orotel panss e res - Alternative Value Models
Design Life _ Coverage I\;evi;?: . .
Aperure Size (Di) — « Quality function deployment (QFD)
Cost . .
¥ g ouputs | =/ e Analytic Hierarchy Process (AHP)

o Cost-Benefit Analysis (CBA)
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Tradespace Exploration

A fractional factorial experiment (14,400 designs) can now be performed
on the design variables to characterize the design tradespace

Composite utility function, U, computed based on a weighted sum of the
normalized performance metrics and evaluated against cost

Design Variables
Altitude (km)
Inclination (deg)

# Orbital Planes

# Satellites / plane
Design Life (years)

Aperture Diameter (m)

Levels
250, 400, 600, 800
0, 30, 60, 90, 100

/

1,2,3,4,5,6

1,2,3,4,5,6
1,3,5,8
0.2,0.5,1.0,15,2.0

Design Tradespace

4000
Cost ($M)

6000

8000
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TSE Results

« A frontier of Pareto efficient
solutions is apparent in a
cost vs. utility scatter plot of
available designs

« Traditionally, a designer
would choose a design off
the Pareto Front over
alternative inferior designs

0.8-

Utility

Design Tradespace

0.6 |7

0.4[5

0.2

2000 4000 6000
Cost ($M)

8000
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Multidisciplinary Optimization (MDO) Results

» A designer might also chose
to use optimization

i . . Design Tradespace
techniques to find an ideal .

design 1
* Since this problemusesa o
mix of continuous and
discrete variable, we can  _ o6
effectively apply heuristic £ |3
optimizers such as: > 0.4 |35
— Genetic Algorithms ozl
— Simulated Annealing B s
* Note that the optimizers 0
choose designs on the 0 2000 4000 6000 8000
Pareto Front as you would Cost ($M)

expect
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TSE Results

 Many of the designs
along the Pareto front
share common
characteristics:

_ Altitude (800 km)

— Global coverage
(100%)

— Polar orbits (90°-100° ):,

* |In some areas along
the Pareto front
designs can be
clustered Into
“families”

Design Tradespace

1_
CiEE: S -
e [High
I RN
Medium A nsats=3-6
_‘;.v-. nplanes=3-6
e nsats=1-2 :
Eomed nplanes=1-2
B T T
L nsats=1
0 ow nplanes=1
0 2000 4000 6000 8000
Cost ($M)
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TSE Results

But what if the context or
needs change?

The plot shows a shift in
stakeholder needs that
distort the previous
tradespace

— Mid-latitude coverage rather
than global

— Low revisit rate

Points that were previously
on the Pareto front (blue
triangles) are not
necessarily efficient designs
anymore

0.8-

0.6

Utility

0.4-

0.2-

Design Tradespace

kit Pl Speve 35 ghwts sup v
B e Armiibielts T4
T TR S T D

& AT R,

SRPERRTS
LTI

b
I

-y
v

.
T ~
Emmmmt pan H
B Ty
HU P
L I
e tabhlales & o o

4000 6000

Cost ($M)

8000
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Fuzzy Pareto Number

If a design is required to be
Pareto optimal across all
contexts and needs it is

Design Tradespace

unlikely that a compromise 1 - 5 sithie 'bm Hly
solution will exist : R s AR n-“-?--‘*-‘ e
: . : 0.8/ -
By allowing additional points
that are close to the Pareto _ o6/
front to be consider we can £ | &
: o

find a design that performs = 047 _ s
well enough across multiple e
epochs i

o st st e 2 o=

0 0.2 0.4 0.6 0.8

Cost ($M)
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Potential Perturbations (Epochs)

* Preference/Needs (Utility) function
Is different for each stakeholder
— Military User (High Resolution, Low
revisit time, Global coverage)

— Commercial User (Medium
Resolution, Medium revisit time,
Mid-latitude coverage) Time

— Earth Science User (Low SRR Context2 | (epochs)
Resolution, Low revisit time, Global ‘ : >

Attributes (performance,
expectations)

coverage) EM event occurs
o 2 Possible future contexts also
consider Attributes (performance,
— EM event causes single event expectations)
upset (SEU) to occur which leads
to a loss of performance System
— No EM event occurs (e.g. status I

q u 0) Expectation 1
e 3 Needs * 2 Contexts =6 Epochs

Time
Context 1 (epochs)

EM does not occur

18



Additional Design Options for Value

Type |
Mobility / Avoidance

e Prevent detection
e Avoid EM

Sustainment

Type ll

Hardness

 Reduce impact of EM if
it occurs

Type Il

Replacement

* Frequent replenishment
of satellites

Option: Maneuvering
Propellant

e Additional mass which
translates to added cost

Option: Radiation
Shielding

e Additional mass which
translates to added cost

Option: Lower Design
Lifetime

e Launch replacements
frequently to replenish
capability

oooooo

eeeeee

oooooo
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Multi-Epoch results show a tension
In preferred design alternatives
between stakeholders, but 17
designs are Pareto efficient within
an FPN of 10% and 4 designs are
Pareto efficient within 5%

Options 1, 3 and 4 allow at least one
design to exist within the
compromise design space

Multi Epoch Results

Epochs across Designs

14400

Designs across Epochs

Design # 4 9 4 9 28 3352
Option 3 3 4 4 1 1
Inclination (deg) 90 90 90 90 60 90
Altitude (km) 250 400 250 400 400 400
Nsats 1 1 1 1 2 1
Nplanes 1 1 1 1 1 2
Design life (yrs) 1 1 1 1 1 1
Aperture (m) 0.2 0.2 0.2 0.2 0.2 0.5
Cost ($M) $213 $208  $266  $259  $212  $310
Option

1| Mo additional protaction

2 | Manesuvearing Propellant

3 | Radiation Shialding

4 |Bolh

14,400 Designs *
4 Design options *
6 Epochs =

345,600 Scenarios

20




Multli Era Results

Eras take into account path dependencies between epochs

— Designs that return to a “status quo” epoch after experiencing one that has an EM
event do not recover all value

Metrics to compare eras is a subject of ongoing research

In general, current results show a bias in favor of protected
designs because EM events are modeled as frequent events

21



Conclusions

 Designing resilient systems requires a shift
INn perspective vs. traditional tradespace
exploration and multidisciplinary design
optimization (MDO)

 Epoch-Era Analysis (EEA) generates a
more complete picture of a system’s value
delivery across changes in stakeholder
neelclgls, operating context and the system
itse

» Case study demonstrates how EEA can be
used to find designs that sustain value
over the system lifecycle

22
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