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Briefing Purpose & Overview

Developmental Evaluation Framework
(DEF) part of TEMP’s SE-V story:

How acquisition, technical and
programmatic decisions will be informed
by evaluation

How system will be evaluated

Decisions

How test and M&S events will provide data Evaluation
for evaluation

What resources are required to execute

test, conduct evaluation, and inform

decisions Test /| M&S

Cyber Evaluation Framework guides
programs through forest of cyber/IA
guidance

System/software assurance Resources f Schedule

Risk Management Framework
Vulnerability Assessment
Interoperability 2



DT&E Strategy Overview

Articulate a logical evaluation
strategy that informs decisions

How acquisition, programmatic,
technical and operational decision
will be informed by evaluation

How system will be evaluated

How test and M&S events will
provide data for evaluation

What resources are required to TT——

execute test, conduct evaluation,
and inform decisions

. f

Evaluation

Resources B Schedule

DT&E story thread: decision — evaluation— test & resources



Developmental Evaluation Framework
(Enclosure 4, DoD Interim Instruction 5000.02)

Test and Evaluation Master Plan (TEMP) includes a Developmental
Evaluation Framework (“ T&E Roadmap”)

— Knowledge gained from testing provides information for
technical, programmatic, and acquisition decisions.

| S ~, DoDI'5000.02 (Interim)
Deavelopmental -
gv;mﬁ'i"n Sy Regirenets nd T Developmental Evaluation Framework:
jectives | Measures
e N N Ct e o EE omen — ldentifies key data that contributes to assessing progress on:
srum copobiy (Do A1 s i O‘* — Key Performance Parameters
categories Reference |Description 4} Other logical data source description “! . )
Putormsnce . ((\e — Critical Technical Parameters
AN .
< C’O‘N — Key System Attributes
(\0 - 6@‘9 — Interoperability requirements
Scpertiny : \‘0\\'\0 : (’,‘)\ —  Cybersecurity requirements
N2 ) > — Reliability growth
X¢ W o .
& W» ' — Maintainability attributes
ey ‘\OQ\‘ 0?5’“ - - — Developmental test objectives
N \d(\‘?’v . . . — Others as needed
\03 —  Show the correlation/mapping between:
Reliability N
— Testevents
— Key resources
— Decision supported




Developmental Evaluation
Framework (DEF)

_—

Capability

[Eoiieis uestons

System | ‘

capabllltles

Test /| M&S Technlcal ‘

measures

Evaluation

Resources | Schedule

KPP/KSA/CTP -
related

¥

System Engineering decomposition:
Evaluate system capability - Inform decisions



Developmental Evaluation
Framework

Decisions Supported

Evaluation ystem Requirements and T&E Decision #1 Decision #2 Decision #3 Decision #4

Decisions
. Measures
Objectives

DSQ #1 [psq #2 DSQ #3 [psq #4 [psq #5 DSQ #6 DSQ #7 [psq 8
Functional evaluation Identify major decision points for which testing and evaluation phases, activity and events will provide decision supporting information.
areas Technical Cells contain description of data source to be used for evaluation information, for example:
1) Test event or phase (e.g. CDT1....)
» Reqmts 2) M&S event or scenario
System capability Document 3) Description of data needed to support decision
categories Reference |Description 4) Other logical data source description
Performance

3Xxx5 Technical Measure #1 DT#1
E I . Performance M&S#2 DT#4 M&S#?2
V a u a.t | O n Capability #1 3.xx.6 Technical Measure #2 M&SH#L DT#3 DT#4 M&SH2
3xx7 Technical Measure #3
Performance DT#3 [T#1
Capability #2 3.xx8 Technical Measure #4 M&S#4 e
Interoperability
. 3xxl Technical Measure #1
Interoperability DT#3 DT#4
Capability #3 3xx2 Technical Measure #2 Té#2 M&SH#4 DTé4
Interoperability 3 TechnicalMeasure 3 T#2 g M&S#2
TeS t / M & S ----- W Technical Measure #4 _— o

Cybersecurity
PPP3xx  |SW Assurance Measure #1

SWI/System Assurance SW Dev Assess SW Dev Asses| SW Dev Assess
RMF RMF Contol Measure #1 Cont Assess ContAssess |ContAssess |ContAssess

m Vul Assess Measure #1
Vulnerability Assess Blue Team Blue Team
Interop/Exploitable Vuln. Vul Assess Measure #2 Red Team Red Team
Reliability

4xx1 Technical Measure #11
M-demo#1l [T#5
Resources

Reliability Cap #1 4xx2 Technical Measure #12 M-demo#l T4 T#5

4xx3 Technical Measure #13 2
M-demo#?2

S C h e d U I e Reliability Cap #2 4.xx4 Technical Measure #14 M-demo#2 s




Example — Enhanced Polar System g ;3

Polar Figld of G Fieldl of
Wiy W

and Telermalry infarmiban

£, ey EPS Ascemding
commianicaliordCommand “F
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e
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1

Global information Grid

@F‘ DHSM Conne ctivity to GIG

and Othan M a by arks

— }'ﬁ; Polar Users

Protected SATCOM (EHF) for polar-region users consisting of 4 segments:
EPS Payload Segment, EPS Terminal Segment, EPS Control and Planning

Segment (CAPS), EPS Gateway Segment



Inform Capability & Integration
Decisions

I;ayload %
egment % i Host
* > — -ﬁ Control
Host Element
\ T&C A
Terminal f— = ——— &: == == == EPETerminals
Segment / I ¥ Gateway | | . 1
oot Terminals | | Tac i
- I
User_ o I (NMT) 1 1 Terminal
Terminals = I (Ic2) I
I 1 A
i — !
________ I ] 1 v
v
I s a ﬁ I controland
| Gateway =1 11 ju) | Planning
Segment il Segment
| I
b e e e e e e e e — — — — e — — — — -

I 1 GWNMT's are GFE terminals procured atthe system level but
""" integrated atthe Segmentlevel
H 1 IC2 Terminal is procured and integrated at the system level

Can the terminals communicate with the
payloads?
Is the Gateway capable of connecting polar
Is CAPS capable of mission planning? users and mid-lat users?
Can CAPS command and control PL using Is EPS secure?
in-band?
Is CAPS capable of utilizing out-of-band Is EPS sustainable?
T&C through the Host Interface? 8




EPS Developmental Evaluation

Framework

Is CAPS
capable of | Is GW .
Critical Can Iscaps | San CAPS | uiilizing | capable of Linked
Developmen | terminals capable of out-of- connecting
tal Issues communicat | mission ;tdui?:;m'f band T&C | polar users I n teg rat ed
(Enterprise) | e with PL? planning? | . through and mid-lat
in-band? the Host | users? SyStem Tests
interface?
GwW PAR/G
; I5Ts ISTs GW
S Stem Integration | ISTs E0100/ FQT/ZAP | W
y 0 Test Event | E0830 IST E0250 ED250.IE[181 DESBSD.IEDB E(&JQIUOTIIST S EATAST | FQTICA
capabilities E0280 | PSFAT
Measures™
| Objectives TM to
Full Service
Capacity x X x X evaluate
GW
Throughpt x EO/DSQ
Capacity and | CAPS Max ‘
throughput CPU X
Utilization
# of planned KPP/KSA
ana active x x x associated TM
Constellation X X X X X h|gh||ghted
Coverage Service
Coverage X X X X
Region
Data rate,
8”5”355@ i Error Rate, x x x x
ommunication | FlRp RRIP.
5 Uplink




Cybersecurity T&E Phases Start Before
& Build on PPP and RMF!

Req
MS A Decision MS B MS C Full Ra.te
Production

IATT ATO . .
/\ <> @ /\ ,,A\' '/-\'/\ Decisipq Review
Materiel DRAF Technology Engineering & ProductioX and
Solution|AOA|["=pp Maturation &  |cpp Manufacturing CPD Deployment 0&S
Analysis Risk Reduction Developmen' \,
o 002" <70T&E e
RR Event

ASR SRR SFR PDR CDR
OTRR
DT&E DT&E IOT&E
Assess Assess-
ment | _menty

Understand Characterize Vulnerability Adversarial Vulnerability and Adversarial
T&E Cybersecurity Cyber Attack Identification Cybersecurity Penetration Assessment
Phases Requirements Surface DT&E Assessment

Phases as depicted are mapped to milestones and design reviews

Programs have latitude on timing of Phases
Phases are iterative and should be iterated as system matures
SE and T&E Stakeholders collaborate to iterate process
Build in “fix-it” intervals
Shift “vulnerability discovery” earlier in acquisition life cycle

© 2014 The MITRE Corporation. All rights reserved. Approved for Public Release; Distribution Unlimited. 14-1912



A Policy Guidance “Shock & Awe”
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Cyber EF Roadmap Guides
T&E Path
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Cyber Evaluation Framework
Expands on DEF’s “Security” DSQ

Is CAPS
capable of | Is GW
Can CAP'f utilizing capable of Is EPS
:zz?cm:n';m., out-of- connecting | Is EPS ssus tain
PL usin band T&C | polar users secure? able?
in-ban d'g through and mid-lat :

f : the Host users?
interface?

ISTs ISTs GwW
IST E0250 | E0250/E081 | E0350/E08 | FQTAQTAST
0 00 E0830

Critical Can Is CAPS
Developmen | terminals capable of
fal I " e

L
(Enterprise) | e with PL? planning?

G‘."vﬂ‘
FQT/CAP
S FATAST
E0280

Integration | ISTs E0100/
TestEvent | E0830

Developmental
Test Measures™
Objectives

Full Service
Capacity
GW

Throughput yber TR is the system and software developed Goes Go exposed is the system Test Activity / Data
. Fachnical securely? baseli ia  [Vinerebinties mistion capable |Source
Capacity and | CAPS Max Evaluation Activity techni adversely effect and interoperable

i et cfinieoceceny

throughput  ( CPU x i s reicin [EEABEEn
e oo

Utilization oxploited cyber

# of planned ieirance oS Components T | v Metrics Inctude. ) | oe 833 Examele ncanan

Quahﬁcanon Testing

. SoR=
and active X X X Code oS Analyals Blan e pected AN / el ernment

£252 Bannainanesio
Terminals seow LOF Piannedinapected gé;;u \ / §f§ gi?;'n?n';‘:"‘ e
Constellation X X X i Cof Piannedroan Tasie

Service AT iy T Tor G duitical Functions. Develobmenial SW and Fanciionar
Coverage Faicimoatlon Flanned/mpiemented oty Covarnment
Coverage X b’ X Least Privilege Pianned/implomented €y

g AT Sy N, £ oonLa irom TR
Region 2 sty g meds Hranmca ot e

Data rate, Soware VT R e 8 o
Unstressed Error Rate,

Communication EIRP.RRIP X X X Prrlcons rom et

olantication Testing
Syatem. Test Results Database, ete. QT Government

S T TR SR Tan|sE 35 FER Seeon BT anaier APRERATTS Ay
" Peicarper Bian
Uplink e foivaS or appropriace G, cridical
SRy ShaT R MG 55 Sscton 554 Supply CRam RSk MaRagemeRT
[

Metrice derived (rom SCRM Ve Plan for appropriate
CPi. Critical C.

RViF Contrors and Attack RVIF Gontror Themae: RNVE Metrics and measures can
rface Standards Access Control e
Veritication [Awareness and Training Stop 5/ vw.u.m.my
Addit and Accountability Seess:
guratio gement

Security Assessment and Authorization # and Category Inherited
Porsonnel Security. Daficiencios

System and Information Intearity

R TaCk Tu  faces 1o Do evaluated based on Mstrics and measures can be STaE/ Security
Step 2 analysis. Potential Attack Surfaces developed from DIACAP/RME and Controls Assessor/step
include: tochnical standards appropriate s Viinerability
Connecting systems explicity identified in for the exposed Attack Surface. Assessment,
Cybersecurity Strategy Contractor ST&E and
RF Interfaces (Data Links, Wi-Fi, Bluetooth) Government Technical
SCADA Interfaces (Control Net. Device Net, Standards Testing as
Fieldbus, zig Bee, etc.) appropriate
Cybor kit Ghain Cyber Kill Ghain nd System T Wil deverop measures in with [Step 5
A=sessment Interoperabilicy And function ality in othar program stakeholders. Critical Missions — |Assessment: Team has
response to exploited cyber vulnerabilities od from CONOPS, Capabilitios ruil knowledge an.
Shail be evaluated in operational scenarios . ete_Interoparability metrics ccass to the System
Operational scenarios and critical missions hould be derived from the NR-  [and all supporting
hould be based on authoritat: cluae: on @i
inct CONOPS and capabilit ary ope: Team)
documents. Representative eyber threats nter and be manaacd in the network
Should be developed based upon STARS - Exchange information
and cyber attack Scenarios developed by Pport net-cantric military operations.
uinorability assessment teams an
approved by appropriate authoritati irces for cyber security metrics and measures
Source. Cyber kill chain as exercised by the rived from pr nical
adversary includes the following st documentation, or other authorit ources
Reconnaissance, weaponization, Delivery. trategy for Operat
Exploit, Control, Execute, Maintain. Cyber Cyberspace and Resilient Military Systems Cyber
Defense in response to adversarial actio . ca e Task Force. Th
include actions 1o redirect, obviate, mpede. i > derived from MP 120053.
detect. | d expose adversarial oy Resiliency Motri cd Apr 2012
actions. The lexicon reference is intended metrics will be selecied by the ITT in
Effects of Cybe Initial Step 3 vamerabiity
vuncuor\.\\uy in esponseto |Aaversary Acuuities Assessment
xploited c sacybar resourcas properly configured funciions as an

Coineraniiitios. g‘ yresource) acversary without
mpted Intrusions stepped at network knowledge or access to
(he systom (Red Toam)

apabilities for which
maltiie Instantatons avanabis
TRy enGi or tme between iniial disruption

during design and

96 data value assertions in a mission-essential 13
data store for which & master copy exiats




Cyber EF Roadmap Use

Cyber DT Objectives - Cyber Techaical I the system and software developed |Does the system safisfy baseiine | Do exposed winerablties s the system sufficientyineroperable | Test Actity| Data Source
Technical Capabiityl  |Capabilities securely? CybersecuritylA technical adversely effect system and ablie to sustain critical missions in
—_— — = e Cyber EF Roadmap
Syteas ad Soltvare Eqpfnmm_uwu Progeam Protection FlanlPPF) Table 5,3.3.-1 mwum . s
v wmeesic | ides program-specific
CAPEL: aigaed - .
Arti-Tampet Protections Inplemented | Appendix 0. Anli-tanper plan Anti-Tampe! Implementation PlaniRegor tal I O rl n g
Sopply i Pisks iigated (PP Secton5.3.0 w '
= e i Categories of cyber
I L evaluation
——— System/SW
assurance
Compliance (C&A,
Inchade technical standards Contractor TAE and
e b RMF)
EMUEMC in the intended E3

i \“‘ A e i e Vulnerability
‘ Een ., e assessment (Red

- Enter and be managed in the network (Blue Team)

cpber theeats shouldbe developed based

Es;’éq:";fﬁ%”w _ team, Blue t.e.am)
b e st Interoperability (NR-
lolwivg;stvlpsllmmissm, Mmsmhth:ﬂFuf..Tkkhmms:e

m%m;?ﬁﬁu 105 e . b  daed hou 2012 KP P)

oo e e ~—LICyber capabilities
i Pl S — within each category
pesponse ta exploed - % mission-esseniial datasetsfor which ll teas effecively e ——

— o A | Source documents,

- % data value assertions i b a master

(st i ~ examples of measures
Test activities, data
sources H




System & Software Assurance

Critical

Developmental Issue

DT Objectives -
Cyber Technical

Example Metrics and Measures

Test Phase / Data Source

Vulnerabilities
Mitigated in Dev.
Environment

upon SW Products selected including Compiler, Automated
Testing Tools, Configuration Management System, Test Results
Database, etc.

Technical Capability Capabilities
Is the system and Software Program Protection Plan (PPP) Table 5.3.3. Example Software Contractor T&E/ Functional
software developed Vulnerabilities Metrics include: Qualification Testing (FQT)/
securely? Mitigated in Quality Metrics, Number/Category outstanding SDRs etc. Government ST&E
critical Security Metrics including: PPP, CDRLs from CTR and
Systems and Software [components % Code Static Analysis Planned/Inspected government.
Assurance % Code Planned/Inspected
2%SW LOC Planned/Inspected CVE
2%SW LOC Planned/Inspected CAPEC
2SW LOC Planned/Inspected CWE
%SW LOC Planned/Pen Tested
2SW LOC Tested (Coverage)
Software PPP Table 5.3.3 Example Operational System Metrics for CPI,
Vulnerabilities Critical Functions, Developmental SW and COTS/NDI include:
Mitigated in Fault Isolation Planned/Implemented
Operational Least Privilege Planned/Implemented
System System Element Isolation Planned/Implemented
Input Checking/Validation Planned/Implemented
SW Load Key (Sighed) Planned/Implemented
Software PPP Table 5.3.3 Example Development Environment Metrics based

Risks Mitigated

Metrics derived from SCRM V&V Plan for appropriate CPI, Critical
Components etc.

Anti-Tamper PPP Table 5.3.3, PPP Section 5.3.1 and/or Appendix D: Anti-tamper JAnti-Tamper Implementation
\Vulnerabilities Plan. Plan/Report, PPP, CDRLSs from
Mitigated Metrics derived for appropriate CPI, Critical Components CTR and government.

Supply Chain PPP Section 5.3.4 Supply Chain Risk Management (SCRM) Supply Chain Risk Management

Plan/Reports, PPP, CDRLs from
CTR and government.




Risk Management Framework

Critical Developmental Issue
Technical Capability

Does the system and associated
Attack Surfaces/Interfaces satisfy
baseline Cybersecurity technical
standards?

RMF Controls and Attack Surface
Standards Verification and
\Validation

DT Objectives - Cyber Technical
Capabilities

RMF Control Categories include:
Access Control

Awareness and Training

Audit and Accountability

Configuration Management
Contingency Planning

Identification and Authentication
Incident Response

Media Protection

Maintenance

Physical and Environmental Protection
Planning

Security Assessment and Authorization
Personnel Security

Risk Assessment

System and Services Acquisition
System and Communications Protection
System and Information Integrity
Program Management

Example Metrics and Measures

RMF Metrics and measures can be

including Capabilities Documents, PPP,
Cybersecurity Strategy, Security
Controls Assessment Plan/Reports,

% of controls verified

# and Category Deficiencies

% of inherited controls verified

# and Category Inherited Deficiencies
Authority to Operate/test

derived from several source documents

Performance Specifications etc. Example
metrics by control category may include:

Test Phase / Data
Source

ST&E/ Security
Controls Assessor/
Phase 3/4
Vulnerability
Assessment

Attack surfaces to be evaluated based on
Phase 2 analysis. Potential Attack Surfaces
include:

Connecting systems explicitly identified in
Cybersecurity Strategy

RF Interfaces (Data Links, Wi-Fi, Bluetooth)
SCADA Interfaces (Control Net, Device Net,
Fieldbus, Zig Bee, etc.)

RMF Metrics and measures for
connecting systems may include:

% of controls verified

# and Category Deficiencies

% of inherited controls verified

# and Category Inherited Deficiencies
Authority to Operate/Test

Attack Surface Measures and Metrics

should be developed based upon the

Security Technical Standards for the

interface

ST&E/ Security
Controls
Assessor/Phase 3
Vulnerability
Assessment,
Contractor ST&E and
Government
Technical Standards
Testing as
appropriate




Vulnerability Assessment

Critical Developmental

DT Objectives - Cyber Technical

Example Metrics and Measures

Test Phase / Data

Issue Capabilities Source
Technical Capability
Do exposed Cyber Kill Chain assessment in ITT will develop measures in collaboration with other program | Phase 3
vulnerabilities response to exploited cyber stakeholders. Vulnerability

adversely effect system
resiliency?

Cyber Kill Chain
Vulnerability
Assessment

Cyber Kkill chain as
exercised by the
adversary includes the
following Activities:
Reconnaissance,
Weaponization,
Delivery, Exploit,
Control, Execute,
Maintain.

Cyber Defense in
response to adversarial
actions include actions
to redirect, obviate,
Impede, detect, limit,
and expose adversarial
actions. Cyber Defense
actions describe the
intended effects of
Cyber Resiliency
Techniques on
Adversary Activities

vulnerabilities shall be evaluated in
operational scenarios.

Operational scenarios and critical
missions should be based on
authoritative sources including
CONOPS, and capabilities
documents.

Representative cyber threats should
be developed based upon STARs,
Cybersecurity CONOPS and cyber
attack scenarios developed by
vulnerability assessment teams and
approved by appropriate
authoritative source.

Critical Missions may be derived from CONOPS, Capabilities
Documents, PPP, etc.

Interoperability metrics and measures should be derived from
the NR-KPP. Metrics include:

- Support to military operations

- Enter and be managed in the network

- Exchange information

- Support net-centric military operations.

Cyber Kill Chain Metrics and measures may be derived from
Cybersecurity CONOPS, Program technical documentation etc.
Example metrics follow:

# and % Resources properly configured (Configuration, STIG
for example, varies by resource)

# and % reconnaissance attempts stopped at network
perimeter/deflected

#and % deliveries stopped at network perimeter/deflected

# and % exploits stopped before execution

# and % attempted intrusions stopped at network
perimeter/deflected

#and % intrusions detected

Avg Length of time between intrusion/disruption and detection
Avg Length of time intrusion/disruption and restoration

# and % data exfiltrations detected

# and % data exfiltrations stopped

% mission-essential capabilities for which multiple
instantiations available

Integrity/Quality of restored data

% mission-essential datasets with multiple/independent
external data feeds

% mission-essential data stores with master copy (Backups)

Assessment Team
has full knowledge
and access to the
System and all
supporting
components (Blue
Team)




Interoperability & Exploited Cyber
Vulnerabilities

Critical Developmental
Issue
Technical Capability

Is the system mission
capable and
interoperable and able to
sustain critical missions
in response to exploited
cyber vulnerabilities?

System interoperability
and functionality in
response to exploited
cyber vulnerabilities

Cyber kill chain as
exercised by the
adversary includes the
following Activities:
Reconnaissance,
\Weaponization, Delivery,
Exploit, Control, Execute,
[Maintain.

Cyber Defense in
response to adversarial
actions include actions to
redirect, obviate, Impede,
detect, limit, and expose
adversarial actions. Cyber
Defense actions describe
the intended effects of
Cyber Resiliency
Techniques on Adversary
Activities

DT Objectives - Cyber Technical
Capabilities

System Interoperability and
functionality in response to exploited
cyber vulnerabilities shall be evaluated
in operational scenarios.

Operational scenarios and critical
missions should be based on
authoritative sources including
ICONOPS, and capabilities documents.

Representative cyber threats should be
developed based upon STARs,
Cybersecurity CONOPS and cyber
attack scenarios developed by
vulnerability assessment teams and
approved by appropriate authoritative
source.

Example Metrics and Measures

ITT will develop measures in collaboration with other program
stakeholders.

Critical Missions may be derived from CONOPS, Capabilities
Documents, PPP, etc.

Interoperability metrics and measures should be derived from the
NR-KPP. Metrics include:

- Support to military operations

- Enter and be managed in the network

- Exchange information

- Support net-centric military operations.

Cyber Kill Chain Metrics and measures may be derived from
Cybersecurity CONOPS, Program technical documentation etc.
Example metrics follow:

# and % Resources properly configured (Configuration, STIG for
example, varies by resource)

# and % reconnaissance attempts stopped at network
perimeter/deflected

# and % attack deliveries stopped at network perimeter/deflected
# and % exploits stopped before execution

# and % attempted intrusions stopped at network
perimeter/deflected

# and % intrusions detected

Avg Length of time between intrusion/disruption and detection
Avg Length of time intrusion/disruption and restoration

# and % data exfiltrations detected

# and % data exfiltrations stopped

% mission-essential capabilities for which multiple instantiations
available

Integrity/Quality of restored data

% mission-essential datasets with multiple/independent external
data feeds

% mission-essential data stores with master copy (Backups)

Test Phase /
Data Source

Phase 4
Vulnerability
Assessment:
Team functions
as an adversary
Red Team)




Core Teams: Applying Evaluation
Framework to Programs

DEF Core Team
Small, focused group of T&E and program acquisition SMEs

Chief Developmental Tester, acquisition strategy SME, requirements
SME

Develop DEF by facilitated discussion

Decision support questions (DSQ) — T&E generated knowledge
needed to inform decisions

Developmental Evaluation Objectives (DEO) — system capabilities

Technical Measures (TM) — “inch deep-mile wide” quantification of
capabilities

@auu;‘ ‘
S

Cyber EF Core Team
Small, focused group of T&E, program cybersecurity SMEs
Chief Developmental Tester, cybersecurity SME, requirements SME
Tailor generic Cyber EF roadmap to program specifics

Draw metrics from PPP, Anti Tamper (ATP) and Supply Chain Risk
Management (SCRM) Plans, Risk Management Framework (RMF)



Summary & Way Ahead

DEF focuses system evaluation (in
mission context) to inform decisions

Cyber EF guides cybersecurity evaluation

Decisions

Evaluation

Way Ahead

DASD(DT&E) is ready, willing, able, and E
anxious to help your program succeed!

Contact us for your DEF and/or Cyber EF Core
Team

Test /| M&S

Resources § Schedule

20
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