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The Asymmetric Threat

e “Today’s global security environment is the most unpredictable | have
i seen in 40 years of service. Since the last National Military Strategy was

2015 published in 2011, global disorder has significantly increased while

- some of our comparative military advantage has begun to erode. We

now face multiple, simultaneous security challenges from traditional
state actors and transregional networks of sub-state groups — all taking

advantage of rapid technological change. Future conflicts will come

The United States Military’s

more rapidly, last longer, and take place on a much more technically

une 2015

challenging battlefield. They will have increasing implications to the
U.S. homeland.”

Gen Martin Dempsey, CJCS

“As the United States completes its transition in Afghanistan and looks
to the future, the international security environment remains uncertain
and complicated. The United States will likely face a broad array of .
threats and opportunities and must prepare to address both effectively DEFENSE
in the coming years... At the same time, the technology-enabled 21st i T Vi
century operational environment offers new tools for state and non- 2 0 71 4+
state adversaries such as terrorists to pursue asymmetric approaches, g
exploiting where we are weakest. In the coming years, countries such
as China will continue seeking to counter U.S. strengths using anti-
access and area-denial (A2/AD) approaches and by employing other
new cyber and space control technologies.
2014 QDR, 4 Mar 2014
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Total Budget Trends
(Including supplemental and OCO funding)
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Rebalancing for a broad spectrum of conflict.

Future conflicts could range from hybrid contingencies against non-state actors to high-end conflicts
against states armed with weapons of mass destruction and/or advanced anti-access and area-denial
capabilities. To address this diverse range of challenges, the U.S. military will broaden its capabilities
to the full spectrum of possible operations. While preserving hard-won expertise in counterinsurgency

and stability operations, the Joint Force must also be prepared to battle sophisticated adversaries
employing advanced warfighting capabilities, to include space and cyber capabilities. The Department

will sustain robust investments in science, technology, research, and development in areas most
critical to meeting future challenges or where there is greatest potential for game-changing advances.
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Envisioning the Future

“A good hockey player plays where the puck is. A great
hockey player plays where the puck is going to be.”
Wayne Gretzky

So... Where will be playing in the future?

It's not a game plan; it’'s an instinct —
Embedded in our culture...
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Locations of ongoing conflicts worldwide, May 2015
Major wars, 10,000+ deaths in current or past years
Wars, 1,000-9,999 deaths in current or past year
Minor conflicts, 100-999 deaths in current or past year
Skirmishes and clashes, fewer than 100 deaths in current or past yed

iy

From setting global norms to defeating terrorist threats and providing
humanitarian assistance, the United States collaborates with allies and partners to
accomplish a wide range of strategic, operational, and tactical goals. 2014 QDR
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World Economic Forum
Global Risk Assessment

The Changing Global Risks Landscape Overarchin g “Constellations”
Geopolitical Risks 2014 —==l® 2015
- e <R Interplay between geopolitics and
e G Global Risks 2015 Report s=m= | economics: The interconnections between
i gl T e geopolitics and economics are intensifying
= because states are making greater use of
- . e el economic tools, from regional integration and
Heiaglapes NP2 S ¢ trade treaties to protectionist policies and
| s e cross-border investments, to establish relative
% | > geopolitical power. This threatens to
E i1 i) undermine the logic of global economic
Likelihood 7 _i s‘“‘m““’gO’HM _COOper8_lti0n and potentially the entire
e N;O: m“ international rule-based system.
S i s Crearasmene ¢
Governance of emerging technologies: The
Categories o pace of technological change is faster than
& - : IR ever. _Dispiplines such as synt_hetic biology and
N artificial intelligence are creating new
) S e e “ = | fundamental capabilities... Atthe same time,
T ] they present hard-to-foresee risks. Oversight
@ Gocpoivcn mmm—— mechanisms need to more effectively balance
& . oSSR apr SRR | likely benefits and commercial demands with a
deeper consideration of ethical questions and
® crciogica medium to long-term risks.
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Strategic Trends and
Operational Environment

UADRENNIAL
DEFENSE
REVIEW

2 2014

Operational issues will be more complex
* Need to support multiple mission needs
« A2/AD
* Violent Extremism
« Territorial Disputes
U.S. military forces will be rebalanced.
* Rising importance of Asia/Pacific
Pressure for reductions in federal budgets
« will continue to increase; therefore, DoD cannot afford to
acquire capabilities exceeding military needs.
Unmanned technologies
« will continue to improve in many different capability areas.
* enemy systems will complicate operations
Cyber domain
« will be a conflict environment as readily as land, sea, or air
and space.
Pace of technology change
 Commercialization, information agility, collaboration

Adaptable, Expeditionary Forces To Meet An Unknown Future
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The Threat

« The Explosive Device itself:
« Conventional
 Improvised
« Chem/Bio /Nuclear

e Supporting technologies
 The “kill chain”

e The Environment
 Physical
e Land/Sea/Air / Underwater
e Desert/Jungle/Arctic
 Urban /Remote

e Cultural _
« Sensitive ? e
e Political

e Economic

Our national leaders can use e miltary Insrument of nabonal power across the confict
OntruT In 8 wide varisty of operations thatane commonly Charscterized 0 three goups as

e Tactical e —

 Permissive / Semi- / Non-permissive
e The full range of military ops (ROMO)

CEEWI 1t's more than the OOB
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An Ounce of Prevention

Irag 2003

49014 Iraq awash in military wespons - C8Monior.com

The Christian Science Monitor - CSMonitor.com

Iraq awash in military weapons

An attack on a US convoy Sunday highlights concem over Irag's 50 unsecured
arms depots.

By Dan Murphy. Special to The Christian Science Monitor / October 20, 2003
at 12:10 pm EDT

KARBALAIRAQ

A roadside attack on US mulitary convoy Sunday in Fallujah. Irag left an

American armored car and munitions truck buming wrecks. No one was
reported killed. but some Iragis nearby were cheering.

The Fallujah attack typifies one of an emerging series of threats apparent since
September due to the wide availability of guns and military ordnance here. The SO me o b servers s p ecu | ate th at muc h Of th e

result has been a steady supply of explosives to use against coalition soldiers,

maore Iraql vigilante justice. and a rise in local militia groups. mun |t| ons fO rcon StrU Ctl n g | EDS | n | raq m ay
One coalition official says that up to 50 major weapons sites across Iraq with h ave come fro m | ar g e I raq | m | I |tary

bombs, ammunition, and rifles in them are improperly secured and have . .
probably served as a source for the home-made bombs - improvised explosive (6] rd nance d ep (o) ] tS | (0] Oted by INsu rg en tS , or
devices (IEDs) in military parlance - that have become the single biggest

security threat o the coalition. from stockpiles scattered in secret locations
Soming o et o i i 0 throughout that country before the war.
) CRS Report for Congress RS 22330 Aug 2007

The most visible militias in recent weeks have been ones aligned to extremist
Shiite clerics. Shiite Muslims make up about 60 percent of Irag's people. and
were literally second-class citizens in Saddam Hussein's Iraq. At least seven
coalition soldiers - 5 of them Americans - have been killed in clashes with these

* Integration into the Joint Force?

The availability of weapons to ordinary Iragis, not just militias. is also a
concern. In May., Paul Bremer, the top coalition official here, decided to allow = = =

Iraqis to keep AK-47s. with the stipulation that they confine them to their home. [ ] J O I n t EX e r C I S eS an d D O Ct r I n e ?
But that provision has proven almost impossible to enforce, and gun-toting "
toughs are now a regular feature on the streets of most of Irag's cities.

"In my opinion, we'd be a lot better off if we didn't let people keep AK-47s in ° O p e r at I O n aI P I an n I n g ?

their homes." says Gen. Kadhem Abdul Khalik, the chief of police for Al-
Risafa district. which encompasses about half of Baghdad. *Under the old

regime, there were a lot fewer guns in private hands. and that made our job [ T h r e at aS S eS S m e n tS ?

easier and safer.”

B  SETOROr ol Yo e b P 200 1D p - g bl e . I E‘ H I N I ;
M
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Initiative, Innovation,
Expeditionary Culture

The expeditionary mind-set is... derived from discipline, training, and
an overwhelming need to accomplish the mission regardless of the
situation. An expeditionary force is built on several key principles:

» Solving problems with minimal support and broad guidance...

HEADQUARTERS
(COMBMED JONY TA3K FORCE TEVEN
Ly
AP AR ta2s

xu Adhua 03 .
_ Innovation
MEMORANDUM THRU Commander JCMEC, BG Steve Meckin
FOR Defense Intelligence Agency, Bolling AFB, Washington DC
Detens inellgene Staf, D1 8% Uniied Kingdom Misiatry o Delense
x SUBJECT: Iraq Theater of Operations [T} Cambined Explosive Explaitatian Cell . We will identify a third offsat P
FORWARD and READY: @ . stratogy thatputs the @
Now and in the Future S competitive advamntage
2 firmiy in the hands of
[l . American powerprojection
s onen overthe comingdecades.
o R et We must accelerate innovation
USMC throughout the Department..
Expeditionary Force 21, —
Mar 2014 The DON must provide emerging - ——
operational capabilities a clear o
andexpedient pathto the fleet &

We must reduce barriers and
promote a culture willing to
acceptnew concepts such as

s adaptive force packages,
unmanmed/auton omous _
Defense Innovation Initiative systems, non-lethal weapons, Task Force Innovation
" - . directed energy, and additive
Ordnance Identification oo e manufacturing. Unclassified -
Lab” —

60A-1-1-7
STILO c5
FMA/ FME \
JCMEC . Expediti “Knowledge Workers”
 Country Exploitation Teza . xpeditionary “Knowledge Workers
= * Agile and resilient

L

Global reachback

“CEXC” Combined Explotation Cell
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— US. ARMY

R ciree & Tl

Operators — Acquisition — Intel — Requirements — Resources - Technology
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HOUSE OF REPRESENTATIVES { v

NATIONAL DEFENSE AUTHORIZATION ACT
FOR FISCAL YEAR 2018

REPORT

oF T

COMMITTEE ON ARMED SERVICES
HOUSE OF REPRESENTATIVES

H.R. 1735

togethor with

DISZENTING VIE

Inciuding cost estimats of Uhe Congressisnal Tdget (s

oiiton of the Whalo Nose on the
ons and ardersd o be B

May 5, s

st of 18 U

and Ir

Achieve Affordable Programs Eliminate Unproductive Processes and Bureaucracy
" Continue to set and enforce affordability caps g chain of command
authority and accountability
Achieye Dominant Capabiliies While Controlling Lifecycle Costs * Reduce cycle fimes vihile ensuring sound investments
. - taff reviews
+ Anticipate and plan for responsive und =mergmg mmalshy - Remove unproductive requirements imposed on industry
building stronger of
and inteligence communitics Promote Effective Competition
* Institutionalize stronger DoD level Long Range R&D ProgramPlans = Create and maintain comptitive environments
. i the p lifecycle « Improve DoD outreach for technology and products from
global markets
Incentivize Productivity in Industry and Government = Increase small business participation, including more
* Align profitability more tightly with Department goals effective use of market research
+ Emplo iate contract types, but increase the use of
m'crfm%:?;'f);eam niracta | PeS Improve Tradecraft in Acquisition of Services
*  Expand the superior supplier incentive program = Strengthen contract management outside the normal
+  Ensure effective use of Performance-Based Logistics acqwsmon chain - installations, etc.
+ Remove barrers to commercialtechnology wilization *  Improve requirements definition for services
+ Improve th - Impmve the effectiveness and productivity of contracted
*+  Increase the productivity of r:urpor.sle IRAIJ engineering and technical services

Improve the Professionaismof the Total Acquisition Workforce
Establish higher standards for key leadership positions
Establish stronger professional quakfication requirements
for all acquisition specialties.

Incentivize Innovation in Industry and Government
- Inoroase the use of protolyping and experamentation
. insertion
+ Use Modular Open Systems Architecture to snmmare imnovation
+ Increase the return on and access to small nd
development

+ Provide draft echnical requirements (o industry arly and involve
industry in funded concept del

+ Provide clear and objective “best valus" definitions to industry

Ensum program leadership is technically
ied to manage R8D activiti

improve our leadsrs” abilty o understand and mitigate

technical risk

Increase DoD support for STEM education

Continue Strengthening Qur Culture of:
Cost Consciousness, Professionalism, and Technical Excellence

OFFICE OF THE UNDER SECRETARY OF DEFENSE
(COMFTROLLER)
CHIEF FINANCIAL OFFICER

UNITED STATES DEPARTMENT OF DEFENSE
FISCAL YEAR 2016 BUDGET REQUEST

OVERVIEW

FEBRUARY 2015

Open, Honest, and Complete Communication Across all Levels
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Balancing
pability, Capacity, & Readiness

+ et the Requirements Right

* Make Every Dollar Count

* Perform to Plan

* Mind a Healthy Industrial base

Rebuild our Acquisition Workforce Honoramis san Stscusy
AEN RDA

Better Buying Power 3.0
g/ Achieving Dominant Capabilities through Technical Excellence and Innovati We have equipped the Navy and Marine Corps with the most capable warfare
| A e o tfrdabilty cans s i L o esonsiy, systems in the world... The issue is affordability — acquisition costs are rising
M“mpmmmmm';m.:; : mmﬁ;mﬁm;mm%:f fasterthan our topline. Simply put, without deliberate, sustained action 1o

bl g onger gt s o Promots Effactiv Compattion reverse this trend, we pur the future art risk.

* Institutionalize stronger DoD level Long Range R&D Program Plans = Create and maintain competitive environments

*  Strengthen cybersecurity throughour the product Iifecycle « Improve DoD outreach for technology and products from
et it global markete Hon Sean Stackley, Now 2003
Incentivize Productivity in Industry and + Increase smal business participation. including mere
+ Align profitability more tightly with Department goals effective use of market research
+ Employ appropriate contract types, but increase the use of
incentive type contracts Improvs Tradscraft in Acquisition of Services
Expand the superior supplier incentive program Strengthen contract management outside the normal E
Ensure effective use of Performance-Based Logistics acquisition chain — installations, etc.
+  Remove barriers to commercial technology utilization * Improve requirements definition for services
Improve the return on investment in DoD laboratories: = Improve the elfecnveness and productivity of contracted
Increase the productivity of corparate IRAD engineering and technical services.
Incentivize Innovation in Industry and Government Improvs the Professionalsmof the Total Acquisition Workforce
Tncraselhe s of rotolyping and experimentation Establish higher standards for key leadership positions
insertion * Establish stronger professional qualification requirements

Use Modular Open Systems Architecture to snmmaw innovation for all acquisition specialties
an

Increase the return on and access to small
development

Ensure development program leadership is technically

. qualified to manage R&D activities
ﬁ.m;?fﬂ.’.aff.[..‘.& ;’:1“&2?.‘2,;‘.“ lirements to industry early and involve Improve our leaders’ ability to understand and mitigate

Provide clear and objective “best value” definiions to industry :ﬁi‘g;:‘é‘;fnsuppmmSTEMed"cmm “ P e rfO r m tO P I an ’,

Continue Strengthening Our Culture of:
Cost Consciousness, Professionalism, and Technical Excellence
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The specifics matter less than our ability to rapidly adapt...

i { ] Michacl Noltradamus

PREFACE

In Designing our future force, we will:

*  Prioritize affordabiliy inevery aspect of our
acquisition process by controlling costs
throughout the system lifecycle. Forexample,
we will expand Open Systems Architecture
initiatives to improve the use of intellectual
properly andincrease compeitition. Thiswill
drive down total ownership costs, improve

ROPHECIES,

e :?.‘;.-....'J..'G'-.,"' R warfighting capability, and lead to sustainable
g d ke e ¥ i future programs.
-hmj:__rr:ﬁr:::::u;f +  Collaborate withourindustry partners to

o Kok by il e e T, i b s ) design interoperable and adaptable platforms

' 1 that can rapidly piug in new sensor,

information, logistic, andweapon payloads.
Moduarity will define ourfuture force,

*  Pian andbalance acquisitions and
maintenance strategies to ensure the viability
of the industrial base.

MDA, RoDOTICS
7 Agrll 2015

We may not know, but we need to be prepared.

Initiative, Innovation, Expeditionary Culture,
Competence, and Relationships
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The “Black Swan” Syndrome

Cognitive biases create false expectations of predictability.
Acknowledging uncertainty may allow us to adapt better to unforeseen events.

THE

BLACK SWAN

he Impact of the
HICGHLY IMPROBABLE

Nassim Nicholas Taleb

+  “Black Swans”: large-impact, impossible to
predict, and rare event beyond the realm of
normal expectations

— 9/11, Google, internet bubble

*  “Outside context problem™: Problem outside
a given groups experience, with an
immediate, ubiquitous and lasting impact
upon it

— Perry’s Black Ships arriving in Japan

“Accelerating change” increase in rate of
technological/ cultural/social progress in
history (contrast to linear view) THE WHOLE

— Accumulation of knowledge, access to knowledge and
lowering of transactional barriers to knowledge

1}

“Addressing Asymmetric Threat Challenges
and the Fiscal Environment”

The improbable, high
Impact, unforeseen
occurrence:

INTER

Global EOD Symposium
28 Jul 2015
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The future will not be like today. As we look ahead, we see a world of increasing
instability and conflict... Failed states or those that can not adequately govern
their territory can become safe havens for terrorist, insurgent and criminal
groups that threaten the U.S. and our allies... (former) Secretary of Defense
Robert Gates described this resulting hybrid warfare as the “lethality of state
conflict with the fanatical and protracted fervor of irregular warfare, where
Microsoft coexists with machetes, and stealth is met by suicide bombers.” This

is the world in which we will live....this is where we will operate!
Commandant’s Planning Guidance 2010

“Potential adversaries... compensate for U.S. conventional military superiority
by developing asymmetric approaches and capabilities.”
SECDEF Transformation Planning Guidance, Apr 2003

“As the United States completes its transition in Afghanistan and looks to the
future, the international security environment remains uncertain and
complicated. The United States will likely face a broad array of threats and
opportunities and must prepare to address both effectively in the coming
years... At the same time, the technology-enabled 21st century operational
environment offers new tools for state and non-state adversaries such as
terrorists to pursue asymmetric approaches, exploiting where we are weakest.
In the coming years, countries such as China will continue seeking to counter
U.S. strengths using anti-access and area-denial (A2/AD) approaches and by
employing other new cyber and space control technologies.

2014 QDR, 4 Mar 2014
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