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Discussion Topics

Why Shift Left?
Relationship of SE-DT Roles

Developmental Evaluation Framework (DEF)
Concept
Examples



How Do We Solve These?

Between FY97 and FY13, only 75 of 135 programs (56%) met
their reliability thresholds at IOT&E even though too many
programs optimize test strategies to deliver data/performance

at IOT&E

Fielded systems continue to experience interoperability issues
and cybersecurity vulnerabilities

Too many acquisition programs conduct significant and critical
DT&E activities after the production decision
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DT and SE Role in<Shift L eft
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What Information is Needed When
and How to Get It
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Initial focus areas:

§ystems .
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Chief Developmental Tester’s Role

in conjunction with

Systems Engineering

 Testing and Engineering can make the ‘miracle’ happen!
CDTs and SEs, together with their staffs must:

— Work to get the mission aspects into the specifications
— Ensure the derived specs:

— Represent the impact of the mission and its environment
— Are verifiable in a mission based environment

If the technical requirements and specs are informed by the
mission, then verifying the technical requirements and
specs is doing testing in a mission context!




DEF: Articulating the DT&E Strategy &4

Articulate a logical evaluation
strategy that informs decisions

How acquisition, programmatic,
technical and operational
decisions will be informed by
evaluation

How system will be evaluated to
generate the knowledge needed
to inform decisions

_ Test / M&S
How test and M&S events will /

provide data for evaluation

What resources are required to
execute test, conduct o
evaluation, and inform decisions Resources | Schedule

DT&E story thread: decision — evaluation — test — resources



Decision Support with an
Evaluation Focus
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EXAMPLES

LRPF: Long Range Precision Fires
MS-A TEMP, improving requirements

CH-47: Improved Cargo Helicopter
MS-B TEMP, validating ECP content

DCGS-A: Distributed Common Ground System — Army
MAIS, providing benefits for cost/benefit analysis
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Example — Long Range
Precision Fires

, Max Range of Tube Artillery Max Range of GMLRS LRPF Range
ﬁ (up to 40 km) (up to 84 km) (300 + km)

< E =

Missile Launch Pod Container
(MLPC)

Provide responsive fire at extended ranges during full spectrum Joint operations, under all weather
and/or time sensitive conditions, 24/7, in order to destroy tactical to strategic targets and provide
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support for decentralized operations over wide areas.




LRPF DEF

Decisions & DSQs

Developmental F F“ght TeSt ReadlneSS :I/iillect

Evaluation System Requirements / Measures

Objectives Component Component performance ystem

performance ormance

Safety-related performance
Launcher integration

Functional evaluation
areas

Technical

DEO/Capabilities

Performance = PDR _ ighttest
Design performance ponent est
e Requi t/RFP updat e
Missile equiremen update

MS-B/Downselect
System performance

Launcher integration

Interoperability
Launcher/missile interface
C2 compatability

GPS Requirements/Technical Measures

Cybersecurity TRD sub-capabilities
System/SW assurance

Risk Management Framework | |
Vulnerability Assessment | | |
Test events / Data sources (TBD)

Reliability —
Reliability Contractor test, Ctr/govt test, M&S, __|
Maintainability analysis, CDRLs, flight test —]
Environmental conditions
Safety

Source: Technical Requirements Document (TRD)

Environmental Conditions (3.3.6 Natural & induced environments 15

Safety 3.3.10 Flight Safety




Example — Improved Cargo
Helicopter (CH-47F)

Army’s Improved Cargo Helicopter, providing Combat Support and Combat
Service Support to forward deployed units of all services. Replacement for
the Army’s aging CH-47D fleet, incorporating product improvements to
address operational test findings, to respond to operational needs identified
during combat operations, and to accommodate component obsolescence
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CH-47 DEF
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Example — Distributed Common
Ground System — Army (DCGS-A)
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' UNCLASSIFIED

Army’s system for Intelligence, Surveillance and Reconnaissance (ISR) tasking of sensors, processing of data,
exploitation of data, and dissemination of data (TPED), information and intelligence. DCGS-A will operate across all

echelons (from the Company-level Intelligence Support Team (ColST) to the Army Service Component Command
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(ASCC)), all security and network domains (Unclassified, Secret, Top Secret (Joint Worldwide Intelligence



DCGS-A DEF
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Performance
Infrastructure
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Support to targeting
ISR Synchronization
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Ground Station Capability

Interoperability
Interoperability
Intra-operability

Cybersecurity

System/SW assurance

Risk Management Framework

Vulnerability Assessment

Reliability
Usability
Suitability
Training

Package (RDP) draft

Requirements/Technical Measures

Infrastructure Application
Development Integration

I
moder
«

Decisions & DSQs

Contract Award
Infrastructure meet technical capability requirements?
Ability to integrate existing applications?

Release 2 Capability Drop Definition
Benefit of modernization/emerging capability options?

Release 1 Fielding Decision
Infrastructure capabilities meet technical requirements
No loss of Inc-1 capabilities?
Infrastructure expandable/scalable?

Release 2 Fielding Decision
Modernized capabilities performing sufficient to field?
Capabilities to be included in future releases/incremer

Test events / Data sources (TBD)

TBD (evaluation info needs defined)

| | | |

RDP paragraph content
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Summary

DEF has identified potential DT-SE collaboration to
build better warfighter systems
DT-generated knowledge helping SE
Requirements refinement
Informing early SE-based decisions
SE-generated knowledge helping DT
Define technical capabilities and measures
Define Critical Technical Parameters

Way Ahead: Define collaboration opportunities &
document in SEP & TEMP guidance
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It’'s no miracle...

Decision Quality

Knowledge

..doing the right things, at the right tjme (SE).

...having the right information, at the right time (DT).




BACK-UP
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Plan the Evaluation & Inform the Decisions

SE, DT&E, and DoDI 5000.02

“most important single decision point
in the entire life cycle...sets in motion
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DT-generated knowledge as SE-assist
Improving Requirements

Requirements  Developmental RFP
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DT-generated knowledge as SE-assist
Inform the Decisions

“most important single decision point

in the entire life cycle...sets in motion
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A O A OO

. L
Requirements  Developmental BFP™

: Technology : . . :
oD Matenel . Maturatio Risk Engineering & Manufacturing Producﬂlon and 08&S
Solution Analysis Reddetio Development Deployment

or)
Uk TEMP ITEMP TEMP
Needs /\DT%é\

N

| | ) L b
Critical Data Needs > :

-

Develop the Evaluation Develophietital Evalugiion-Framework . Developmental
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Critical Data neede_d to « Are We Building the System Right? _ docu_ments the
support key Technical, information needed to

Programmatic, and inform key Technical,
Acquisition Decisions Programmatic and
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SE-generated knowledge as DT-assist
Building the DEF: Defining information needs

ldentify key decisions
& Information needs

|dentify programmatic,
acquisition, technical,
or operational
decisions (PM, PEO,
AT&L) throughout
acquisition strategy
Articulate essence of
decision being made
Determine DT&E
Information needed
to support decision-
making in form of
Decision Support
Questions (DSQ)

Decisions Supported

Developmental .
p . System Requirements and T&E Decision #1 Decision #2 Decision #3 Decision #4
Evaluation
Lo Measures
Objectives
DSQ #1 [psq#2 DSQ #3 [psq#4 [psq#5 DSQ #6 DSQ #7 [psqis
Functional evaluation Identify major decision points for which testing and evaluation phases, activity and events will provide decision supporting information.
areas Technical Cells contain description of data source to be used for evaluation information, for example:
1) Test event or phase (e.g. CDTL....)
» Reqmis 2) M&S event or scenario
System capability  |Document 3) Description of data needed to support decision
categories Reference |Description 4) Other logical data source description
Performance
3xx5 Technical Measure #1 DT#1
Performance M&S#2 DT#4 M&S#2
Capability #1 3xx6 Technical Measure #2 M&SHL T3 DT#4 M&S#H2
3xx7 Technical Measure #3
Performance DT#3 IT#1
Capability #2 3xx8 Technical Measure #4 M&SH4 T
Interoperability
. 3xxl Technical Measure #1
Interoperability DT#3 DT#4
Capability #3 3xx2 Technical Measure #2 T#2 M&SH4 DT
. 3xx3 Technical Measure #3
Interoperability IT#2 IT#1 M&S#2
Capability #4 3xx4 Technical Measure #4
IT#1 DT#3
Cybersecurity
PPP3xx  |SW Assurance Measure #1
SWiSystem Assurance SW Dev Assess SW Dev Asses| SW Dev Assess
RMF RMF Contol Measure #1 Cont Assess ContAssess |ContAssess |ContAssess
i Vul Assess Measure #1
Vulnerability Assess Blue Team Blue Team
Interop/Exploitable Vuln, Vul Assess Measure #2 Red Team Red Team
Reliability
4xx1 Technical Measure #11
M-demo#1 IT#5
ReliabiliyCap#1 ~ |4Xx2 |Technical Measure #12 M-demo#1 2 s
4xx3 Technical Measure #13 42
M-demo#2
Reliabiity Cap#2 ~ |4x*4  |Technical Measure #14 M-demo#2 2
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SE-generated knowledge as DT-assist

Building the DEF: Defining system capabilities

Develop Developmental
Evaluation Objectives
(DEO)

System technical
capabilities

Binned into Functional
Evaluation Areas
(performance,
interoperability,
cybersecurity, reliability)

Suggested starting
point: major SRD
paragraph headings

Expand or contract to
generate top-level
listing of technical
capabilities

Decisions Supported

Developmental .
P . SystemRequirements and T&E Decision #1 Decision £2 Decision £ Decision #4
Evaluation
Objectives Measures
DsQ#  [psa#2  [psa#3  [psos4  |Dsa DS % DSQ#  [Dsa:
| Functional Idertify major decision points for which testing and evaluation phases, activity and eventswill provide decision supporting infomation.
evaluation areas Technical Cells contain description of data source to be used for evalustion information, for example:
Reamt 1) Test event or phase fe.g. COT1...)
; eqms 2) M&S eve tor scenario
Systemcapabilty Document 3) Description of data nee ded o support decision
categories Reference  (Description 4) Other logical data source description
Performance
3xx5 Technical  easure #1 DTH _
Perfommance W &3#2 OT# M&S#2
Capability#1 Jxx Technical Measure #2 MESH 0T DTAL M&S#
Jad Technical ll easure #3 _
Perfommance DT#3 T#1
Capability2 3xxd Technical l easure #4 MaS24 .
Interoperability
- Jaxt Technical  easure #1 _ _
Interoperability DT#3 DT#
Capability#3 Jax2 Technical Measure #2 IEY MaSE DT
- 3xx3 Technical Measure #3
Interoperability 42 T#1 M&S#2
Capability#4 Jand Technical l easure #£ _
m# DT#3
Cybersecurity
: 3 SW Assurance Meas
SIS stem Assrancs P 04 | S Assirance feasure & S Dev Assess S Dev Asses|SW Dev Assess
RMF RIF Conioll easure #1 Cont Assess Cont Assess |Cont Assess |Cont Assess
T Vul Assess Measure #1
Vulnerabilty Assess ™~ BlueTeam Btk Team
Eynlni Vul Assess I easure #2 T
Imerup.EprunatIe\.fulnI s Red Team Red Team
Reliability
4xxd Technical Measure #11
Idemo#i T#5
ReliabiiyCap#1 |22 |Technical Measure #12 M -demo#t % I
433 Technical Measure #13 5
M-demo#? 2
ReliabiiyCap#2 ||t |Technical Measure #14 M-demox2 T 27




SE-generated knowledge as DT-assist
Building the DEF: Defining technical measures

Decisions Supported

Determ | ne approp”ate De:f:;l:::“zatal SystemRequirements and T&E Decision #1 Decision £2 Decision £ Decison #4

Measures

! Objectives
Ievel or deta” fOI’ measures ) DSQ#1  |DsQ#  [Dso#  [psa#  [DsQ#%  [DSQ%  [DsQ#  [DsQ#
Functional |Ide ntify major decision points for which testing and evaluation phases, activity and eventswill provide decision supporting infomation.
. 0 evahiaionareas” | T (Cells contain e scription of data source to be used for evaluation information, for example:
Quantify “inch-deep & e YTeseertorpras g, COT
. . ” Systemcapabilty  ||Document [ las evereorscenario
_ 3) Description of data nee ded to support decision
mile-wide” measures  |Gepe |seseee e e
. Performance
NOt ]USt KP P/KSA/CTPS Ixnd Technical Il easure #1 DT . _ N
Perfommance W &3#2 OT# M&S#2
. Capability#1 3xxb Technical Measure #2 2
Depending upon number I i I
. Perbmance Jaxd Technical Measure #3 - T
of tech requirements: it (o8 Treomiann - »
H Interoperability
TeChn|Ca| measures ieroperabiiy £} 4 Technical Measure #1 - -
SRD Sub_paragraph Capability#3 302 Technical M easurs #2 M MRSk -
1 H Jxx3 Technical Meas #Q
(blnnlng of several iteroperabilty e el lfeesie ) mé1 Ngs#2
Capability#4 Jand Technical Measure #4 B
related measures) - i DTS
Cybersecurity
1 i - 3xx  |SWAssurance Measure #
DOORS hlerarChy-CUt SWiS stem Assurance e e e SW Dev Assess SW Dev Assas|SW Dev Assess
Bi . f lated RIF RUF Conio!Measure #1 ContAssess Cont Assess |Cont Assess |Cont Assess
INNINg OT1 relate P ———
g Vilerabily Assess Vil Assess Measure #1 Bie Teaan Bke Teaan
measures iterop/Exphitable Vil Vul Assess Measure #2 Red Team Red Team
Reliability
4xxd Technical Measure #11 S s
-dem 5
ReliabiityCap#1 |2 |Technical Measure #12 M -demo#t % I
4xx3 Technical Measure #13 oot T
ReliabiityCaps2  ||*x4  |Technical Measure #14 M-demox2 T 28




SE-generated knowledge as DT-assist
Building the DEF: Defining the important measures

Decisions Supported
. . . Developmental . g . g g
H |g h | |g ht Im p 9) r‘t an t Evaluation SystemRequirements and T&E Decision #1 Decision £2 Decision £ Decision #4
. Measures
. Objectives
technical measures ) DsQfl _ [Dsa%2  [Dsa#s  [Dsa%  [Dsa% Do |DsaE  JDsa®
Functional Idertify major decision points for which testing and evaluation phases, activity and eventswill provide decision supporting infomation.
for ad d iti O n al evaluation areas Technical Cells contain description of data source to be used for evalustion information, for example:
o 1) Test event or phase fe.g. COTA...)
. . 2) M&S event or scenario
ev al u atl on Systemcapabilty Document 3) Description of data nee ded o support decision
categories Reference  (Description 4) Other logical data source description
h . Performance
e m p aS I S 3xx5 Technical Measure #1 DT -
Perfommance W &3#2 OT# M&S#2
ilitv Ty Techni Qe 9 N
Capability#1 138 echinical Measurs #2 MESH 0T DTAL M8S#2
. 3xxd Technical Measure #3
DeS|gnate (bold & Perfomance - DA T
i Capability#2 Jxaxd Technical Measure #4 MASE
asterisk) . L
Interoperability
KP P/KSA/CTF) - Jaxd Technical M easure #1 B B
- Interoperability DT#3 DT#
Capability#3 Jxx2 Technical Measure #2 5 ’
’ #2 18544 T
related measures L
- 3xx3 Technical Measure #3
Interoperability 42 T#1 M&S#2
Capability#4 Jand Technical l easure #£ _
m# DT#3
Cybersecurity
; 3 SWAssurance Meas
SIS stem Assrance [PPP 3% |SWAssirance feasure & S Dev Assess S Dev Asses|SW Dev Assess
RUF RIF Conioll easure #1 Cont Assess Cont Assess |Cont Assess |C ont Assess
T Reeace Vul Assess Measure #1
Vulerabilty Assess ™~ BlueTeam Btk Team
Eynlni Vul Assess I easure #2 T
Interop/Exploitable Vuln. s Red Team Red Team
Reliability
4xxd Technical Measure #11
I-demo#1 MT#5
ReliabiityCapt  |D02  |Technical Measure #12 M -demo#t % I
433 Technical Measure #13 5
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