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A KEY CHALLENGE

Using Publicly Available Information
(Physical or Virtual)
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Impact on Military Operations

L
Early Scope +World Wide Web  + Social Media
TV/Radio/Journals

Social Media Analysis, Event
Detection, Sentiment, Threat C2

Network Identity—Who is it?

FExperts Admit James Foley Beheading Fake
Forensics
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Television Speech-to-Text Translation
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Range of Threat Actors

« Near-Peer States

= Regional States

= Failing States

« Non-State

= Transnational Groups

= Insurgent/
Guerrifia / Militia

* Proxies

« Terrorists

« Criminal Groups
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Widespread Potential

Humanitorian Crises,
Governance Crisesis

Terrorist
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Global Conditions
Proliferation of Arms, WMD, Cyber Threats
Uneven Economic Recovery
Humanitarian/Natural Disaster,
Demographics, Technology, Resource
Scarcity, Energy, Environment

Leveraging Public Information to

Protect National Security

Key Issues:

* Data Companies Relooking Business Case —
Sharing with the U.S. Govt

* OPSEC Approach for Virtual Footprint —
If We Can See Them, They Can See Us

* Revealing Sources and Methods —
Must Protect Our Advantage

* Building Stove-piped, Duplicative
Capabilities — $55 Affordability

e Because it’s “On the Internet” Does Not
Make it True — Deception

Readiness for the Current and Emerging 7Threats---.Our Responsibility
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