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Cybersecurity is EVERYONE’s Job 
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Recent paper 
published in INCOSE 
Insight Journal, July 
2016 
Volume 19 / ISSUE 2 

Integrating cybersecurity into the SE process is critical to 
ensuring a secure design 
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SYSTEM SECURITY ENGINEERING 

Program Protection and Secure Systems is executed through SSE (Reed 2015) 

Systems Engineering Approach to Cybersecurity is What is Needed 
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INCOSE SSE/SE Roles & Responsibilities 
Framework - Origins 

• Nejib/Beyer paper on agile security July 2014, 
INCOSE Insight Journal 

• Suggested project during INCOSE IS 2014 SSE 
working group session 

• Timely with new SSE guidance and documents 
coming out from NIST and OSD (SE) 
– New specialty SSE section in upcoming INCOSE SE 

Handbook v4 

• Need an easy reference responsibility framework 
to map out relationship between SSE/SE 
– Understandable by both SEs and SSEs  
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Approach 
• Research applicable published Standards and Guidance  

– NIST 800-160 

– ISO 15288 

– INCOSE SE Handbook 

• Work focused on taking SSE activities, tasks and 
deliverables/artifacts and developing framework that 
can be used across domains and clearly defines critical 
artifact roles and & responsibilities within SSE and SE 

• Make it clear to SEs how to integrate SSE products into 
related SE products and the value in doing so to 
manage overall program/system design and risk 

 
 The systems security engineering discipline provides the security perspective to the 

systems engineering processes, activities, tasks, products, and artifacts, with emphasis on 
system security risk management.  10/27/2016 5 

These all had major updates mid 2015 
and 2016 
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Project Goals 

• Integrate artifact roles & responsibilities 
framework into new INCOSE specialty 
engineering section on SSE – Chapter 10 

• Develop framework so that it can easily be 
adopted into NIST SP 800-160  

Who is responsible for system security engineering? 
Describe the linkage between system security engineering and the Systems Engineering Plan.  
How will system security design considerations be addressed? 

From DoD 5000 Program Protection Plan 
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Progress to Date 
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INCOSE SE Handbook & NIST SP 800-160 organized by  
Processes and associated Activities and Tasks 
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Security Built into DoD Acquisition Lifecycle 

Cyber security activities integrated across the system acquisition lifecycle (DISA 2014) 
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NIST 800-160 broken down by 
ISO 15288:2015/INCOSE SE 
processes – expressed in security 
activities and tasks 
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Realizes the security aspects of all system elements 
The resultant system element satisfies the security architectural design 
requirements and satisfies security requirements, architecture and 
design 

• Prepare for the security aspects of implementation 
• Perform the security aspects of implementation 
• Manage results of the security aspects of implementation 

Security aspects of implementation strategy are developed 
Security aspects of implementation that constrain the requirements, architecture or 
design are identified 
Security-relevant or security-informed system element is realized 
System elements are securely packaged and stored 
Enabling systems or services needed for the security aspects of implementation are 
available 
Traceability of the security aspects of the implemented system elements is established 
 

GOAL 

ACTIVITIES 

OUTCOMES 

ROLES 

INPUTS 

SSE (process owner), IA/CS engineer - SE, HW Engr, S/W Engr, Supply 
Chain/logistics (contributors)   

Security relevant trade space of cost, capability and assurance(h/w, s/w, 
firmware, services) 
Supplier agreements, legislation and organizational policy 
Security architecture and security design 

Implementation 

Prepare for the 
security aspects 
of 
implementation 

Perform… 

Manage… 
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NIST 800-160 SSE – ISO/INCOSE SE Mapping 

Initial Mapping done by Ken Kepchar, INCOSE SSE WG Co-Chair  
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Legend: 
O – Process Outcome 
I – Input to Process 
 
H/W – hardware engr 
S/W – software engr 
SE – system engr 
SSE – sys security engr 
IA/CS – Info 
assurance/cybersecurity 
IT/SA – IT/sys admin 
SC- supply chain/logistics 
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