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HUMAN-SYSTEM FUNCTION ALLOCATION 

 Note that we have not specified the 

human or machine components in 

this depiction of closed-loop 

control, only the functional 

requirements 

 induction and deduction 

 internal representation 

(simulation) 

 estimates of missing parameters 

S R 

Ref: Emergent Failure Modes and What to Do about Them, Steve Harris & Jen Narkevicius, 26th Annual INCOSE International Symposium (IS 2016) Edinburgh, Scotland, UK, July 18-21, 2016 
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COMPLEXITY AND CONTROL 
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MODEL OF USER-DEVICE 
INTERACTION* 
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Display 
Help user gain 
situation 
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Events, 
incidents 
and alerts Ways users organize their 

thinking about the system 
under control. 

Decision 
support 

Help user understand 
what the options 
are for action. 

*After diagram by Robert A North, PhD, Human-Centered Strategies, LLC, based on FDA UPCARE model 
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REQUIREMENT: DESIGN A CYBORG 
 
 Implied goal of Human-System 

Integration (HSI)  

 More than the sum of its parts 

(hence × not +) 

 Emergent capabilities 

 A new entity 

 



 Model of User-Device Interaction 
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System Goals  
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INTELLIGENT CONTROL 
THEORY CONFRONTS THE 
EFM PROBLEM 
• Intelligence is required/demonstrated when 

the internal representation (model, 

simulation) has more parameters than 

observables 
• Something is required to identify and estimate 

the parameters 

• Missing parameters are not deducible from 

sense data 

• There is no single “correct” solution – this is 

currently the only viable answer 

• Theory of simulation meets the need for a 

theory of internal representation 

• Graph theory is the mathematical 

formalism  



ASSURING HUMAN CONTROL AUTHORITY 

• Analysis shows EFM are unpredictable and nearly inevitable in 

complex systems (including SOA/SoS)  

• We must design systems so human and machine components can 

work together as seen in both experience and policy 

• We set out to identify the necessary, if not minimum necessary, and 

sufficient features of systems to meet the DODDIR requirement  

• Solutions will arise from focusing on representing where the human –  

machine entity is, relative to its goal 

• Apportioning control processes to human and machine components to exploit 

human strengths to detect, diagnose and redress emergent failures  

• Assure that proposed system design conforms to Intelligent Control Theory 

process architecture 


