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Model-Based System Assurance

• A workshop focused on 
identifying and prioritizing 
appropriate research 
questions related to next 
generation system 
assurance, i.e. 
Model-Based System 
Assurance (MBSA)

―relevancy from a 
practitioners’ perspective, 

―and uniqueness and rigor 
from a research and 
academic perspective
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Is My System Cyber-Resilient?

FlexibilityDependability
and Security

Resilience
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Security at Design Time

1. To evaluate security for a system with cyber elements, we must
holistically evaluate the system, the threat(s), and the protection (i.e.,
the security design pattern(s)) as a single ecosystem.

2. Resilience is best understood as a non-functional property that
emerges from the dynamics across interdependent elements in an
ecosystem. A single system perspective or a strictly topological
perspective will be insufficient.

Executable, contextual, and analyzable representation of 
“Did our ‘designing-in’ for Resilience 

indeed preserve mission-critical functionality in the face of the threat(s)?”
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Systems and Future Needs

Traditional Systems Engineering (SE) lacks external context inclusion in design selection M&S.

How can we ‘design-in’ Resilience at an earlier stages in the SE process?

Cyber-Physical systems are a good model.

Systems are increasingly  …

That are interdependent and 
independent

Logical and spatial in scale

Comprised of heterogeneous 
elements

Cyber-ized

New 
capabilities

New threats

Context
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Order and Form

structure

Simple

Complicated

behavior

Ordered

Predictable

Complex

Somewhat predictable

Chaotic

Unpredictable

Dependent

No dynamic couplings

Interdependent & Independent

Higher-order dynamic structures

Independent

Identical mutual information 

across parts

complexity

HIERARCHY HETERARCHY ANARCHY

Structure and function are intrinsically linked.
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System-Theoretic Accident Model 
and Processes (STAMP)

• Reductionist View 

―Divide system into components 

―Assume system faults & failures are caused by component faults & failures 

― Identify chains of directly related physical or logical component failures that can lead 
to a loss (fault trees, event trees, attack trees,…)

―Evaluate vulnerability or reliability of components separately and later combine 
analysis results into a system vulnerability or reliability value

• System Theoretic View

―Safety and security are emergent properties of the 
structure, function, and behaviors of a complex system

―Safety and security are assured by controlling emergent 
properties (e.g., enforcing constraints) from individual 
components and interactions

―View safety and security as a control structure 

• Goal: Design an effective control structure that eliminates 
or reduces adverse events

Nancy-Leveson_STAMP-Intro-2017.pdf
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Where Does This Leave Us?

Designing-in Resilience therefore requires both bringing in the context  and 

elucidating structure-function relationships to behavior. 

Order 
and 

Form

Defense systems of the future will tend toward 
‘Ordered Complexity’.

Behavior not fully revealed via decomposition.

Resilience

Is contextual and emergent.

A System-only view is insufficient to understand 
and evaluate Resilience.

Assurance

Cannot be explicitly determined up front.

Is a measure of functional preservation by a 
control structure.
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SERC System-Aware Cyber-Security
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Where to Start? 
– Think executable functional model of the ecosystem

• Extract system functional information

― Directed Acyclic Graph

System 

Function

Sensing

Signaling

System 

Function

System

Control

System 

Function

Control 

Parameters

Threat

Disrupts 

Parameters

Threat

Disrupts 

Signaling

Parameter 

Diversification

Authentication Redundant 

Signaling

• Extract relationships between threat 
vectors and functional assets

― Attack vectors captured in an attack tree 

― Semantic mapping of attack vector 
descriptors to targeted assets

• Extract a semantic mapping of Blue design 
patterns to:

― Their functional capabilities 

― Assets they require to achieve capabilities 

― Critical functions/assets they will protect 

― Specific threat capabilities and/or threat 
assets they are designed to detect or counter 
through direct connective action 
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Resilience comes at a Cost

Reduce your space –
SME-guided analysis of system functions, attack 
vulnerabilities, and protection methods.

Protection methods serve as defense design 
patterns.

Create a “library” of security design 
patterns and associated threats.

• Prioritize threats and security 
implementations via decision tool.

• Perform trades on effectiveness, 
ease, and “cost” parameters.

• Narrow down threat and security 
implementation spaces.
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SysML for Test Framework

• Forces Test and SE teams to get 
specific

―Captures test knowledge

―Provides leadership with clear and 
comprehensive vision of how system will 
be integrated (and tested),

• It’s integrated with the design 
model

―The T&E strategy, implementation, and 
status are integrated with our design 
model (i.e. our ‘source of truth’). 

• Consistency

―Assists in the transition process as 
personnel turnover responsibilities
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Where to End? 
– Test an executable functional ecosystem model

• Extract system functional information

• Extract relationships between threat 
vectors and functional assets

• Extract a semantic mapping of Blue design 
patterns 

• Create assurance test framework and 
patterns to:

― Evaluate system response to threat 

― Maintain explicit knowledge of vulnerabilities 
and corrective patterns in design model  

― Build standard libraries of test strategies

System 

Function

Radar 

Threat 

Detection

Signaling

System 

Function

System

Control

System 

Function

Control 

Parameters

Parameter

Disruption

Test

Signal

Disruption 

Test

Signal

Results

Parameter 

Diversification

Authentication Redundant 

Signaling
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Motivation for Research

Represent:

(a)impact of a threat, and 

(b) impact of a protective implementation, and

(c)How it was evaluated, on

(d)the critical functional capabilities of a CPS. 

… but challenges remain.
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Structure-Function Relationships

• How do we reveal complex structure-function relationships that may not be 
visible via the functional decomposition model produced in early-stage design?
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Fig. 1. Detect ing communit ies by compressing the descript ion of informat ion fl owson networks. (A) We want to describe the trajectory of a random walk on

the network such that important st ructures have unique names. The orange line showsone sample t rajectory. (B) A basic approach is to give a unique name to

every node in the network. The Huf fman code illust rated here isan effi cient way to do so. The 314 bitsshown under the network describe the sample t raject ory

in A, start ing with 1111100 for the fi rst node on the walk in the upper lef t corner, 1100 for the second node, etc., and ending with 00011 for the last node on

the walk in the lower right corner. (C) A two-level descript ion of the random walk, in which major clusters receive unique names, but the namesof nodeswithin

clusters are reused, yields on average a 32% shorter descript ion for this network. The codes naming the modules and the codes used to indicate an exit f rom

each module are shown to the lef t and the right of the arrows under the network, respect ively. Using this code, we can describe the walk in A by the 243 bits

shown under the network in C. The fi rst three bits 111 indicate that the walk begins in the red module, the code 0000 specifi es the fi rst node on the walk, etc.

(D) Report ing only the module names, and not the locat ions within the modules, provides an effi cient coarse graining of the network.

Rosvall and Bergstrom PNAS January 29, 2008 vol. 105 no. 4 1119
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Elucidate Structure-Function relationships by discovery.
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Synergy between Relationship Mapping and 
Model-Based System Design Processes 

Embrace natural complexity of systems, revealing emergent behaviors, 
economies and diseconomies of scale, and consequences otherwise hidden

Research questions:

• Explain relationship between functional 
representations

• What does mapping reveal about fault or failure 
modes not discernible in the original topology?

• Do structural design changes preserve 
functionality of system?

• Can we use to determine impact of different 
approaches –

• Did our design decisions preserve functionality 
for our system? 
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Model-Based System Assurance

• Please see me to 
request an invite

• Tom.mcdermott@
gtri.gatech.edu


