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About Me - Cyber Modeling and
Simulation

e 2016 — presentOSD C3CB Cyber
Mission Model and Economics of
Cyberspace Performance Working
Group Lead

e 2013 -2016 Coordinated OSD
DM&SCO Cyber M&S Technical
Working group for

e Editor-in-Chief of the Journal of
Defense Modeling and Simulation

— 7/2017 Cyber M&S Special Issue

— 1/2018 Cyber Special Issue on
Developing Science of Cyber Security




GREENLAND {

CANADA

T .-.”'-i . . : s ¥ ¢ 3 X
. : v B .x '. ‘,. " 3 ; . .o
- 7 . % ‘ = ; ‘:’ .,? - . _ :
’ umrm’smrés';% o RN . o
P " 4 ol Z CHINA o / .
. w ' . > : P

MECO 2 » _ A € >
\ o ' ‘ s ? .

. "

L

» \
. o -
L (
»
L
. ~
» > .‘ - - » »
»
- -
» 4 .
' »
- -
BRAZI
.
.
s B
- . . ¢ '
-
4 .




Hackers Ar

Bv NICOLE PERLROTH

Since May, hackers nave bpeen

computer net-
operate

ar power stations and other

manu-

yanies that

as well as
In the United

ountries.

facturing
tates and other (
Among the companies targeted
was the Wolf Creek Nuclear Oper-

iting Corporation, which runs a

iclear power plant near Burling-
mn, Kan., according to security
consultants and an urgent joint re-
port issued by the Department of
L!orm,mnd Security and the Fed-
eral Bureau of Investigation last
week.

The joint report was obtained
by The New York Times and con-
firmed hy security specialists who
have been responding to the at-
tacks. It carried an urgent amber
warning, the second-highest rats
ng for the severity ofithethreat

The report did not indicate
vhether the cyberattacks were an
ttempt at espionage — such as
tealing industrial secrets — or
art of a plan to cause destruction.
here is no indication that hack-
rs were able to jump from their
ictims’ computers into the con-

E'i_y ‘ ll

'!1 |

A vy

Mfﬂts\

:",1I- ” “ |

DAVID EULITT/CAPITAL JOURNAL, VIA ASSOCIATED PR

The Wolf Creek nuclear plant in Kansas in 2000. Its operator was targeted by hackers.

cause of confidentiality agrees

ments.
The origins of the hackers are
not known. But the report indi-

.
e e derarnnnd narcs

directed their victims’ internet
traffic through their own ma-

chines.
Energy, nuclear and critical
mantifacturine organizations

“We never anticipated that
critical infrastructure control ¢
tems would be facing advan
levels of malware,
Wellinehoff said.
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System Test, Launch
& Operations

Cyber in the News
(Stophght Charts) System/Subsystem

Development

Technology

Demonstration NASA
Technological

Vecluciods Readiness

Development Levels (TRLs)

Research to Prove
Feasibility
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The Scientific Underpinnings of
Cybersecurity?

A science of security will develop

— a body of scientific laws

CyVision
Network
Layout

— testable explanations

— confirmation or validation of
predicted outcomes

1 2 5 & &
Plaster casts made in European de-
tective laboratories in order to study
crime scientifically

1 https://mail.google.com/mail/u/0/#search/nas/15c¢758e80b12d023



Scientific Approach to Cybersecurity

There are strong and well-developed

bases in the contributing disciplines:

* mathematics and computer science
* human sciences?

A scientific approach to cybersecurity
challenges expands understanding of
e systems

e defenses

e attacks

* adversaries

1 https://www.amazon.com/Research-Methods-Cyber-Security-Thomas/dp/0128053496



National Academy of Science & Cyber
Research

Findings included
— Interdisciplinary program examples — U of Bochum

— Questions current research
* High frequency publishing vs quality
* Enabling results

— Longer research projects may help

1 https://mail.google.com/mail/u/0/#search/nas/15c¢758e80b12d023



Example Transitions from Art to

Science
* Cyber Security Science

— 1700s— 1960s — complex industrial systems with
integrated timing handled by respective operators

— 1960s — 1980s — Systems Theory (e.g., Wymore, Zeigler ...)
texts introduced

— 1990s — 2000s — micro computers increased number of
entities to point where scale and scope of new systems
introduce overall security / safety issues

— Early 2000s — present — “cyber” introduced as topic in
security circles

Cy-ber Sci-en-ces .

Cyb rSecurlty

urar curit

| Told system siate -

S alaie ko %} {compiete configuration (aka

y beaver e

— Nextstep ? 2 bt A B CH | THPEE LTG0,
EEEECEEEEEEEREE
A [ofo[ofoclc]olo[olcfo[ololofo AQ
. e nmm |8 B01
*  Computer Science : ites
. B 11180
— Pre History — 1930s — “computer” was a person who used A 11140
. . . . B 111B11
various devices (e.g., Abacus, analytical engine, etc.) B 118111
. . B [ofofo[ofcoja[a[1]1]1] 1B1111
— 1930s — 1950s — algorithms (e.g., Church-Turing, ...), N. e [ogoogdoSI T 9 B11111
Wiener’s “Cybernetics,” identified as independent domain A IEEEH"HIH' | 1A11111
. . c 11C1111
— 1950s — 1970s — development of computer science curricula | H ; 1H11111
and Spec'allzed Iiteratu re (e‘g_, first PhD ~ 1965) Progress of the com utation (state-trajectory) of a 3-state busy beaver

— 1970s — present —
hypotheses

“Computer Science” with provable

*  Material Science
—  Pre History to 17t Century — Alchemy
— 17% Century — 1960s — Metallurgy
— 1960s — present - Material Science
» Still recipe based

Physics

Technology Economy

Materials
Science

Ecology

Chemistry




International Space Station

Peobability of No frapxets Feam a > 1 ¢m €} Dvbris

We have built high risk, complex systems, for new domains

Hard Problems are what M&S is For
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Cyber Mission M&S Communities

Mission
Operators

Cyber
Professionals

Assured
Operations

Cyber for Cyber for
Others Cyber



Cyber for Others, C40

o Recognise cyber attack indicators
o React —call C4C



Cyber for Cyber, C4C
o Block network attacks
o Mitigate network attacks

o Reconstitute networks



Military Activities & Cyber Effects
(MACE)?!

Military Effects(C40)

Digital
Deny Degrade Disrupt Destroy o
Espionage

Cyber
Effects

(cac)

Interception

1 Bernier, M. (2015). Cyber Effects Categorization - The MACE Taxonomy. DRDC Center for Operational Research and Analysis. TTCP JSA TP3 Cyber Analysis



Example Cyber Mission Use of
Standards

* OASIS standards address |IA to protect
e CybOX (Cyber Observable eXpression)

- STIX (Structured Threat Information eXpression)

- TAXII (Trusted Automated eXchange of Indicator
Information)

* Cyber Range Interoperability Standard (CRIS) to

connect different range emulations?
- SISO Training Standards

1 http://www.dtic.mil/ndia/2014/test/Ferguson. pdf
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2015 Business Blackout

Lloyd’s of London
scenario looked at a
U.S. power grid failure

L https://www.lloyds.com/news-and-insight/risk-insight/library/society-and-security/business-blackout



... and, while a major
cyber attack is unlikely ...

Cyber attacks,
including against
industrial control
systems, are a
continuing
phenomena




Insurance Concepts & Systems
Engineering for Cyber

« B6éhme & Schwartz (2010) provide an excellent summary of cyber
insurance literature and define a unified model of cyber insurance
that consists of 5 components:

— the networked environment
— demand side

— supply side

— information structure

— organizational environment

* In addition, the defining characteristics of cyber insurance are
— interdependent security
— correlated failure
— information asymmetry

1 http://mobile.royalgazette.com/business/article/20170714/ics-sees-ratings-as-key-for-cybersecurity&template=mobileart



Example Cyber Measurement
Models

* Factor Analysis of
Information Risk
(FAIR) Model !

* “How to Measure
Anything in Cyber
Security Risk”?



http://www.fairinstitute.org/
http://www.howtomeasureanything.com/cybersecurity

Tao ensure that the Information and Telecommunications
Systems used by the Public Authorities bkave the -
appropriate level of epber security and resilience.

To foseer the seeurity and reslilience of the Inferrmation
amd Telecormmunicitions Syseems used by the business o
sector in general and operators af Critical Infrassructures

ir particular. Te contribute to

improving cyber
security in the
international

Te enhance prevention, detection, reaction, analysis,
FECOWEFY, reiponse, investigation and coordination
capabilities vis-i-vi§ Terrorist activities and crime in

CybEripace. w

To raise the swareness of citizens, professionals,
eormganies and Spanish Public Authorites about the risks
derived from cyberspace.

Ta gain and mazintain the knowledge, kills, experience
and technological cypabiliies Spain needs va underpin all -4
the cyber security objectives.
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Cyber Model Example -
Introduction

Systems Engineering Systems Implementation

* Build Enterprise

T System Preparation

Description Model gz [

m Sc rand
Requirements Defir

*  OperationsContro

irchitecture Definition

Maodeling and Simulat

* Use Analytic Model

OperationsPlanning and Prepara

Operations Management

Project / Systems Management




Enterprise Model

People manage enterprise due
to the scope of information

1 http://www.itl.nist.gov/div898/handbook/apr/section1/apri61.htm

Award-winning

IT leaders predict

five vitalroles

forsuccessinthe

nextfiveyears s
BY KIM 5. NASH




Enterprise Model Construction &
Evaluation

Data pomain | Structure Data | .. reition | EStiMate | Combine Failure m—

. Dat (e.g., People, Process & Tool “ I . . nterprise
Discovery | % domains) g’gijf;r‘i’:e’“ " | Failure Rates | fatesassigned RaTes fol;'lc')verall > Cyber Risk
Interviews & Surveys FOF eaCh Vu nerapl Ity Estimate

Network Dat . .
e Domain Estimate

Authoritative Data

“As Is” Enterprise

Data to Rates

I Risk del
-2013 OT&E AR s
_ -Annual Occurrences .
-Verizon report :
-McAfee / Symantec :
v
Strategy Alternatives <€<— Policy
Cost Strategy .
*  Timeliness < Evaluati K Training
Effectiveness valuation < €— Technology

Metrics

-Dollar quantifiable (e.g., Target, Nieman Marcus ...)
-Media quantifiable (e.g., Snowden, Manning) —
number of articles / exposure



Enterprise Model

(Populate with known Data)
People, Processes & Tools from Surveys / Interviews

Enterprise
(Security View)
|
I I I
People Processes Tools / Technology
| | |
[ [ | [ [ | [ [ |
Threat Aéc.e;ss tlo Mobile Recruiting Manufacturing  Procurement Software ( Firce):l\/flls Security  Authentication
ritica Access Site (i.e., Internet access,  Software Patch ©-8., (o7 Layers Architecture System
Vectors Information (e.g., BYOD) (e.g., job req O&M schedule) (i.e., Internet access, Schedule & Packet Inspection) Level Y
data) O&M schedule) \
Q&A to Static
Enterprise Model
Use the Q&A process to develop an information structure amenable to modeling: /

System Access e User Authentication

Personally Identifiable Information (Pll) Critical Information
Social Media High Volume (e.g., manufacturing)

System Access Maintenance Schedule
Patch Schedule
Software Updates

Fixed Site
Mobile

Business System access e Secure Sockets Layer (SSL)
Technology System Access

Recruiting e Security Architecture Level
Screening * Firewall — monitoring & control




Enterprise Model & Parameterization

(organize respective failure rate estimates)

i A’enter rise vulnerability — A eople AND A rocess AND }\‘tools
Enterprise p y= “peop p
(Vulnerability View)

ey | )

! technology
People people Processes processes Tools / Technology

—t — I E—

Access to Mobile
Critical Access (i.e., value-add) (e.g., OSlLayers  Architecture

Recruiting Manufacturing Procurement Communications Firewalls Security Aythentication

System

Information  (e.g., BYOD) & Packet Inspection) Level

A A AND A AND A

people ~ ““crit info access mobile access recruiting

« )\ is the failure rate for the respective domain (e.g., people, process, tool)
or one of its components

e Exponential distribution results in “additive” combination of failure rates
over the heterogeneous data for the respective domains



“As Is” Risk Estimation
(Strategy — “Do Nothing”)

Time (months) vs. Mean Time to Exploit

(MTTE)
(Strategy : Do Nothing)

People

Exploit

Processes

2 months Too | 5

25%

0%
1@3456?891[]11

e PPT

Probabil




Example Countermeasures as Work
Packages

Work Packages People Process Tool Implementation
(7\‘ (}“process) (}“tool) Time

Access ° o o) months

people)

Mobile Device ° ° ° months
Critical Information ° ° (o) months
Phishing weeks
Training Internet Use weeks
Social Engineering weeks
Firewalls days

Technology  M&C days

Authentication weeks

Work Packages provided as policy / training / technology “fixes” and affect cyber enterprise domains (i.e.,
people, processes and tools) independently

Independent Work Package provision results in ready project plans in terms of time and cost estimates for
improving enterprise resiliance




Model BasecémmpKnowledge based

Enterprise
(Information Asset View)

Processes Tools / Technology

—— —t+—

Recruiting Manufacturing Procurement  Communications Firewalls Security  Authentication

Access to Mobile

Critical Access Architecture

. System
Information Level

1“Artificial Intelligence and National Security” (http://www.belfercenter.org/sites/default/files/files/publication/Al%20NatSec%20-%20final.pdf)
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Nissan Quest / Ford Villager

T

» 7 Prototype builds B =

* 1000s of hours of
testing / evaluation

Death Valley Hot Weather Testing Bemidji MN Cold Weather Testing

CAUTION! |B
'
“d HEAT [

DANGER [




Cyber M&S / Test Example

NSUT Operational NSUT
Tester Threat

Test Team

Apphcaton Layer
Attack: Virus Epidemics
Defense: Secure web, access control

Attack: TCP jellyfish, UDP DDOS
Cyber Threat Defense: TLS SSL

l \ Transport Layer

Interface " =
Stimulation

- . 1
Hardware- y ' Notwork Layer
""Mm d ‘5 - ) _ Attack: Wormhole, rushung attackern
— 9 QI - D MR G T
Interface Link Layer

:J *"J *:J Attack: Tracking, Link disruption

Defense: Link ancryption, CCMP

Simulated Network Architecture (radios, Physical Layer
routers, ﬁm.“" '“) Attack: Jamming., battery exhausSon

Defense: Sproad spectrum, LPD

Network System Under Test (NSUT

Network Emulation (StealthNet) injection into
Network System Under Test (NSUT)?!

1 http://www.dtic.mil/ndia/2012/system/ttrack514951.pdf



Cyber-Range Event Process
Overview

Event Goals
* Event Scenarios (MSEL)

Logical

Range |
Event Environment g 1 2
: ] @ §
* Metrics A o | | o |
& | S| | e |
Q. g ; 1 O
Qi ; 1 = |
iz |’ { 8|
12 | |
o c | {1 @}
% | S| | E1
- =
7 g e I e e 2
DATA BASE
Cyber Ranges

and Capabilities

* Cyber Range
Support Tools

* Data Collection Plan



Cyber Operations Architecture
Training System (COATS)?

E Cyber Effects

Cyber Range Environment
(JIOR, JMETC, NCR, etc.)

Traditional Battlestaff Training
Architecture * Cyber Operators (Blue + Red)

(JLVC, ITTI+K, etc.) * Cyber M&S

- - *
Cross-Domain Solution Cyber Sensors
* Interfaces/Gateways

Traditional Effects

Battlestaff

Operations
C4l Systems Degraded Operator Workstations

in a Contested
Environment

Inject Cyber Range effects into Command Staff training simulations

12015 I/ITSEC Best Paper (http://www.iitsec.org/about-iitsec/publications-and-proceedings/best-papers-and-tutorials-from-past-iitsec)



===GASBERGEN

“I’m no expert, but I think it’s
some kind of cyber attack!”
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(Situationam
Awareness,

Assuring
L Effective Missions

Effects at
Scale

J

Cyber Mission
Control

p
Agile
kOperations

Autonomic Cyber
Cyber Agility Maneuver

N
Response

1
N\
»

22D

Fusion
Instrumentation
Sensing
Observables

>

(93

1 '3
s Resilient

Infrastructure
Y

2

Resilient
Algorithms
and Protocols

Metrics | (

Trust

)

L

Cyber Mission Representation (DoD SBIR Conf — 2013)

1 https://www.dhs.gov/sites/default/files/publications/csd-sbir-2013-drsteven-king.pdf

&KX

Effects
Manipulation
Controls
Actuation

&KX




Two major subspaces of cyber
M&S problems

Technical Difficulty

High =

Attack
Analysisand
Simulation
Business
Impact
Analysisand
Simulation

| I Granularity

Host/Network Business
Events, Components Functions

1 NATO IST 094



MITRE & ATT@CK Framework?

Persistence
Privilege Escalation
Defense Evasion
Credential Access
Discowery

Lateral Movement
Execution

Collection

Exfiltration

Command and Control

e ATT@CK provides
decomposition of cyber
attack cycle

Data Data Credential ~ Winlogon  Datafrom
Obfuscation Compressed ~ Dumping  HelperDLL Local System

Fallback  Exfiltration  Network  LocalPort Datafrom  Binary  Application Accessibility  Remote
Channels  OverOthe..  Sniffing Monitor  Remowsbl.. Padding  Window.. Featurss  Services

Custom  Automated. Accessibility  Data from Query Path | Windows
Cryptograp... Exfiltration ™Pu1CaPbwe Teoies  Newwork. P pecicry |Interception | Remote..

. 2 c.:mumcm E\-?.Iy:tzd : - .. Input Capture °"r.1.s:d Network... mJ(.’Is;:Im: Logon Seripts
Standard Scheduled Credentials Short Remote File Shared ‘Command-
‘ X p a I l ; I O Cypiograp.. | Trnster | Files " Modiication DataStaged Masquerading  (S00S Penmivein | Webrao L

Modify | Screen | DLLSearch | System oo o Exploitation Graphical
Manipulation  Existing . Capture Onder . Owner/Us of

FileSystem =~ System | LocalPrt | Application
jical. Ser Monitor  Deployme.

Commenly DataTransfer Credential
UsedPort  Size Limits i

User Intexface]
Temaonly |[Exiiion) Path Bl [ Software| | etwork | || Schedoied)] | Thidparty .
. Used Port Over. DruteForoe . tion Collection  Packing Service. Task Software  SCHIPUNG
! Stndad  Exfiltration  Two-Factor | Clipboard | Indicator | Loeal . Third-party
give more context on T e B e

Multilayer | Exfiltration DLLSearch | Automated Process | Service Remote
Encryplion  Over Physic. Order . Collection Injection | picoovery | Begistry...|| Desitap.

Connection Change . Security  Exploitation | Windows
Proxy DefaultFyl, | AudioCapture  Scriping o, of .  Admin Shares FoWershell

tactics, tools and threat - N

0 System  BypassUser HReplication Execution
Comman... New Service Informatio..  Account.. Through.. through APL

Standard Scheduled Indicator File and Pass
Non. Task Removalo. . Directory. VSHel i

Servic DLL Side- Account Remote File
g ro "I pS SRR Regiiy... ontior || procouet appinitiLe | Rergote

Rundllaz



https://attack.mitre.org/wiki/Main_Page
https://car.mitre.org/caret/#/

Network L Security Metrics

Hardening

Alarm
Correlation
And Attack
Response

Placement * /
F 3



Analyzing Mission Impacts of Cyber
Actions (AMICA)*?

Completed
New P ‘v“.i::sions_*h
[ (] .-~ o . e ~ > . _‘-_7‘\_.‘.__::“;_
For mission analysts, we NEg

seek to answer mission
Impact questions

For cyber defenders and
analysts, we consider
security posture

1 2015 NATO IST 128 Workshop (https://pdfs.semanticscholar.org/ff89/1d6348e2e2f01b3eef52126b45c64110a0al.pdf )
2 http://csis.gmu.edu/noel/pubs/2015_AMICA.pdf
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Wrap Up

Cyber Threads Examples

Mission Operators

People Cyber Security Professionals
M&S Professionals that help design secure cyber
systems
Insurance Evaluation
Assessment Frameworks
Knowledge Based Design

Process :
Range Testing
Modeling Process for Developing Secure Cyber
Systems
Attack / Dependency Graphs

Technology Layered Network Simulators

Threat Frameworks




