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e Principal Investigators: Tom McDermott (GT) and Barry Horowitz (UVA)
01 March — 30 September 2017

e Scope

— Characterize the existing undergraduate and graduate engineering and computer
science education programs in the U.S. as related to emerging needs of large scale
cyber-physical systems

— Develop a taxonomy of related attributes for dependable and secure computing, and

— conduct a survey of related undergraduate and graduate education programs and lab
facilities in the fields of information security, computer science, computer
engineering, and electrical engineering

— identify the challenges for:
o Developing a body of knowledge for resilient cyber-physical systems,

o Developing a reference curriculum for SE of resilient cyber-physical systems and
resilient computing systems, and

o Needs and opportunities for developing potential lab facilities.
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ENGINEERING Resilient Cyber-Physical Systems
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e Within the context of military cyber operations and threats, CPS resilience can
be interpreted as “the ability of a system to maintain its operational mission
effectiveness while under adversary offensive cyber operations, and to manage
the risk of adversary exploitation of the system for intelligence purposes.”
(Holtzman, 2017)

e “ . ..considering large, networked, evolving, systems either fixed or mobile, with
demanding requirements driven by their domain of application...these
emerging systems suffer from a significant drop in dependability and security in
comparison with the former systems” (EU-ReSIST project)

e “Core CPS knowledge involves not only an understanding of the basics of
physical engineering and cyber design and implementation, but understanding
how the physical and cyber aspects influence and affect each other...Because
CPS engineering centers on the interaction of physical and cyber aspects of
systems, it will often not be sufficient to create CPS curricula by simply
combining material from existing courses.” (NAP 2016)
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T e What is a CPS?
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e “engineered systems that are built

system-of-systems
System /“T ” from, and depend upon, the
device %&’f’“ ) seamless integration of

computational algorithms and
_________ human physical components” (NSF)

e “computers and networks which
S control physical processes, using
feedback loops that affect
computations and vice versa”
(UC Berkeley)

NIST CPS Conceptual Model

NIST Special Publication 1500-201, Framework for Cyber-
Physical Systems: Volume 1, Overview Version 1.0
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sYsTEMS Taxonomy of CPS Competencies
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eBasic computing concepts

ePhysical world computing properties &
constraints

e Cross-cutting applications
eModeling Dynamic Control processes
eSystem lifecycle development

Foundations

National eCommunications and networking

Academies: A 21t eReal-time operation
Century Cyber eDistributed & embedded systems
Physical Education ePhysical properties

(2016) eHuman interaction

eDependability

eSecurity and privacy
ePower and energy

eSafety

eStability and performance
eHuman factors and usability

Character-
istics
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SYSTEMS Taxonomy of Assurance Competencies
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eSystem/software lifecycle
eSoftware assurance
eHardware assurance
eRisk management
eCompliance
eManagement

Processes

*Risk management & threat modeling
e Assurance assessment

e Assurance measurement

eBusiness case

Adapted from: SEI
Software Assurance

Competency Model
(2013)

eSystem functional assurance
(Cybersecurity)

eSystem operational assurance

eSystem security assurance (software &
hardware
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Cyberphysical

Insider
Threat |dentity
Spoofing
Social
Eng’g Replay
: Attacks
Supply Chain
0T PEITISE Information
Disclosure

Control System
Instability

Exploit SW |
Vulnerabilities

Because cyber-physical systems consist of both cyber and physical systems, the attack
surface, when compared, to either cyber or physical systems solely, is much larger
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SYSTEMS Derived CPS Security Education Themes
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eComputer Architecture
eOperating Systems
eDiscrete Structures

eData structures
eAlgorithms & Programming
eSecurity & Privacy Concepts

Foundations

eComputer Security

eNetwork Security

eNetworks & Network Protocols
eCryptography

eDistributed Systems & Computing
eCyberphysical Systems

Principles &
Concepts

Surveyed Course
Themes

eSystem, HW & SW Security
e|nformation Security & Assurance
eCybersecurity & Society
eExploitation & Attack Tools
eCyber Defense

eSystems Engineering
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SY;T.;MS Degree & Certificate Programs with Security Themes
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Security Related Degree Programs

Across 104 U.S. Universities
3 undergraduate
17 graduate
11 certificate

Computer Security Computing Security Cyber Security Cyber Security Defense ~ Cyber Security Adversarial Cybersecurity Identity Management and Information Assurance and  Secure Network Systems Security Engineering Wireless Network Security
Fundamentals Technigues Cyber Security Cyber Security Design

Undergraduate Programs W Graduate Programs (MS/ME and/or PhD) M Certificate Programs
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e A Prototype Professional Education Course
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e Underlying concepts for applying resilience-based solutions to
cyber security defense

e System-Aware Cybersecurity & Experiments with Technology
Prototypes

e Fault Tolerant Systems Design Principles

e Attack Trees

e Attack Taxonomy

e Cybersecurity-related Human Factors Issues

e Project Plan - Hands-on laboratory exercise

e Hands-on attack laboratory activity

e Hands-on decision support tool laboratory activity

e Presentations of Individual Team Exercise Results and Class
Evaluation of Results

e Summary and Discussion
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Inspiration for a Sharable CPS Security Laboratory
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e CPS platforms remotely interfaced and accessible via web browsers or a cloud-
based environment

e a software simulator to run first operations in a virtual environment and then
transition to hardware experiments

e A framework to overwrite any unsafe situation and reset the system needs to be
in place
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SRR Recommendations
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e The future CPS workforce needs to include a combination of

—engineers trained in foundational fields (such as electrical and computing
engineering, mechanical engineering, systems engineering, and computer
science),

—engineers trained in specific applied engineering fields (such as aerospace
and civil engineering),

—and CPS engineers, who focus on the knowledge and skills spanning cyber
technology and physical systems that operate in the physical world

e Consider establishing one or two new cyber physical system resilience
education efforts that build upon the study outcomes

e Model-based engineering techniques combined with physical labs
would provide students with a greater understanding of the engineering
efforts required to both derive and evaluate possible CPS security
solutions

NDIA Systems Engineering October 2017 14



SRR Recommendations
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e Additional funding and attention must be delegated to research
and projects in CPS

—More research into CPS security and dependability must occur in university
lab environments

—Appropriate use cases for new educational-focused laboratories will need to
be developed

e Due to issues associated with DoD information security
sensitivities and industry proprietary solution sensitivities,
appropriate use cases for new educational-focused laboratories
will need to be developed

e A network of CPS Labs accessible to all is a worthy model
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