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What Is a Policy?
How Can We Apply SE to Improve Policies?

How Can We Implement this Approach without Scaring
Policy Makers?



1. WHAT IS A POLICY?
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What's a Policy

* Lot’s of definitions, but .
the “Business ) (K policy ‘ < H 4 ‘

Dictionary” shows the | elatedterms  pefinitions (3)
key elements

TR e 1. Politics: (1) The basic principles by which a government is guided.

h |gh I |ghted (2) The declared objectives that a government or party seeks to achieve and
ordinary regist... preserve in the interest of national community. See also public policy.
O G u |d | ng prl nCi p|es 2. Insurance: The formal contract issued by an insurer that contains terms and
consumerism conditions of the insurance cover and serves as its legal evidence.

o Organizational _ _
full theft 3. Management: The set of basic principles and associated guidelines,

governance W e cove formulated and enforced by the governing body of an organization, to direct

and limit its actions in pursuit of long-term goals. See also corporate policy.

policy reserve

°*But whatisitin
Systems Engineering
terms?

http://www.businessdictionary.com/definition/policy.html accessed 10/9/2017



http://www.businessdictionary.com/definition/policy.html

Policies in SE Terms

* Policies contain requirements and constraints for the
organization

* Those requirements and constraints are allocated or
traced to different parts of the organization

* Policies also frequently contain processes or
procedures which are essentially implementation
scenarios

Why not apply systems engineering techniques to analyze these
policies to make sure they work prior to implementation?



2. HOW CAN WE APPLY SE TO IMPROVE POLICIES?




Apply Requirements Analysis

Treat the policy draft(s) as a requirements document
Analyze for quality (clarity, completeness, etc.)

Enhance the text using these quality criteria

Use a “document view” for presentation to stakeholders

Capture comments in tool and produce "comment matrix”



RA: Treat the policy draft(s) as a requirements

document
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Import documents
Into a requirements
analysis tool

Break paragraphs into
individual
requirements for
analysis

Note many
statements may not
be written like a
requirements, but still
are requirements

Import Analyzer

&= Import Analyzer: Policy Engineering Example

Supported File Types

Word (.docx) Innoslate Export (.xml)

Importing a Microsoft Word (.docx) File|

Uploading a DOCX file via the wizard below letd

@ Configure

Configure Settings

Select the default class you'd like analyzer

Requirement

Ensure number of parent is included in ¢
_| Automatically re-number the entire docy

Please Note:
+ Microsoft Word built-in styles (Heading 1 th
« If the Statement or Requirement class or an|
be navigated to Requirements View upon si
« An Artifact entity will be created and added

Troubleshooting Tips:
« |f you encounter problems parsing your dod
= |f problems persist, try importing via the Pla

Excel (.csv)

Filter Hierarchy

All Document Entities

Only Statements

Only Requirements

Labels

Rational DOORS (.csv)

Plain Text (.pdf, .txt, etc..)

O New Requirement

[3 3.2 DeDM 3020.45 V1, ENCLOSURE 2

DoDM.3020.V1.E2.1. CHAIRMAN OF THE JOINT CHIEFS OF
STAFF

The Chairman of the Joint Chiefs of Staff shall provide to the ASDHD&ASA), Heads of the DoD Components, and
DISLAs a list of recommended DCAs, submitted annually and when changes occur, based on the TCA lists
provided by the Combatant Commands, Defense Agencies, Military Departments, and the DISLAs.

= DoDM.3020.V1.E2.2. COMMANDERS OF THE COMBATANT
COMMANDS

The Commanders of the Combatant Commands shall, within their respective regional or functional area of
responsibility:

= Auto Number M Baseline & Report

= Quality Check @ Open v

(Last Modified: 10/10/2017)

DoDM.3020.V1.E2.2.a. Conduct analyses of command missions and
mission essential tasks

Conduct analyses of command missions and mission essential tasks (METS) with their associated conditions
and standards, and provide results to appropriate DoD Component and DISLA DGIP offices of primary
responsibility (OPRs) o support TCA identification in accordance with this Volume.

DoDM.3020.V1.E2.2.b. Coordinate and assist with additional DoD
Component and DISLA

Coordinate and assist with additional DoD Gomponent and DISLA analyses of command missions and related
capabilities to identify TCAs necessary to execute these missions

DoDM.3020.V1.E2.2.c. Validate TCAs submitted by the DoD
Components as critical to the fulfillment of their assigned missions

Validate TGAs submitted by the DoD Gomponents as critical to the fulfilment of their assigned missions and
submit a compiled, validated list of TCAS to the Chairman of the Joint Chiefs of Staff annually and when
changes oceur.

= DoDM.3020.V1.E2.3. SECRETARIES OF THE MILITARY
DEPARTMENTS; COMMANDER, U.S. SPECIAL OPERATIONS
COMMAND (USSOCOM);...

SECRETARIES OF THE MILITARY DEPARTMENTS; COMMANDER, U.S. SPECIAL OPERATIONS COMMAND
(USSOCOM); CHIEF, NATIONAL GUARD BUREAU (in coordination with the Secretaries of the Army and Air Force
and in consultation with the National Guard Adjutants General); AND DIRECTORS OF DEFENSE AGENCIES AND
DoD FIELD ACTIVITIES

DoDM.3020.V1.E2.3.a. Identify TCAs in support of assigned missions
Identify TCAs in support of assigned missions, METs, and/or core functions and provide analysis results to the
Chairman of the Joint Chiefs of Staff DCIP OPR. Coordinate with other DoD Component Heads and DISLAs as
n ary to scope and of their missions, METs, and core functions assigned to the
organization for execution to identify TCAs.

DoDM.3020.V1.E2.3.b. For DCI, provide and maintain DoD

Rationale

N/A

= Collapse All P

Quality Score Labels

‘u% | None to display.

‘n% | None to display.

‘n% | None to display.

‘n% | None to display.

‘n% | None to display.

N/A None to display.

‘u% | None to display. |
‘n% | None to display.
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RA: Analyze for quality (clarity, completeness, etc.

A number of the standard quality factors apply directly to policies
(clear, complete, consistent, and correct)

Other may apply, depending on the specific policy (Design, Feasible,
Traceable,

Metadata More Attributes Gomments LN Ie Gl = Auto Number = Quality Check  +#Move @ Open~ = More ~
L] L
Ve r I fl a b | e ) 2 1 DoDD 3020.40 (Last Modified: 10/10/2017) ~  Rationale Quality Score Labels
Clear = —
. . DoDD.3020.4. POLICY A NA Nore o isplay.
Itis DoD policy that:
Complete = © DoDD.3020.4..Name 50% None to display.
No - @ o = —
+- B I U & i1 E~ E~ # <>
= Contains a comma.
. f:;?ﬁ;:;’;ﬂmng iz e Coordination on the risk management of defense critical infrastructure (DCI) shall be accomplished with other Federal departments and agencies; State, local, regional, y
+ Contains a semicolon. territorial, and tribal entities; the private sector; and foreign countries, as appropriate.
« GContains the word: [and]
N I DoDD.3020.4.b. DCI risk management actions shall: 100% Norne to display.
Tes = 50% M to displ:
DoDD.3020.4.b.(1) Be coordinated and accomplished by responsible authorities. jone to display.
Correct
No = I DoDD.3020.4.b.(2) Support incident management. 63% None to display.
— 63% N to displ
Y I DoDD.3020.4.b.(3) Protect DCl-related sensitive information. lone to display.
es -
_ < .
Feasible DoDD.3020.4.c. The DCIP shall coequally complement and not be subordinate to other DoD programs, functions, and activities that contribute to mission 50% None to display.
No - assurance through risk management.
DoDD.3020.4.d. The DCIP shall: 100% None to display.
Traceatie = a——
Yes - 63% None to displa
DoDD.3020.4.d.(1) Determine the risks to DCI. play.
Verifiable =
No - DoDD.3020.4.d.(2) implement DoD-wide procedures to respond to risks to DCI and work with other Federal departments and agencies; State, local, 50% None o display.
+ Potential ambiguities detected: regional, territorial, and tribal entities; the private sector; and foreign countries, as appropriate.
[other, appropriate]
I NDANN AN20 4 A {3} Qirnac and fo ini " 16 ricke tn natinnal critieal intractn b iata and within NN lanal a1 i 50% None to display.
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RA: Enhance the text using these quality criteria

©  DoDD.3020.4.{]Name % None to display.
@lll+.|B I U 8 il =. =.|» @
Coordination on the risk management of defense critical infrastructure (DCI) shall be accomplished with: other P
Federal departments and agencies; State, local, regional, territorial, and tribal entities; the private sector; and
foreign countries, as appropriate.
]

*Enhance the grammar
* Simplify, where possible

*Break into separate requirements, if desirable

10



RA: Use a “document view” for presentation to

stakeholders

INNOVATIONS
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Hide information that may
confuse a reader/viewer

e.g., columns with quality score,
labels, other attributes

Readers can then view it as
they would a document in MS
Word, but any comments and
other information would be
accessible at the paragraph
level

Hyperlinks can be provided to
guide them to other
documents

Requirements 1

CLETELTED O R (= Auto Number M Baseline = Quality Check @ Open~ & Report [CECET 8 — Collapse All F -

[# 1 DoDD 3020.40 (Last Modified: 10/10/2017) ~

I =~ DoDD.3020.1. PURPOSE

This Directive:

DoDD.3020.1.a. Updates renames, and reissues DoD Directive (DoDD) 3020.40 (Reference (a)) to assign

responsibilities for the Defense Critical Infrastructure Program (DCIP).
Updates renames, and reissues DoD Directive (DoDD) 3020.40 (Reference (a)) to assign responsibilities for the Defense Critical Infrastructure Program (DCIP).

Department of Defense pursuant to Homeland Security Presidential Directive 7

Establishes policy and assigns responsibilities for the execution of roles assigned to the Department of Defense pursuant to Homeland Security Presidential Directive 7 and
DoD Instruction 5220.22 (References (b) and (c)), and ensures consistency with applicable provisions of the National Infrastructure Protection Plan (Reference (d)) and
compliance with applicable provisions of part 29 of title 6, Gode of Federal Regulations (Reference (g)).

DoDD.3020.1.c. Implements Reference (b), which assigns critical infrastructure and/or key resource (CI/KR)
responsibilities to the Department of Defense.

Implements Reference (b), which assigns critical infrastructure and/or key resource (CI/KR) responsibilities to the Department of Defense.

DoDD.3020.1.d. Designates the Defense Infrastructure Sector Lead Agents (DISLAs) and assigns their

specific roles and responsibilities.

> Designates the Defense Infrastructure Sector Lead Agents (DISLAs) and assigns their specific roles and responsibilities.

‘ DoDD.3020.1.b. Establishes policy and assigns responsibilities for the execution of roles assigned to the

I — DoDD.3020.2. APPLICABILITY

I — DoDD.3020.2.a. This Directive applies to:

DoDD.3020.2.a.(1) 0SD the Military Departments, the Office of the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Combatant Commands, the Office
of the Inspector General of the Department of Defense, the Defense Agencies, the DoD Field Activities, and all other organizational entities in the Department of Defense
(hereafter referred to collectively as the 'DoD Components™).

I DoDD.3020.2.a.(2) The DISLAs identified in section 15 of Enclosure 2 of this Directive.

DoDD.3020.2.b. Nothing herein shall be interpreted to subsume or replace

Nothing herein shall be interpreted to subsume or replace the responsibilities, functions, or authorities of the OSD Principal Staff Assistants (PSAs), the Secretaries of the
Military Departments, the Chairman of the Joint Chiefs of Staff, the Commanders of the Combatant Commands, or the Heads of the Defense Agencies or of the DoD Field
Activities as prescribed by law or DoD guidance.

I DoDD.3020.3. DEFINITIONS

See Glossary.

Itis DoD policy that:

I - DoDD.3020.4. POLICY

11
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RA: Capture comments in tool and produce N

“comment matrix”

Use commenting features where available

Special reports may be desired

Requirements

Metadata More Attributes Comments

New Comment...

il

Steven Dam posted on
10/10/2017

DISLA designation has been
removed in other policy
documents

Remove

GG D = Auto Number = Quality Check  +b Move @ Open ~ More ~ @ Delete

[ 1 DoDD 3020.40

DoDD.3020.1. PURPOSE
This Directive:
DoDD.3020.1.a. Updates renames, and reis
Critical Infrastructure Program (DCIP).
Updates renames, and reissues DoD Directive (DoDD) 3020.40 (Refer
DoDD.3020.1.b. Establishes policy and ass

to Homeland Security Presidential Directiv
Establishes policy and assigns responsibilities for the execution of roj
ensures consistency with applicable provisions of the National Infrasy

DoDD.3020.1.c. Implements Reference (b),
Department of Defense.

Implements Reference (b), which assigns critical infrastructure and/o

L N

Home

2 N

O wo-
Page Layout

Insert

Formulas

v Farmula Bar

iH Comment_Report

Data Review

Zoom 100%

(Last Modified: 10/10/2017) ~

©v
&t Share -
& af

View Record

MNormal Page Cu_stc:m v Gridiines [V Headings Q Zoom to 100% Unfreeze Freeze Freeze First Split
Layout Views Panes Tep Row  Column Macres Macro
F2 . fx
A B i
1 Entity Description Comment(s)

ITUd DETETSC:

TE I OIS IOTTE S T LTE o et U 1T 01 FeTelio0,

©  DoDD.3020.1.1Designates the Defense Infr{
© 4. B I U § i 2. = »

Designates the Defense Infrastructure Sector Lead Agents (DISLAs)

DoD0.3020.1.d. Designates the Defense
Infrastructure Sector Lead Agents (DISLAS) and

Designates the Defense Infrastructure Sector Lead
Agents (DISLAs) and assigns their specific roles and

"Steven Dam”{steven.dam@specinnovations.com} on
October 10th 2017:
DISLA designation has been removed in other palicy

110 assigns their specific roles and responsibilities. responsibilities. documents
DoDD.3020.2. APPLICABILITY
111 DoDD.3020.2. AFPLICABILITY
I DoDD.3020.2.a. This Directive applies to:
d b Requirement Statement +
Ready HH — — — 100%

12



Configuration Manage Policy Documents

Acp=
7§I§ATIDQ

°*Baseline

*Track change
history

*Branch/fork for
excursions

*Store files in
database

Requirements

Fitter Hierarchy © New Requirement iSAuto Number  MBaseline = Quality Check @Open~ & Report [TTETEN =—Collapse Al # ~

[Z 1 DoDD 3020.40 (Last Modified: 10/10/2017) ~

All Document Entities

M Create New Baseline
Only Statements 17 . . . -
Designates the Defense Infrastructure Sector Lead Agents (DISLAs) and assigns their specific roles a...

Create a new baseline of the document below.

Only Requirements 12
Name | Version 1|

Labels Sanca

@ Steven Dam medified 11 minutes ago

1 Acronym 0 Description HTML Formatting Change
| Analysis 0 =
DoDD.3020.1. PURPOSE
1 Assumption 0 This Directive:
al 0 . @ Steven Dam modified 3 hours ago "D Revert to this Version
| Constraint DoDD.3020.1.a. Updates renames, and reissues DoD D
1 Definition 0 Critical Infrastructure Program (DCIP).
1 Demonstration 0 Updates renames, and reissues DoD Directive (DoDD) 3020.40 (Reference (a)) to assign rq @ SiEtanant
1 Environmental Requr... 0 DoDD.3020.1.b. Establishes policy and assigns respon
1 Functional Requirement 0 to Homeland Security Presidential Directive 7 © Steven Dam modified 3 hours ago  Revert to this Version
1 Goal 0 Establishes policy and assigns responsibilities for the execution of roles assigned to the [J
. ensures i with appli p of the National Infrastructure Protection P
Inspection 0 . . Class Requirement H
X . DoDD.3020.1.c. Implements Reference (b), which assig|
| Interface Requirement 0
1 Modelng & Simi ) Department of Defense.
Miodeling & Simulation Implements Reference (b), which assigns critical infrastructure and/or key resource (CI/KH B
1 Objective 0 © Steven Dam medified 3 hours ago "D Revert to this Version
DoDD.3020.1.d. Designates the Defense Infrastructure
1 Performance Require... 0 Designates the Defense Infrastructure Sector Lead Agents (DISLAs) and assigns their spe]
1 Purpose o Number DoDD.3020. 1.d.
=~ DoDD.3020.2. APPLICABILITY
| Reference
| Reliability Requirement 0 - DoDD.3020.2.a. This Directive applies to: @ Steven Dam created 4 hours ago "D Revert to this Version
| Safety Requirement 0
1 Scope 0 I DoDD.3020.2.a.(1) ©SD the Military Departments, the Office of the Chairman of] Name Designates the Defense Infrastructure Sector Lead Agents
Da tha Daf, tha DIAN Eiald Aotiit ol all At i (DISLAs) and assigns their specific roles and respensibilities.
Number 1.d. H
Description Designates the Defense Infrastructure Sector Lead Agents H
(DISLAs) and assigns their specific roles and responsibilities.
Class Statement H

decomposes (added)

DoDD.3020.1. PURPOSE

Added

Close

13



Model Processes and Procedures
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* Review policies for
processes and
procedures

* Create a functional
model

* Trace back to
requirements

* Enter time distributions | -

* Associate costs

* Allocate to performing
elements

Compile and Release DoD-wide TC:

NNNNNN

STEI

Description

+ B I U §
Joint Staff C nd
eeeeeeeeeeeeeee -wide TCA List|

nnnnnn

» Mission and
Identify STEP 2
Required
Capabilities
Identify Task
Assets

STEP 3

Nominate
and Submit
TCAs

—[STEP 4
Validat
S —LSTEP 5
Submit
Validated Lists —L

STEP 6
Compile and

Release
DoD-wide TCA
List

STEP 7
L Conduct

Interdependency
Analysis

ential

STEP 8

oooooooo

14



Capture Organization Information in Database

C re a te h ie ra rC h Attributes  Metadata @Open~ B I A T & = &~
y Asset
Name 0 ]
. us
I n n J-3 Department
| of Defense |
Number |
L
requirements as : o] [ — —— e
q National Chairman, Combatant DISLA MILDER
Guard 0sD Joint Chiefs of i ;
ipti Commanders encies| Services
. Description | Edicaail | | ] | Staff ) | | | (Ag ) J | |
appropriate 31w
The Director for Operations (DJ-3) ) ) p . p )
assists the Chairman in carrying 1
out responsibilities as the principal > ASD(HD&ASA) > 1 > CENTCOM
military advisor to the President L J L J L J
and Secretary of Defense,
developing and providing guidance ; . ) . ) .
to the combatant commanders and 2
relaying communications between —> Comptroller > J2 > TRANSCOM
the President and the Secretary of ¢ L J L J L J
Defense and the combatant
commanders regarding current - n - ) .
operations and plans. |3 |
_)I 13 T > AFRICOM
L L 9 = A
JO‘gtlf’;aﬁ >  socom
a ~ - ~
> 4 > JFCOM
3 ~ - ~
> - > PACOM
- 100%- + X @




Allocate Tasks to Organizational Elements

* Create relationships between
tasks and organizations,
according to policies

* Use this information to
determine if the correct
organizations are being
correctly tasked

*Suggest changes, as
appropriate, and/or identify
risks to the organization and
mitigation strategies

ttttttttttttt

ssssss
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4.3.1 Joint Staff OPR
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8 5 3 2
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XXXXX

XXXXX
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XXXXX
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XXXXX
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XXXXX
XXXXX
XXXXX

XXXXX
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Verity Processes Work through Simulation

Uses timing and cost
information for each
step

Of Simulations

Distributions in time
and cost provide a
more realistic range
of the process

These distributions
also provide a
measure of cost and
schedule risk

Number

wv
=
]
=
L
3
E
wv
i
(<]
=
1}
2
E
E]
z




3. HOW CAN WE IMPLEMENT THIS APPROACH
WITHOUT SCARING POLICY MAKERS?




Implementation Strategy

*Don’t tell them you are doing systems engineering

o Most people think systems engineering only applies to hardware and
software

* Perform the analysis, but only show results in a form that they will
easily accept
o No UML, SysML, IDEFO, etc. drawings
o Simple summaries of changes (i.e., document markups and text summaries)
o No engineering jargon!

* Wait for them to ask how you got the results
o Then just show them the bare minimum of SE information
o Once they buy into these, you can start show them more

19



Summary

Systems engineering can dramatically improve policy
development and implementation

You must work fast in doing your analysis — use multi-purpose
tools with analytics to speed up your analysis and delivery

Only show results, not how you got there ... until necessary

20



