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AN ABSTRACT VIEW OF PRODUCT
DEVELOPMENT

Dispose

. Development @ Maintain /
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AIR GAPS

Maintain .
eI evelopmen o] e ./ STOP Dispose
Sustain

Fidelity and momentum is lost every time there is a handoff;
this is caused by the “air gaps.”
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INDUSTRIAL AGE VS. INFORMATION AGE

"Our current defense acquisition system applies
industrial age processes to solve information age
problems."

- LtGen Robert D. McMurray, AFLCMC/CC
Keynote address
2017 Wright Dialogue With Industry Conference,
Dayton OH, 18 July 2017
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YOU HEAR THAT,

MR. ANDERSON? ...
THAT IS THE SOUND OF
INEVITABILITY ...

Agent Smith, The Matrix
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DIGITAL ENGINEERING

e The Department of Defense is developing a strategy to
transform its end-to-end acquisition process.

* |tis expected to be released for use by 2019.

* This presentation will focus on methods that ESOH
professionals can use to smoothly integrate their efforts
with digital engineering.

 The following four slides are extracted from another
presentation here at the NDIA SE Conference; please

seek out Ms. Philomena Zimmerman or her team for
more information.

* | have indicated where this presentation supports the
strategy.
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DoD Digital Engineering Strategy

Ms. Philomena Zimmerman

Deputy Director, Engineering Tools and Environments
Office of the Deputy Assistant Secretary of Defense
for Systems Engineering
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Digital Engineering Strategy:
Five Goals

Formalize the development, integration
and use of models to inform enterprise and
program decision making

Provide an enduring authoritative source
of truth

: - : " DIGITAL
lncorporate technologlcal innovation to 1 ENGINEERING

improve the engineering practice STRATEGY

Establish supporting infrastructure and
environments to perform activities, collaborate,
and communicate across stakeholders

Transform a culture and workforce that adopts
and supports Digital Engineering across the lifecycle

Drives the engineering practice towards improved agility, quality,
and efficiency, which results in improvements in acquisition
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Goal #1: Formalize Development,
Integration & Use of Models

Product g8 Management
Support & ' Models
Models

Authoritative

- Source of
System vt g /
Models st \ /

Manufacturing
Models

Key: Data auny

Models as the cohesive element across a system s lifecycle
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SYSTEM MODELING

e System modeling is emerging as a way to manage the
inherent complexity of modern systems by providing
a mechanism to store, manage, and associate
information about a system under development.

e This information can then be extracted and presented
to stakeholders in formats relevant to them.

Models grow organically as detail is added
with no loss of fidelity.

from Modeling Safety and CyberSecurity Controls in SysML,
2016 NDIA Systems Engineering Conference, Vinarcik
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SYSML: THE SYSTEMS MODELING
LANGUAGE

e SysML is the most widely-adopted modeling
language and has a thriving tool ecosystem.

* A well-constructed system model unambiguously
represents a system’s behavior, structure,
and interrelationships between elements.

* |ts flexibility allows integration of other discipline-
specific analyses
- Reliability
- Safety
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BENEFITS OF INTEGRATION

e Eliminating other tools from the analysis chain pays
dividends:
- Reduction in license costs
- Elimination of interface/integration
- Improved visibility to all stakeholders
- Common language and understanding

Reduce lag and drag!
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AN EXAMPLE: NOTIONAL PASSENGER
AUTOMOBILE

* An unclassified, non-DoD example was needed for
this presentation.

A notional automobile is used as the basis for this
example, which uses “fire” as the hazard.

 Note: | am not an ESOH professional and this is
provided as an example of one approach to
integrate ESOH into an evolving system model.
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A REQUIRED MINDSET SHIFT

e To successfully leverage SysML, any user must
understand that it is not “about” the diagrams.

e What is truly important is:
- Elements and their properties
- Relationships, their properties, and what they connect

 Once you see analyses in these terms, representing
them in a system model is much easier.

e The collection of elements (including logic/branching
elements) permits a rich description of system behavior,
structure, interfaces, and parametrics.
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NOTIONAL HAZARD ANALYSIS

uc [Package] 01 Hazard Analysis [ Vehicle FirelJ

—_—

«hazards
Vehicle Fire

| T xextends
. i T
| (Seats ignite) —~ -
[
|

,Iuextendso

(Fire starts in engihe compartment due to fuel leak)
|

«mizhaps
Engine Compartment Fire
{Probability = C Occssional,

Saverity = | Catastrophic}

(Interior carpet ignites)

wmizhaps

Saverity = Il Critical}

{Probability = A Freguent,

Seat Fire
{Frobatility = E Improbable,

wmishaps
Interior Carpet Fire

Saverity = | Catastrophid}

th

th

o A Freguent
) B Probable
€ C Occasional
3 D Remote
8 E Improbably

Probability Legend

Severity Legend
(] catastrophic
[] Il Critical

B I Marginal

] W Megligible
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HAZARD ANALYSIS: ELEMENTS USED

e Use cases with
<<hazard>> and

<<mishap>> stereotypes

* Extension points as
causal factors

L < < eXte n d > > (Fire starts in englm:c:nr'llp:rtment due to fuel leak)
relationships between
mishaps and hazard

. Probability Legend Severity Legend
 Dynamic legends (color, Q| |G
€ C Occasional [ 1 Marginal
. ° &3 D Remote ] ™ Negligible
fill, and icons based on 8 v &

properties of the
elements)
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WHY USE CASES?

e Use cases are convenient SysML representations of

behavior. They include:
- <<extend>> relationships for conditional triggering

of alternate use cases
- They may be decomposed by activity diagrams
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HAZARD SIGNALS

bdd [Package] 80 Tablez and Matrices [ Hazard SignalsJ_J

wsignale
Hazard
wsignals wsignals wsignals
Material Fire Electric Shock
I I I I I I
wgignals azignals wgignals wzignals wsignals wgignales
Oxidizer Combustible Combustion Products Heat Low Voltage Shock High Voltage Shock
T T I I
wsignals agignals asignale asignale
Air Gasoline Toxic Gases Smoke

UNCLASSIFIED




UNCLASSIFIED

SIGNAL USAGE

e <<signals>> are used to
type flow properties on
interfaces, content

conveyed on flows, o Pt o e s e
and input/output
parameters

«signals «signals
Low Voltage Shock High Voltage Shock

e This hierarchy allows

more specific signals to EE e E

be used to satisfy more
general input/output
parameters
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HAZARD BLOCK

bdd [Package] 90 Tables and Matricez [ Hazard Library lJ

wblocks
Fire

pperations
Interior Trim Fire{ : Combustible [1..%], : Oxidizer, : Heat, : Combustion Products [0..7] )
Engine Compartment Fire( : Gaseline [1..%], : Oxidizer, : Heat, : Combustion Preducts [0..7] )
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HAZARDS AS OPERATIONS

* <<operations>> own
input/output
parameters

e |n this case, an Interior

Tri m F i re req u i res at bdd [Package] 90 Tables and Matrices [ Hazard Library ]J

least one combustible,
1 1 operations ) :
an oxidizer, and e o e e e oy s 1)

generated heat and
may generate
combustion products
(smoke, toxic gas, etc.)
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MISHAP DECOMPOSITION

e This activity diagram
shows the operation an its
input/output parameters.

e Each pin must be
connected (no
unconnected pins).

e This forces the analyst to
identify the source and
destination of all inputs
and outputs.

* Flow final nodes may be
used if there is no output
of interest.

(act [Activity] Seat Fire [ Seat Fire ]|

"~ Combustible
~ afroms Seat

Air afroms
Passenger
Compartment

Combustible
ombustible[1..7]

Oxidizer
xidizer

Interior Trim Fire
(Fire::)

Combustion Products[0.

ombustien Products

A Heat

gat

Combustion
Products via 3
Passenger F
Compartment f';

Heat via
Passenger
Compartment

UNCLASSIFIED




UNCLASSIFIED

ENGINE COMPARTMENT FIRE

* Note the more
(‘act [Activity] Engine Compartment Fire [ Engine Compartment Fire lJ

complex logic and R
multiple sources for e T s
inputs. T |

L{asnlncﬁ |

Engine Compartment Fire )
(Fire::}
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HAZARD PORTS

 The send signal and
accept event elements

may be aSSigned to PO"tS- bdd [Package] 02 System Elements [ 02 System Elementslj
 This allows the modeler to

specify the source or —— ——

destination of the flow. - -
* Hazard pOftS (WhICh_Can incuiugn;;fu:ﬁﬁsazard incu’ltugn;;fu:?ﬁsazard

legally flow hazard signals)

are added to each system

element to facilitate this. ablocks

Passenger Compartment

 These ports would be R -

hidden/excluded from inout Passenger Compartment : Hazard

normal architectural

analysis.
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MITIGATIONS

 Mitigations are
requirements that
have a <<mitigation>>
stereotype applied.

e They may have body
text and hyperlinks to
the standard, design
guidelines, or other
relevant material.

req [Package] 03 Mitigations [ r.1'rtigatiunslj

wextendedRequirements
«mitigations
FMWVSS 302: Flammability of
Interior Materials -
Passenger Cars,
Multipurpose Passenger
Vehicles, Trucks, and
Buses

xextendedRequirements
amitigations
FMWSS 301: Fuel System
Integrity - Passenger Cars

wextendedRequirements
amitigations
External Venting

ld="1"

Text = "This standard
specifies burn resistance
requirements for materials
used in the occupant
compartments of motor
vehicles. lIts purpose is to
reduce deaths and injuries
to motor vehicle occupants
caused by vehicle fires,
especially those originating
in the interior of the vehicle
from sources such as
matches or cigarettes.”

ld="2"

Text = "This standard
specifies requirements for
the integrity of motor vehicle
fuel systems. Its purpose is
to reduce deaths and
injuries occurring from fires
that result from fuel spillage
during and after motor
vehicle crashes.”

ld="3"

Text ="The engine
compartment shall include
vents to prevent byproducts
of a fire from entering the
passenger compartment.”
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MISHAPS
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# Mame Documentation

This mishap describes the
outcome of a fire starting
in the engine compartment
due to a fuel leak,

This mishap describes the
outcome of an interior
carpet fire,

1 2 Engine Compartment Fire

2 i Interior Carpet Fire

This mishap describes the
outcome of vehice seats
igniting.

3 1 Seat Fire

¢ Severity | & Probability Causal Factor Related Hazard

¢ Fire starts in engine compartment due to fuel leak | 2 Vehide Fire
I Catastrophic € Occasional

& Interior carpet ignites i Vehidle Fire

I Catastrophic & Freguent

> Seats ignite i Vehidle Fire

II Critical E Improbable

Note: All of these columns populate due
to properties or querying the mishap analysis
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METACHAIN NAVIGATION

 Metachain navigation
uses structured

expressions to navigate ':.;:::;:::g:‘;;"g;i aaaaaaaaa e @
elements, relationships,
and properties.

* It can also perform set-  iEmmm e om0
based operations e =
(intersection, exclude, . =
etc.), property tests, and T ——
mathematical
operations.

e Metricscanalsobe | - =

developed (e.g., number
of unconnected pins)
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NOTIONAL METACHAIN: SYSTEM ELEMENT
TO HAZARDS TO WHICH IT CONTRIBUTES

Metaclass or Stereotype Property
=] Block [Class] Owned Port
]:I Port _triggerOfPart
Trigger Owner

: |L] Element Cwner
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SYSTEM ELEMENTS

Potential Contribution

Potential Reception

2 Name Contributes to Mishaps Mishap Severity Contributes Mitigations Recipient of Hazard Receives P Employed Mitigation Mitigation Error
& carpet 2 Interior Carpet Fire 1 Catastrophic Combustible [E 1FMYS5 302: Flammability
= Engine 3 Engine Compartment Fire | * I Catastrophic Combustible [ 2 FMvSS 301: Fuel System
Air [ 3 External Venting
= Engine Compartment > Engine Compartment Fire Toxic Gases [E 2 FMvSS 301: Fuel System [El 1 FMYSS 302: Flammability [E] 1 FMVSS 302: Flammability
Smoke [ 3 External Venting
& Fire
E Fuel Line ) Engine Compartment Fire | < 1 Catastrophic Gasoline
E Hood Insulator ) Engine Compartment Fire | < 1 Catastrophic Combustible
3 Interior Carpet Fire Tr 1 Catastrophic Air [E 1 FMVSS 302: Flammability| (O Seat Fire Combustion Products
[ Passenger Compartment ) Seat Fire £ 11 Critical 2 Interior Carpet Fire Heat
Toxic Gases
Smoke:
E seat 2 Seat Fire & II Critical Combustible [E 1 FMySS 302: Flammability [ 1 FMyss 302: Flammability
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CONTRIBUTIONS AND MITIGATIONS

Potential Contribution

2 Mame Contributes to Mishaps Mishap Severity Confributes T
= carpet 2 Interior Carpet Fire {2 1 Catastrophic Combustible [ 1 FMvsS 302: Flammability
) gine Compartment Fire atastrophic ] Combustible i Fuel System
QEHQIHE 2 Engine C tment Fi » 1 Catastrophi = Combustibl [El 2 FMVsS 301: Fuel Syste

= Air

[E 3 External Venting

Q Engine Compartment

E] Fire

= Fuel Line

_ Engine Compartment Fire

2 I Catastrophic

Gasoline

E] Hood Insulator

2 Engine Compartment Fire

{2 I Catastrophic

Combustible

Q Passenger Compartment

_ Interior Carpet Fire
1 Seat Fire

2 I Catastrophic
» 11 Critical

= air

(& 1 FMvss 302: Flammability

E Seat

1 Seat Fire

o 11 Critical

Combustible

[E 1 FMyss 302: Flammability
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RECEPTIONS, MITIGATIONS, AND ERRORS

Recipient of Hazard

Receives

Potential Reception
Mitigations

Employed Mitigation

Mitigation Error

_» Engine Compartment Fire

Toxic Gases
Smoke

[El 2 FMVSS 301: Fuel System
[E = External venting

[El 1FMyss 302: Flammahility

[El 1FMyss 302: Flammability

0 Seat Fire
2 Interior Carpet Fire

Combustion Products
Heat

Toxic Gazes

Smoke

[El 1 FMYSS 302: Flammability
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MITIGATION ERRORS

Potential Contribution Potential Reception

# & MName Mitigations PRI Employed Mitigation Mitigation Error
1 = carpet [E 1 FMySS 302: Flammability
) O Engine [E 2 FMVSS 301: Fuel System
[El 2 External Venting
5 [ Engine Compartment [ 2 FMYSS 301: Fuel System|[€] 1 FMVSS 302: Flammability (€] 1 FMVYSS 302: Flammability
[E 3 External Venting
4 = Fire
5 E] Fuel Line
] =] Hood Insulator
7 =] Passenger Compartment | [E 1 FMysS 302: Flammakility
3 E Seat [El 1FMyss 302: Flammahility [El 1FMyss 302: Flammability

FMVSS 302 is neither a potential contribution nor a
reception mitigation, so its employment is an error.
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MITIGATION RELATIONSHIPS

e Relationships may also

be displayed in a
matrix using direct

Legend

1 Employed Mitigation

1 Mitigation Errar

4 Potential Contribution Mitigation

connections Or CUStOM | 7 rotental Reception Mitigations

metachains.

e Any relationship in a
table may be shown
a matrix (and icons

may be used in place

of arrows).

M

=
L
=

10

E1-[] 02 System Elements
Q Carpet

. .= Engine

I n -.|=] Engine Compartment
.= Fire

.= Fuel Line

.= Hood Insulator

.= Passenger Compartment

Q Seat

Suo Oy @l[E | FMyss 302: Flammat [

BT

r | [CE] 2 FMYSS 301: Fuel Sys-

S My

| [CEl = External Venting -

S My
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ERROR CHECKING

# Mame Owner Type 2 Incoming Qutgoing

1 ):—E 1] Combustible Combustible 3 Object Flow[Combustible - Combustible[1..*]]
2 J=: 7] Combustible Combustible 2 Object Flow[Combustible -> Combustible[1..*]]
3 = (=% Engine Compartment Fire Combustion Products "2 Object Flow[Combustion Products[0..%] -= ]

4 )I—E Interior Trim Fire Combustion Products 3 Object Flow[Combustion Products[0..*] - Comb
5 = 1% Interior Carpet Fire Combustion Products :: gzj:z: :::::EEZ;EE:::: E:jﬂi{g:]] :z EZ;E
[ ja Interior Carpet Fire Heat 3 Cbject Flow[Heat -> Heat]

7 ):-E (=) Interior Trim Fire Heat . "2 Object Flow[Heat -» Heat]

a ):—E Engine Compartment Fire Heat / ~% Cbject Flow[Heat -> ]

3 J=: =1 Air Ondidizer / "2 Object Flow[Oxidizer -> Oxidizer]

10 = =] Air Oxidizer / "2 Object Flow[Oxidizer -> Oxidizer]

11 = 1] Combustible / 3 Chject Flow[ -]

12 J=: 5] Combustible "L Chiect Flow[ -= ]

13 = ] Gasoline Gasoline "L Cbject Flow[Gasoline -> ]

14 ):—E > Air COnddizer % Object Flow[Oxidizer - Oxidizer]

15 = [ Smoke Combustion Products "2 Object Flow[ -> Combustion Products]

16 = [ Toxic Gases Combustion Products "% Ohject Flow[ -> Combustion Products]

17 =] Engine Compartment Fire Gasoline "% Object Flow[ - Gasoline[1..#]]

18 = Interior Carpet Fire Combustible % Object Flow[Combustible -> Combustible[1..*]]

19 =] 1= Interior Trim Fire Combustible "% Ohject Flow[Combustible -> Combustible[1..*]]

20 =] [ Toxic Gases Combustion Products % Object Flow[Combustion Products[0..*] -> Combustion Proc

21 = [+ Combustion Products Combustion Products "3 Object Flow[Combustion Products[0..*] - Combustion Prog

22 =] > Smoke Combustion Products % COhject Flow[Combustion Products[0..*] -» Combustion Proc

23 = C» Heat Heat "% Object Flow[Heat - Heat]

24 = [Cr Heat Heat "% Object Flow[Heat - Heat]

25 =] 1= Interior Carpet Fire Onidizer "% Ohject Flow[Oxidizer -= Oxidizer]

26 = Engine Compartment Fire Oxidizer "% Object Flow[Oxidizer -> Oxidizer]

27 = Interior Trim Fire Oidizer 1 Cbject Flow[Oxidizer - Oxidizer]
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CONCLUSIONS

 The use of a relatively small number of customizations
can be used to enable the integration of ESOH analysis
into the system model used in support of systems
architecture and engineering.

 The error-checking and customized queries made
possible by this approach allow maximum insight to be
achieved with little incremental effort.

* Reuse, the elimination of adjacent tools and systems,
and the reduction in lag between analysis and
stakeholder visibility are all possible with this approach.
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