From Architecture to Operations
Using Your Architecture Work in Operations
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What Do We Do When We Develop Architectures?
How Is Architecture Useful to Operators?

How Can We Use Operational Information to Prepare for
the Next Architecture?



1. WHAT DO WE DO WHEN WE DEVELOP
ARCHITECTURES?
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Capturing As-Is Architecture Data

Operational equipment

Networks and other interfaces
Operating processes and procedures
Operating costs

Operations personnel

We capture information that describes how
current systems operate and where problems
may occur



Developing To-Be Architecture Data

Designs for new and modified equipment

Designs of new and modified processes

Plans for acquiring equipment

Training needs

All this information will affect the
operations of the as-Is systems



When We Finish, What Do We Have? M

* A complete database with all the information about
the systems that operators (and maintainers) need
to effectively and efficiently operate the systems

Why not put all that data to good use?



2. HOW |S ARCHITECTURE USEFUL TO
OPERATORS?




How Can Architecture Be Useful

* For operators, architecture can provide the basis for understanding
the limitations of and standard operating procedures (SOP) for using
the components

* For maintainers, the architecture can provide a place to store critical
information, such as reliability, availability, and maintenance
procedure, for the components

*However, often this kind of information is either ignored by
architects or occurs later in the lifecycle, after the architecture
database has been ignored for years

*Too often architecture teams do not include the operational and
maintenance perspectives




Capturing Operational Data
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Information Capture Example

Acp=
7§I§ATIDQ

[#Change

BEIELELT

Attributes

Name
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The first generation Enhanced Position Location and reporting
System (EPLRS) was initially fielded to the US Army in 1996. At
that time EPLRS was centrally managed via a large Network
Control Station and offered S6kbps of user throughput through a
military implementation of the X25 interface standard. Since 1996
EPLRS has undergone significant technology refresh. Today's 4th
generation EPLRS no longer relies on centralized network
management and provides 2Mbps of user throughput through an
industry standard TCP/IP interface. All of the (27,000+) EPLRS
radios fielded to data have already been or shortly will be
upgraded to the latest capability.

EPLRS is a mobile ad-hoc network (MANET) providing jam-
resistant data communications over the modern battle space.
Utilizing Direct Sequence Spread Spectrum, Time Division Multiple
Access, Frequency Hopping and Forward Error Correction
technologies, EPLRS provides the means for high speed
information distribution. The network provides automatic and
dynamic relaying for networking in complex terrain and beyond
line-of-sight coverage. Additionally, EPLRS provides GPS-
independent position determination and dissemination for blue

force tracking in GPS-denied environments. EPLRS is employed by

all four branches of the US Armed Forces as well as allied nations.
EPLRS has undergone continuous evolution since first being

deployed in 1996. Today's 4th Generation network provides 2Mbps

of user throughput via a fully automatic MANET. No pre-planning
or active network management is required. Radios are available in
two variants; vehicular and man wearable. The optional network
manager runs on a Toughbook personal computer.
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* MBSE tool
provides means
to capture and
relate
information
about any asset

* This would
provide a means
to capture and
share information
about the
systems and
components
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Visualizing the Comms Architecture Example
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*Physical
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Next Steps

*Similar information and documentation can support the maintainers

* However, we still need a database for the information that can then
be reused for each perspective

* Most tools currently focus on only one lifecycle phase (e.g.,
architecture, operations, or maintenance), but the overlapping
information clearly means that we could use a single database with
multiple views

°*Here is where the concept of MOSA helps us




Modular Open Systems Approach (MOSA
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Distribution Statement A OSA Contract Guidebook v.1.1
Approved for Public Release; distribution is unlimited June 2013

EXECUTIVE SUMMARY

This Open Systems Architecture Contract Guidebook provides contract
language targeted at the needs of the Program Manager. This document
contains the basic elements to capture the benefits of an open
architecture and an open business model. The essence of Open Systems
Architecture (OSA) 15 organized decomposition, using carefully
defined execution boundaries, layered onto a framework of software
and hardware shared services and a vibrant business model that
facilitates competition. OSA is composed of five fundamental
principles:
1. Modular designs based on standards, with loose coupling and high
cohesion, that allow for independent acquisition of system
components:

[

Enterprise investment strategies, based on collaboration and trust,
that maxnmze reuse of proven hardware system designs and ensure
we spend the least to get the best;

3. Transformation of the life cyele sustainment strategies for software
intensive systems through proven technology msertion and
software product upgrade techniques;

4. Dramatically lower development nisk through transparency of
system designs, continuous design disclosure, and Government,
acadenua, and industry peer reviews;

5. Strategic use of data rights to ensure a level competitive playing
field and access to alternative solutions and sources, across the life
cycle.

A mandate of OSA is that technical requirements be based to the

maximum extent practicable on open standards. Where there are no

standards, the OSA methodology creates them. At a mininum,
technical standards and related specifications, requirements, source
code, metadata, interface control documents (ICDs), and any other
implementation and design artifacts that are necessary for a qualified
contractor to successfully perform development or maintenance work
for the Government are made available throughout the life cycle.
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Contract Guidebook
for Program Managers v

OSA Contract Guidebook for PMs

“The essence of Open Systems Architecture (OSA) is
organized decomposition, using carefully defined
execution boundaries, layered onto a framework of
software and hardware shared services and a vibrant
business model that facilitates competition.”

Defining Modular Open Systems @
Architecture

What: A technical architecture that leverages
technical standards to support a modular, loosely
coupled and highly cohesive system structure

How: Customer definition and ownership of product
architecture; publication of key interfaces within the
system

Why: Enables Open, Competitive Business Model —
allowing components to be added, modified,
replaced, removed or supported by different vendors
throughout the life cycle — driving opportunities to
enhance competition and innovation

Cortrence, - o

“Modular Open Systems Architecture
in DoD Acquisition”
Mr. Stephen Welby, DASD(SE)



A MOSA Reference Architecture
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Architect Operator Maintainer
View View View
Architect View Ul Operator View Ul MaintaiSIer Loy
Architect View Operator View Maintainer View
Logic Business Logic Business Logic
DA API DA API DA API

Other Views

Other View Ul

Other View Logic

Data Abstraction Layer (DA)

DA API

COTS/NDI

Open Standards

Data Storage Layer (DS)

COTS/NDI

Reference Architecture (RA) supports MOSA objectives through defined

interfaces, open standards, and a severable modular design
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Plugin Architecture Example @RI

* Plugins are viewpoints of the Innoslate
database

Innoslate Plugin Ul

* Plugin features -
o Not a standalone application (requires Innoslate R—
Core) ‘ ‘
o All authentication is through Innoslate Core with WTNATW.
the options for: . A

= Single-Sign-On CAC (Default)

= Native Email/Password (Optional)

= LDAP (Optional) r——
o All data is stored in the U.S. Government LLDBC

managed MSSQL database using Innoslate Core ) sqL server

o Innoslate REST API facilitates plugin data ‘

‘ Innoslate Core ‘

i—1

exchange

Microsoft SQL Server ‘




3. HOW CAN WE USE OPERATIONAL
INFORMATION TO PREPARE FOR THE NEXT
ARCHITECTURE?




Operational Data Utility

* Operational data can be used to identify problems areas and user
needs

o Issues may provide a window into the kinds of problems users face or unclear
features

o Feature suggestions may also be “hidden” in issues

o Maintenance logs show where components do not meet their expected
lifetimes or where they exceed them

*This data forms the basis for gap analysis that can then be turned
into architecture improvements

*This approach requires the creation and maintenance of a reference
architecture




Use of Other Tools to Feed Architecture Work

INNOVATIONS
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Assessments
made using Assessment
ADRT
\ Score As-Is
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Generic Draft
DMP/ > DMP/
DRP DRP

Tailor Reference
Architecture

Architecture

Qevelopment

Develop As-Is
Architecture

Develop To-Be
Architecture

ADRT enables

automatic

generation of

draft DMP

Local Criteria &
Priorities

International
Resources

International
Resources
identified from
Tech Match

Key

DMP = Disaster Management Plan
DRP = Disaster Response Plan
ADRT = Assessment of Disaster
Readiness Tool

Engagement Plans

Security Plans

Perform Needs
Analysis

Develop Road
Map

Simulators enable verification
and visualization of

architecture processes

Develop A

Annual Annual Annual
Plan, Plan, Plan,
DMP,/ DMP,/ DMP,/
DRP, DRP, DRP,




Summary

Architecture work needs to include the perspectives of operators
and maintainers

We need to get more out of the architecture work that’s
performed

Reusing and evolving the architecture databases into operational
tools is essential to obtaining the full value for this work



