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Presenter
Presentation Notes
The decisive operational advantage the Unites States has become comfortable with has shrunk and in some cases does not exist.  Today and tomorrow’s threat are forcing us to acquire technologies and learn how to use them. For the T&E community these technologies introduce new challenges not only in terms of how we test the technology but what we test.  We must answer the question “what does right look like?” knowing that we are bounded by time to get capability to the field, budget, workforce and infrastructure in terms of test tools and test range size and availabilityEffective partnering of Government and Industry can help us address some of these challenges through:	- Early Engagement to understand the technology and shape future test strategy	- Continuum of test from Contractor DT, gov’t DT, to OT avoiding unnecessary redundancy but preserving independence of each segment of test	- Sharing test tools – esp in modeling and simulation and finally, ensuring an honest assessment and awareness of technical readiness and programmatic risk of new technologies
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Current Testing 
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Presenter
Presentation Notes
We have a highly skilled team that has a history of figuring out how to test weapon systems to include some testing at hypersonic speed…we constantly are improving test technology but typically bounded by a known set of test parameters
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…But What About This? 
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How Do We Test This? What Does Right Look Like? 
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Drivers - The Threat Environment 
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FASTER SURVIVABLE 

ADAPTABLE 
AFFORDABLE 



B r e a k i n g  B a r r i e r s  …  S i n c  e  1 9 4 7 

CLEARED FOR PUBLIC RELEASE 2017-0076 

Today’s Environment 
Requirements, Acquisition, T&E and Cyber Challenges 

INCREASING 
COMPLEXITY 

• Emerging technologies 
• Systems-of-systems 
• Highly dependent on IT & software 
• Cybersecure & interoperable 
• Delivered quicker  
• Delivered in Increments 
• How to test?   
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Autonomy 

 How should the “spectrum” of 
autonomy be defined? 
 Cognitive vs adaptive 

 How do we test systems that learn? 
 What is industry doing that 

USAF could leverage? 
 Effects based testing or process 

as well? 
 Are they learning the right 

lessons? 
 Are they learning them quickly 

enough to be effective? 
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Cyber 

 Evolving and rapidly growing need 

 Approaches are time consuming 
and have a high manpower 
demand 

 Where can automated tools be 
leveraged for cyber testing? 

 What techniques are used in 
industry? 

 What are meaningful measures to 
communicate cyber vulnerability 
and survivability? 
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Directed Energy 

 

 Current tests are primarily set 
up for technology development 
vs operational employment 

 
 What changes are needed in 

test approach and 
infrastructure to do an 
operational assessment to 
include suitability? 

 
 What does right look like? How 

are requirements defined? 
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Other Technologies 

 Hypersonics 
 Test Infrastructure 

 Test Fleet Challenge 

 Range Challenges 

 Electronic Warfare 
 Threat Representation 
 Range Limitations 
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Government & Industry Partnering 

 Early Involvement of Test/Ops Community 
Education two way street 
Know the technology / Know the CONOPS 

Early design of test strategy 

 Leverage existing industry tool sets 
Modeling and simulation collaboration 
Automated test tools 

Continuum of testing – Contractor DT, DT, OT 

Marketing        Requirements      Testing 
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Presenter
Presentation Notes
How do we share test tools? -- Is it possible to have some public/private agreements out of a given specific contract language to reduce seams between contractor DT and Gov’t DTAre there ways we can look at charging policies to provide incentives for great data sharing between contractor DT and gov’t DTHow do reduce barrier of “propriety” as a barrier to communicationContractor and Gov’t DTTodayContractor designs using RMF guidelines (vague and left-to-interpretation)Contractor provides system documentationGov't evaluates the system with "surprise" tests (contractor doesn't haveaccess to the tools)Contractor provided the POAM to fix TomorrowGov't develops a threat modelContractor designs with full awareness of the threat modelContractor performs tests against the threat model throughout the SE processContractor provides system documentation including a full vulnerability IDGov't performs standard DT/OT to spot-check design against threatGov't evaluates performance, documentation, and test results to make arisk/fix determination 



B r e a k i n g  B a r r i e r s  …  S i n c  e  1 9 4 7 

CLEARED FOR PUBLIC RELEASE 2017-0076 

Protect the Homeland 
 

Build Security Globally 
 

Project Power and Win Decisively 

Relevance 



B r e a k i n g  B a r r i e r s  …  S i n c  e  1 9 4 7 

CLEARED FOR PUBLIC RELEASE 2017-0076 

Backups 
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“It’s Just a Sensor”… 
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Need to understand technology and what it means 
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The Need for Testing 
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DEMO FIELDABLE 
SYSTEM 

Advance the  
technology DOTmLPF-P 
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