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Challenges

 There has never been a greater need than now to strive for
efficient and effective use of government resources

— Keep pace with the increasingly complex environment
— Technology is changing by an order of magnitude every 10 years

— Desire to deliver highly complex products and systems of systems at
the very tip of technology development to the customer






Department of Homeland

Security (DHS)

Mission: Our duties are wide-ranging and our goal is clear:
a safer, more secure America, which is resilient against
terrorism and other potential threats

1. Prevent Terrorism and Enhance Security

Secure and Manage our Borders

Enforce and Administer our Immigration Laws
Safeguard and Secure Cyberspace

Strengthen National Preparedness and Resilience

2.
3.
4.
5.

T&E is the Key to Delivering Enhanced Capabilities to Homeland
Security Operators




DHS Acquisition

Acquisition Lifecycle Framework (ALF) Acquisition Programs

e Need Phase e Levell:>%$1B
* Analyze/Select Phase * Level 2: $300M - $1B
e Obtain Phase e Level 3: <$300M

Produce/Deploy/Support Phase
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Office of Test and Evaluation

(OTE)

Mission: Help programs succeed

Mandate: Title 6, Section 182; Homeland Security Act 2002
Delegation 10003, DHS Directives102-01 and 026-06

Serve as the DHS T&E Authority

Principal advisor on T&E to the Secretary and Component
Heads

Provide independent T&E review and analysis

Prescribe T&E policy and procedures

Workforce development for T&E professionals



DoD / DHS Partnerships

Reciprocal Use of Test
Facilities




Reciprocal Use of Test

Facilities

 DoD / DHS MOU on Reciprocal Use of Test Facilities
— Signed on October 26, 2015

MEMORANDUM OF UNDERSTANDING

ags BETWEEN
THE DEPARTMENT OF DEFENSE
— Expand capability se =
p THE DEPARTMENT OF HOMELAND SECURITY
FOR
THE RECIPROCAL USE OF TEST FACILITIES
This is a Memorandum of Understanding (MOL) betwesn the Department of Defensa (Dol)
and the Department of Homeland Seourity (DHS). When referred 10 collectively, the Dol
and the DHS are reforred (o0 as the “Partics.™
1. B GROUND:

bility for this MOU from Dol» will be the Under Secretary o
r»u\uylry]hw s (USINAT&L)) with MTm'Rlus-uww

— Purpose: e
— DoD & DHS will pursue initiatives that share
access to testing resources R e

- Provides basis for a reciprocal use agreement | SESEEEEEEEE

— Works in the national interest
— Prevents unwarranted duplication of test infrastructure

— Increases the overall efficiency and effectiveness of DoD and DHS
missions



Reciprocal Use of Test

Facilities

e DoD & DHS Test Resource Working IPT
— Co-Chaired by DoD (TRMC) & DHS (Dir, T&E)

— Prepare test resource recommendations for
DoD / DHS T&E Leadership
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Reciprocal Use of Test

Facilities

» Collaborate on Test Capability Directory
— DoD & DHS test resource capabilities




Reciprocal Use of Test

Facilities

« MOA on Use of the National Cyber Range
— Signed on July 21, 2016
— DoD/DHS collaboration in cyber defense .

THE DEPARTMENT OF DEFENSE

AND
‘THE DEPARTMENT OF HOMELAND SECURITY

'USE OF THE NATIONAL CYBER RANGE

L Background

Cyberspace is an operational domain. The U.S. vamvmnmusmnmoﬂmum
up-b:bhsmmme-mvmmormmnmd d logi:
‘and business functions. Thi ‘presents our ies with iti mﬁpkm
wvulnerabilities and conduct disruptive and destructive cyber attacks. To protect the homeland
nﬂU.S.fmﬁmﬂ-cﬁam Depamnnuloﬂ!m:lmdSemnlymdDepumuuof

Reconfigurable Test Suite 1

Range Operations Center 2 Operator Rooms Welcome and Reception to detect, deter, protect against, respond
FACTR Wide Situational Awareness | Brief/Debrief Conf Room RS o ot s s potadil ober k. The Naton Cber Range s 3 DOD resoor s
FACTR Operations Visitor Check In testing and evaluation of advanced cyberspace capabilties.

Accreditation Maintenance

1L Parties

‘This Memorandum of Agreement (MOA) is hereby entered into by and between the
of Defense (DoD) and the Department of Homeland Security (DHS), hercinafter
jointly referred 10 as the “Parties™ and individually as a “Party.”

IL  Purpose
“The purpose of this MOA is to formalize the relationship between DoD and DHS for the

use of the National Cyber Range (NCR) and other cybersecurity test and evaluation (T&E)
infrastructure assets mmroiledbymaDnDTqIRemw MumgemmlCeuer(TmC) This

Security Office

Security Operations
File Storage

MOA specifies uthorities, limitatic and duration of
efforts to achieve the following goals:
& Enable DHS 1o us¢ TRMC- iled T&E it
'NCR, on a fee-per-use basis in support of cybersecurity science and tachmlngy,
Range Support Center research and development, test, evaluation, exercises, and training.

Software Sustainment * Ensble DHS and DoD in the T&E of
‘Community Outreach satisfy the needs of both departments in the defense of the homeland, hm:mmi
Resource Integration security, and civil support missions.

+ Promote standardization of cybersccurity T&E best practices and procedures.

Provide a forum for interagency communication, personnel exchanges and
information sharing.

Reconfigurable test Suite 2
2 Operator Rooms 1
1 Brief/Debrief Room

High Security Data Center

Asset
MLS Environment
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Reciprocal Use of Test

Facilities

e Currently in coordination
- U.S. Army, Aberdeen Test Center
— Others as required
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