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Presentation Notes
What strategic collaboration around T&E technology and infrastructure needs to be done now to support an accelerated effort for the Third Offset Strategy?
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“...technology development is not our biggest challenge in meeting
our adversaries’ military posture; fielding innovative technologies
more rapidly and efficiently is the challenge we face today.”
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Performance of the Defense Acquisition System

2015 Report

MDAP BLRIP Operational Test Ratings—DoD Wide (1984-2014)
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http://www.acq.osd.mil/fo/docs/Performance-of-Defense-Acquisition-System-2015.pdf


Presenter
Presentation Notes
One measure of technical performance of acquisition programs is how they rate, as a group, in operational effectiveness and suitability as assessed by DOT&E [Director, Operational Test and Evaluation]” (italics added), which is accompanied by the figure (see Figure 1). 

The AT&L concludes: 
“Generally, it appears that performance dropped since 2001 compared to prior years, especially in the number of systems rated fully effective and the number of partially suitable systems, but these changes are not statistically significant”
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Performance of the Defense Acquisition System

2016 Report

System BLRIP Operational Test Ratings—DoD-Wide (FY 1984-2016Q1)
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http://www.acq.osd.mil/fo/docs/Performance-of-Defense-Acquisition-System-2016.pdf
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Presentation Notes
Generally, it appears that performance dropped somewhat since FY 2001 compared to prior years (e.g., in the number of systems rated fully effective and the number of partially suitable systems). This perceived drop may be due in part to an overall trend of more complex, multi-mission systems. These changes nevertheless are not statistically significant. In other words, statistically the DoD’s newly acquired systems perform in operational tests about as well as they always have through FY 1984 to present. In our ability to acquire quality systems, there is no degradation (or improvement) dramatic enough to be measurable statistically considering the relatively few programs in question. 

The three high-frequency causes (i.e., inadequate design margins, system management, and software faults) are special-interest items for further analysis in next year’s annual report and for systemic correction. 

Also, DOT&E testing policies and procedures changed in FY 2000 and 2005, further complicating comparisons between these periods. 

The portfolio of programs that have achieved IOC showed modest schedule growth, measured in months, not years. 

Note, however, that any remaining limitations are subject to tradeoff decisions that weigh remediation cost and performance factors against the benefits of early introduction of advanced capabilities. 


Problem Discovery Affecting OT&E

DOT&E FY2016 Annual Report

e 74 programs had a total of 83
operational tests
« 30% (25/83) of the operational . i o v o1

Rate of favorable outcomes from OT&E is not improving.
‘ Note for T&E community: results unchanged in the
post -WSARA era.
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effectlveness suitability, or
survivability.

ant Problems

» 36 percent (30/83) discovered significant problems that were
unknown prior to operational testing.

http://www.dote.osd.mil/pub/reports/FY2016



T&E Role in Improving Acquisition Outcomes

e Our job as testers is to help programs succeed.*

* Independent T&E must be a lifecycle activity.
— Initial production decision should not be made based solely on vendor data.

« Challenge the status quo; don’t bring “old-T&E” to a new program.

— DT&E matters
« DT&E is not “technical testing”
» Users must be involved in DT&E

— OTAs can do DT&E

— The purpose of DT&E is not “to determine readiness for OT&E”
« determine readiness to begin production

— Cybersecurity is not some other tester’s responsibility
— Effectiveness and Suitability do not adequately evaluate today's systems

* Fix this in the schoolhouse; practice it in program engagement.

*Test and Evaluation Myths and Misconceptions, Defense AT&L, Jan-Feb 2015



Leading Change in DHS

DHS Acquisition Lifecycle Framework (DHSD 102-01)

ANALYZE/ PRODUCE/

OBTAIN DEPLOY/
o A=H=cy o : : e SUPPORT
Ve Prboram Y Shbtoring

Acquisitions

Department of Homeland Security Department of Homeland Security
DHS Delegation Number: 10003 DHS Delegation Number: 10003
Revision Number: 00 Revision Number: 01
Issue Date: 05/06/2009 Issue Date: 6/17/2016
DELEGATION TO THE DELEGATION TO THE
DIRECTOR OF OPERATIONAL DIRECTOR OF TEST AND
TEST AND EVALUATION EVALUATION
“The delegated authority herein does “The delegated authority extends
not extend to developmental test and to developmental testing and
evaluation.” evaluation to appropriately inform

Acquisition Decision Events 2 C/3
as negotiated and documented
during development of the Test
and Evaluation Master Plan.”



Leading Change in DHS

USCG Polar Ice Breaker

International Engagement: Canada
National Research Council Ice Lab
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Leading Change in DHS

 DHS Agile Pilot Programs

Continuous Integration and Test

— Student Exchange Visitor optonn | N
Information System (ICE) R A Y

— National Flood Insurance
Program IT Phoenix (FEMA)

Sprint :
Sprint C p Sprint Working Product

— Technology Infrastructure — Backlog Copabitty - Review —
. . roguc Highest Priority Deployment Useful Capabili
Modernization (TSA) Backlog User Requirements

Requirements

— Grants Management \ /
Modernization (FEMA) User Requirements

— Verification Modernization
(USCIS)

» Agile training is required
o Agile T&E WIPT

— TEMP for Agile programs
— Integrated Test Plans

10



Leading Change in DHS

Other T&E Initiatives: R

BETWEEN
‘THE DEPARTMENT OF DEFENSE
AND

e TEMP Instruction N ——

This is a Memorandum of Understanding (MOU) between the Department of Defense (DoD)
and the Department of Homeland Security (DHS). When referred to collectively, the DoD

 T&E Management Guide RS

1. BACKGROUND:

In the DHS’s homeland security mission and the DoD"s national security mission, test
facilities and test ranges play a vital role. The ability to adequately test the capabilities used

* Procedures for Operational Test and Evaluation of | =EiEEstiasemnes
Cybersecurity

f)
national t:mng mfmsmlcture and allowing use of their respective test and evaluation (T&E)

MEMORANDUM OF AGREEMENT

|der Secretary of
1 1h THE DEPARTMENT OF DEFENSE Test Resaurce
[ ] AND
‘THE DEPARTMENT OF HOMELAND SECURITY
ON |der Secretary of
USE OF THE NATIONAL CYBER RANGE fent Support as

o Threat Assessments for ACQUISItION Programs | * ... s oo 2

capabilities 1o execute a diverse set of command and control, intelligence, logistics, management, DHS Directive
and business functions. This reliance presents our adversaries with opportunities to exploit
vulnerabilities and conduct disruptive and destructive cyber attacks. To protect the homeland

e T&E Career Field Certification IT Track e b

provides rmmnn mlmud hi-fidelity cyber thut enable i ities) to testing
testing and f advanced il fther test

jat works in the
I Parties |l increases the

D's national
» Operational Test Director Course i et oA 4O sy e by e v -
Department of Defense (DoD) and the Department of Homeland Security (DHS), hereinafter
jointly referred to as the “Parties” and individually as a “Party.”
. HL  Purpose
o J |A I F_S artn e rS h I The purpose of this MOA. is to formalize the relationship between DoD and DHS for the
use of the National Cyber Range (NCR) and other cybersecurity test and evaluation (T&E)
infrastructure ussets controlled by the DoD Test Resource Management Center (TRMC). This

MOA specifies the authorities, limitations, scope, reles and responsibilities, and duration of
efforts to achieve the following goals:

« MOU on Reciprocal Use of Test Facilities ' R e e

and development, test, evaluation, exercises, and training.

Enable DHS and DoD to collab in the T&E of cyb ilities that
satisfy the needs of both depariments in the defense of the homeland, homeland

« MOA on Use of the National Cyber Range St i e s s

« Provide a forum for i ication, personnel and
information sharing.

.
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Summary

We can improve the rate of favorable outcomes.
Partnering with the programs is key to success.

Homeland Security Operators
are counting on us to get it right.
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