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CONVINCE THE SYSTEMS SECURITY ENGINEERING COMMUNITY, 
CONTRACTOR PROGRAM MANAGEMENT, AND US GOVERNMENT 
PROGRAM OFFICE, AND 

CONVINCE PIT SYSTEM / PIT AUTHORIZING OFFICIALS (AOS) / 
INFORMATION SYSTEM SECURITY MANAGERS (ISSMS) /SECURITY 
CONTROL ASSESSORS (SCAS) THAT 

SYSTEMS SECURITY ENGINEERING IS THE ONLY AFFORDABLE 
OPTION FOR PIT SYSTEM / PIT CYBERSECURITY

BLUF
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RMF, SYSTEMS SECURITY ENGINEERING AND
DoD PIT SYSTEMS / PIT (ESSENTIAL REFERENCES)
ÅRisk Management Framework (RMF) is a set of components that provide the foundations and 

organizational arrangements for designing, implementing, monitoring, reviewing and continually 
improving risk management throughout the organization (ISO 31000:2009(E)§2.3)
ÅNational Institute of Standards and Technology (NIST) Transformational Documents defined RMF:
ÁNIST SP 800-30, Guide for Conducting Risk Assessments;
ÁNIST SP 800-37, Guide for Applying the Risk Management Framework to Federal Information Systems: A 

Security Life Cycle Approach;
ÁNIST SP 800-39, Managing Information Security Risk: Organization, Mission, and Information System View;
ÁNIST SP 800-53, Security and Privacy Controls for Federal Information Systems and Organizations; and
ÁNIST SP 800-53A, Guide for Assessing the Security Controls in Federal Information Systems and Organizations: 

Building Effective Security Assessment Plans.
ÅNIST also published Special Publication 800-160 (NIST SP 800-160v1) Systems Security Engineering; it 

is a Process View (defined by ISO/IEC/IEEE 15288:2015(E), Annex E Process Views)
ÅPIT (Platform Information Technology) and PIT Systems are hardware and software IT that is 

physically part of, dedicated to, or essential in real time to the mission performance of special 
purpose systems (PIT System are a collection of PIT) (e.g., weapons and weapon systems, etc.)

I.E., Contractor DoD Developmental Product Line Systems Security Requirements Life Cycle
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CORELATED ENCLAVE TO PIT SYSTEM / PIT WORK PRODUCTS
Enclave Work Products (Stove-Pipe)

ÅCybersecurity Strategy

ÅSystem Security Plan (SSP) (RMS KS)
ÁPorts, Protocols, & Services Management

ÁDoD Security Control Set

ÁSystem Authorization Boundary

ÅContinuous Monitoring Strategy (CMS) (NIST SP 
800-137 ISCM)

ÅSecurity Assessment Plan (SAP)

ÅSecurity Assessment Report (SAR)

ÅRisk Assessment Report (RAR)

ÅPlan of Action and Milestones (POA&M)

PIT System / PIT Work Products (Integrated)

ÅPPP/PPIP at Appendix E (DoD CIO memo of 20151110 w/template)

ÅSystem Requirements Specification (SyRS), etc., flow-down Spec.
Å §2 Applicable Documents (Internal/External ICDstied to §6.1 DoDAFSV-1, SV-3)

Å §3 Requirements (against HWCI/CSCI Critical Component from PPIP Appendix C) with System-
of-Interest C-I-A & Overlays (from NIST SP 800-53r4 and associated CCIs)

Å §6.1 Intended Use (to include DoDAFOV-1 High-Level Operational Concept Graphic, DoDAF
SV-1 Systems Interface Description, and SV-3 Systems-Systems Matrix)

ÅCybersecurity Section of SEMP (Tier 1 and/or 2), SyRS§6.1 Intended Use 
(System-of-Interest Tier 3 Strategy) and PPIP 

ÅTEMP Cybersecurity Section & SyRS(w/flow -down) §4 Verification

ÅSyRS(w/flow -down)§4 Verification Reports

ÅPre MS-A & B Analysis Reports (Design Residual Risk) and Cybersecurity 
Section of DT&E/ OT&Efor Requirement Compliance
Å Note, the 15288/800-160 (§6.4.2.3e/ §3.4.2 SN-5) Analyze Stakeholder Security Requirements 
wŜǇƻǊǘ ά5ŜŦƛƴŜǎέ 5ŜǎƛƎƴ SySRResidual Risk for System-of-Interest

ÅEngineering Change Proposal (ECP) / 
Preplanned Product Improvement (P3I)

tL¢ !Ŏǉǳƛǎƛǘƛƻƴ {ȅǎǘŜƳǎ 9ƴƎƛƴŜŜǊƛƴƎ LƴŎƭǳŘŜǎ 9ƴŎƭŀǾŜ ά{ǘƻǾŜ-tƛǇŜέ ²ƻǊƪ tǊƻŘǳŎǘǎ 
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CYBERSECURITY IN DoD ACQUISITION OF DEVELOPMENTAL 
CONFIGURATION ITEMS (I.E., PIT MATERIEL PROCUREMENT)
ÅRecognize the need for Security within the System-of-Interest (i.e., PIT) at MDD

ÅInclude Cybersecurity (and other Security, e.g., AT, SwA, SCRM) with all the other System-of-Interest 
Requirements (System Survivability KPP)

ÅFor National Security Systems (NSS a.k.a., weapons, etc.) execute CNSSI 1253 Chapter 3

ÅBetween Alternative System Review (ASR) and System Requirements Review (SRR) resolve 
Competing and Conflicting Requirements (Required Requirements Engineering)
ÁPublish System-of-Interest System Requirements Specification (SyRS)

ÁThe Cybersecurity Competing and Conflicting Requirements Analysis Report Defines the System-of-Interest 
(SoIύ άwŜǎƛŘǳŀƭ wƛǎƪέ ŀƴŘ ǊŜǉǳƛǊŜǎ !hκL{{a !ǇǇǊƻǾŀƭ

o Milestone B Entrance Criteria (RMF Step 2+ (Select), vice waiting to RMF Step 5 (Authorize))

o The SoIάwŜǎƛŘǳŀƭ wƛǎƪέ ǊŜǇƻǊǘ ƛǎ ŀƴŀƭƻƎƻǳǎ ǘƻ ŀƴ 9ƴŎƭŀǾŜ wƛǎƪ !ǎǎŜǎǎƳŜƴǘ wŜǇƻǊǘ όw!wύ

P3I or ECP addresses SoINon-compliance (POA&M addresses Enclave vulnerabilities)

ÁAll SyRSwŜǉǳƛǊŜƳŜƴǘǎ ǿƛƭƭ ōŜ ά/ƻƳǇƭƛŀƴǘέ ŀƴŘ ά±ŜǊƛŦƛŜŘέ όSyRS§4 Verification)

ÅFollow the normal DoD Acquisition Process to obtain a Compliant SoI

Built In Cybersecurity using Requirements Engineering is the only Affordable Solution
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CONTINUE THE BRIEFING (NOT BRIEF) 
FOR THE DETAILS.

END OF BLUF
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THE REACTIVE VS. PROACTIVE RISK APPETITE BASED 
ON TYPE OF CONSEQUENCES

TOLERABLE CONSEQUENCE VS. INTOLERABLE 
CONSEQUENCE

WHAT IS THE ORGANIZATION RISK APPETITE
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WHAT DOES IT TAKE TO GET A TRAFFIC LIGHT IN A 
άLC L¢ L{bΩ¢ .whY9 5hbΩ¢ CL· L¢ {h/L9¢¸έΚ

ÅAccording to Part 4-Highway Traffic Signals, 
Warrant 7, Crash Experience (page 445), it takes 
five (5) or more reported crashes within a 
12-month period and exceeding one of the 
traffic volume requirements to get a traffic light 
at an intersection 
(US DOT, FHA Manual on Uniform Traffic Control Devices ςMUTCD)

Á! ǊŜŀŎǘƛǾŜ Ǌƛǎƪ ǎƻŎƛŜǘȅΤ ƛŦ ƛǘǎ ƴƻǘ ōǊƻƪŜƴ ŘƻƴΩǘ ŦƛȄ ƛǘΗ

²Ŝ άŀŎŎŜǇǘέ ǘƘŜ ŎƻƴǎŜǉǳŜƴŎŜ ǘƘŀǘ ŀ ƳƛƴƛƳǳƳ ƻŦ р ǊŜǇƻǊǘŀōƭŜ 
ŎǊŀǎƘŜǎ ǿƛƭƭ ƻŎŎǳǊ όwŜŀŎǘƛǾŜ ǘƻ άǎƳŀƭƭέ ǘƘǊŜŀǘύ
https://commons.wikimedia.org/wiki/File:Minor_traffic_accident_Memphis_TN_2013-08-03_001.jpg
By Thomas R Machnitzki(thomasmachnitzki.com) [GFDL (http://www.gnu.org/copyleft/fdl.html) or CC BY 3.0  
(https://creativecommons.org/licenses/by/3.0)], from Wikimedia Commons

.ȅ ¦{ 5h¢ {ǘŀƴŘŀǊŘ ǿŜ ƻƴƭȅ ŀŎǘ ƻƴ ŀ ά5ƻŎǳƳŜƴǘŜŘέ tǊƻōƭŜƳ

http://mutcd.fhwa.dot.gov/pdfs/2009/part4.pdf
https://commons.wikimedia.org/wiki/File:Minor_traffic_accident_Memphis_TN_2013-08-03_001.jpg
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THE LAW OF UNINTENDED CONSEQUENCES;
HOW US NAVY BuOrd COST LIVES IN WW II

ÅThe World War II Mk-14 Submarine Torpedo was deployed with four (4) major engineering flaws
Áά¢ƘŜ ǿŀǊ ώ²²-II] would have been foreshortened and many American lives saved had a reliable 
ǘƻǊǇŜŘƻ ōŜŜƴ ŀǾŀƛƭŀōƭŜ ŦǊƻƳ ǘƘŜ ōŜƎƛƴƴƛƴƎ Χ ǘƘŜ Ŏƻǎǘ ǘƻ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎ ǿŀǊ ŜŦŦƻǊǘ ƛƴ ƭƛǾŜǎΣ 
ŘƻƭƭŀǊǎΣ ŀƴŘ ǘƛƳŜ ǊŜƳŀƛƴ ƛƴŎŀƭŎǳƭŀōƭŜΦέ 

τVice Admiral Bernard M. Kauderer, USN(R), former 
Commander United States Submarine Forces

Mark 14 torpedo's side view and interior mechanisms, published in "Torpedoes Mark 14 and 23 Types, OP 635", March 24, 1945, Public Domain image.
The Bureau of Ordnance(BuOrd) was the U.S. Navy's organization responsible for the procurement, storage, and deployment of all naval weapons before and during World War II.

ÅIt ran about 10 feet deeper 
than its depth setting
ÅThe Magnetic exploder 
often caused premature firings.
ÅThe contact exploder would fail.
ÅIt tended to run in a circle and 
would strike the launching boat 
(USS Tullibee, SS 284, was a confirmed fratricide)

Bad Systems Engineering yields Bad Consequences
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THE REACTIVE VS. PROACTIVE 

ÅAccording to Part 4-Highway Traffic Signals, Warrant 7, Crash Experience, it takes five (5) or more 
reported crashes within a 12-month period and exceeding one of the traffic volume requirements to 
get a traffic light at an intersection 
(US DOT, FHA Manual on Uniform Traffic Control Devices ςMUTCD)

Á! ǊŜŀŎǘƛǾŜ Ǌƛǎƪ ǎƻŎƛŜǘȅΤ ƛŦ ƛǘǎ ƴƻǘ ōǊƻƪŜƴ ŘƻƴΩǘ ŦƛȄ ƛǘΗ

Á²Ŝ άŀŎŎŜǇǘέ ǘƘŜ ŎƻƴǎŜǉǳŜƴŎŜ ǘƘŀǘ ŀ ƳƛƴƛƳǳƳ ƻŦ ŦƛǾŜ όрύ ǊŜǇƻǊǘŀōƭŜ ŀŎŎƛŘŜƴǘǎ ǿƛƭƭ ƻŎŎǳǊ 
όwŜŀŎǘƛǾŜ ǘƻ άǎƳŀƭƭέ ǘƘǊŜŀǘύ

ÅThe World War II Mk-14 Submarine Torpedo was deployed with four (4) major engineering flaws

Áά¢ƘŜ ǿŀǊ ώ²²-II] would have been foreshortened and many American lives saved had a reliable 
ǘƻǊǇŜŘƻ ōŜŜƴ ŀǾŀƛƭŀōƭŜ ŦǊƻƳ ǘƘŜ ōŜƎƛƴƴƛƴƎ Χ ǘƘŜ Ŏƻǎǘ ǘƻ ǘƘŜ ¦ƴƛǘŜŘ {ǘŀǘŜǎ ǿŀǊ ŜŦŦƻǊǘ ƛƴ ƭƛǾŜǎΣ 
ŘƻƭƭŀǊǎΣ ŀƴŘ ǘƛƳŜ ǊŜƳŀƛƴ ƛƴŎŀƭŎǳƭŀōƭŜΦέ 
Vice Admiral Bernard M. Kauderer, USN(R), former 
Commander United States Submarine Forces

Tolerable Consequence vs. Intolerable Consequence

Reactive with Tolerable Consequence: Proactive with Intolerable Consequence
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ÅAre you building a system-of-interest that 
Ƙŀǎ άLƴǘƻƭŜǊŀōƭŜ /ƻƴǎŜǉǳŜƴŎŜǎέ ƻŦ ŦŀƛƭǳǊŜ
ÁHas the Customer/Owner (a.k.a., the 
!ǳǘƘƻǊƛȊƛƴƎ hŦŦƛŎƛŀƭ ƻǊ !hύ ƎǊŀƴǘŜŘ άLƴŦƻǊƳŜŘ 
/ƻƴǎŜƴǘέ ŦƻǊ ǘƘŜ άwŜǎƛŘǳŀƭ wƛǎƪέ όƻǊ ƛǎ ƛǘ 
ά!ŎŎŜǇǘŜŘ wƛǎƪέύ

Á²ƘƻΣ ǎǇŜŎƛŦƛŎŀƭƭȅΣ Ǉŀȅǎ ƻŦŦ ǘƘŜ άǘŜŎƘƴƛŎŀƭ ŘŜōǘέ 
ǿƘŜƴ ǘƘŜ άwŜǎƛŘǳŀƭ wƛǎƪέ ƛǎ ǊŜŀƭƛȊŜŘ
o For a traffic light, the 10 participants of the 5 crashes

o For the Mk-мп ¢ƻǊǇŜŘƻΣ ƛǘ ǿŀǎ άǘƘŜ Ŏƻǎǘ ǘƻ ǘƘŜ ¦ƴƛǘŜŘ 
States [WW-LLϐ ǿŀǊ ŜŦŦƻǊǘ ƛƴ ƭƛǾŜǎΣ ŘƻƭƭŀǊǎΣ ŀƴŘ ǘƛƳŜέ
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ÅWould you live in an area that experienced 
35 rocket attacks, 99 terror attacks; that 
experienced 20 fatalities and 
169 wounded?Ϟ

ÁIf you are Israeli, the answer is likely yes

ÁIf you are American, the answer is likely no

ÁAre the Israeli's desensitized to their Risks?

ÅIs DoD desensitized to Cybersecurity Risks?

Ϟhttps://www.theyeshivaworld.com/news/israel-news/1443967/israel-in-2017-35-rocket-attacks-99-terror-attacks-and-20-fatalities-resulting-from-terror-attacks.html



Slide 14

A PROCESS THE AT&T CO. USED IN THE мфолΩ{& плΩ{THAT WAS DOCUMENTED BY 
ARTHUR D. HALL, III IN 1962 IN HIS SEMINAL BOOK, A METHODOLOGY FOR SYSTEMS 

ENGINEERING.  

THE AFLC-WPAFB-DEC 69 CODIFIED THE EFFORT WITH MIL-STD-499 (USAF), SYSTEM 
ENGINEERING MANAGEMENT IN 19690717. 

a!w¢Lb a!wL9¢¢! /hwthw!¢Lhb /h5LCL95 ¢I9Lw ά{¸{¢9a{ 9bDLb99wLbD a!b¦![έ 
hC ¢I9 άb9²έ ¢wL-SERVICE MIL-STD-499 IN 19691000 

TODAY THEIR DESCENDENT ARE THE CONSENSUS STANDARD TRIPLETS OF ISO/IEC/IEEE 
мрнууΥнлмрό9ύ !b5 L999 {¢5 мрнууΦмϰ-нлмп !b5 L999 {¢5 мрнууΦнϰ-2014

SYSTEMS ENGINEERING
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MILITARY STANDARDS (ANCIENT HISTORY)

MIL-STD-490A 19850604, 
Specification Practices 
(superseding MIL-STD-490 
19681030)

MIL-STD-480A 19780412, 
Configuration Control, 
Engineering Changes, 
Deviations and wavers 
(superseding 
MIL-STD-480 19681030)

MIL-STD-1521B 
19850604, Technical 
Reviews and Audits for 
Systems, Equipment, and 
Computer Software 
(superseding MIL-STD-
1521A 19760601)

DoD Std5200.28 
Orange Book 
19851226

MIL-STD-1785
System Security 
Engineering 
19890901, 
Handbook as of 
19950801 (Killed 
SSE)

MIL-STD-499 
19690717, System 
Engineering 
Management
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MIL-HDBK-1785, DoD SYSTEM SECURITY 
ENGINEERING (SSE) OBITUARY OF 19950801

Contractors Only Implement Requirements that DoD Pays For 
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THE 15 PROGRAM PROTECTION COUNTERMEASURES

1. Personnel Security
2. Physical Security
3. Operational Security
4. Industrial Security
5. Training
6. Information Security
7. Foreign Disclosures/Agreements
8. Transportation Management
9. Anti-Tamper (AT)
10.Dial-down Functionality
11.Cybersecurity (former IA/Network Security)
12.Communications Security (COMSEC)
13.Software Assurance (SwA)
14.Supply Chain Risk Management (SCRM)
15.System Security Engineering (SSE)

Government Program Protection Plan (PPP) Template of 20110718
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¢h5!¸Ω{ {¸{¢9a{ 9bDLb99wLbD 59CLb95 twh/9{{Τ 
CONSENSUS AND INDUSTRY DEFINED STANDARDS

ISO-IEC-IEEE 15289 
20150515 Content of 
life cycle information 
products (a.k.a., 
documents)

L999 {ǘŘ мрнууΦмϰ 
2014 Application of 
Systems Engineering 
on Defense Programs 
20141210

L999 {ǘŘ мрнууΦнϰ 
2014 Technical 
Reviews and Audits 
on Defense Programs 
20141210

20161100 NIST 
SP 800-160v1
20180321  
Systems 
Security 
Engineering

As Yogi Berra would say: Deja vu all over again.

ISO-IEC-IEEE 15288 
20150515 System life 
cycle processes
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Do5 twhDw!a a!b!D9wΩ{ D¦L59.hhY Chw Lb¢9Dw!¢LbD ¢I9 
CYBERSECURITY RISK MANAGEMENT FRAMEWORK (RMF) INTO THE SYSTEM 
ACQUISITION LIFECYCLE, 20150900
ÅExecutive Summary
Áά¢Ƙƛǎ ƎǳƛŘŜōƻƻƪ ŜƳǇƘŀǎƛȊŜǎ integrating cybersecurity activities into existing 

processesincluding requirements, SSE, program protection planning, trusted 
systems and networks analysis, developmental and operational test and 
evaluation, financial management and cost estimating, and sustainment and 
ŘƛǎǇƻǎŀƭΦέ

ÅGuidebook Key Tenets
Áά/ȅōŜǊǎŜŎǳǊƛǘȅ ǊŜǉǳƛǊŜƳŜƴǘǎ ŀǊŜ treated like other system requirementsέ

Áά!ǎ ǘƘŜ ǎȅǎǘŜƳ ƳŀǘǳǊŜǎ ŀƴŘ ǎŜŎǳǊƛǘȅ ŎƻƴǘǊƻƭǎ ŀǊŜ ǎŜƭŜŎǘŜŘΣ ƛƳǇƭŜƳŜƴǘŜŘΣ 
assessed, and monitored, the PM collaborates with the authorizing official 
ό!hύ Χ ǘƻ ensure the continued alignment of cybersecurity in the technical 
baselinesΣ ǎȅǎǘŜƳ ǎŜŎǳǊƛǘȅ ŀǊŎƘƛǘŜŎǘǳǊŜΣ Řŀǘŀ ŦƭƻǿǎΣ ŀƴŘ ŘŜǎƛƎƴέ

ÅάCŀƛƭǳǊŜ ǘƻ Řƻ ώŎȅōŜǊǎŜŎǳǊƛǘȅϐ ŜŀǊƭȅ ƛƴ ǘƘŜ ǎȅǎǘŜƳ ƭƛŦŜŎȅŎƭŜ ƛƳǇŀŎǘǎ ǘƘŜ 
!hΩǎ ŀǳǘƘƻǊƛȊŀǘƛƻƴ ŘŜŎƛǎƛƻƴ ŀǎ ǿŜƭƭ ŀǎ ǎȅǎǘŜƳ ǇŜǊŦƻǊƳŀƴŎŜΣ ŀƴŘ ǇǊƻƎǊŀƳ 
Ŏƻǎǘ ŀƴŘ ǎŎƘŜŘǳƭŜΦέ

Eschew Suboptimization; Do Cybersecurity Early for an Optimum Total System Solution
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Do5 taΩ{ D¦L59.hhY Chw Lb¢9Dw!¢LbD ¢I9 /¸.9w{9/¦wL¢¸ 
RMF INTO THE SYSTEM ACQUISITION LIFECYCLE

5ƻ5 taΩǎ DǳƛŘŜōƻƻƪ CƛƎǳǊŜ пDoDI8510.01 Enclosure 6, Figure 3, RMF for IS and PIT Systems

Implementation Graphics Abound from Multiple Sources
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ISO/IEC/IEEE 15288-2015(E)

Å§6.4.2 Stakeholder Needs and Requirements Definition 
Process
ÁThe purpose of the Stakeholder Needs and Requirements 

Definition process is to define the stakeholder requirements for a 
system that can provide the capabilities needed by users and 
other stakeholders in a defined environment.
o 5ŜŦƛƴŜ {ǘŀƪŜƘƻƭŘŜǊ bŜŜŘ ƛƴŎƭǳŘŜǎΥ ά¦ƴŘŜǊǎǘŀƴŘƛƴƎ ǎǘŀƪŜƘƻƭŘŜǊ ƴŜŜŘǎ 

for the minimum security and privacy requirements necessary for the 
operational environment minimizes the potential for disruption in plans, 
ǎŎƘŜŘǳƭŜǎΣ ŀƴŘ ǇŜǊŦƻǊƳŀƴŎŜΦέ

The DoD Defined System Life Cycle Process Requirement
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ISO/IEC/IEEE 15288-2015
THE REQUIREMENTS ENGINEER EARLY IN THE DEVELOPMENT

Å§6.4.2 Stakeholder Needs and Requirements 
Definition Process
Á6.4.2.3 Activities and tasks

o Note Some stakeholders have interests that oppose the system or 
oppose each other. When the stakeholder interests oppose each 
other, but do not oppose the system, this process is intended to gain 
consensus among the stakeholder classes to establish a common set 
of acceptable requirements

o b) Define Stakeholder Needs.

1) Define context of use within the concept of operations and the 
preliminary life cycle concepts

2) Identify stakeholder needs

3) Prioritize and down-select needs

4) Define the stakeholder needs and rationale

Position within the Technical Processes
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L999 {¢5 мрнууΦнϰ-2014 
ÅThis standard addresses the needs of the defense 

community with respect to the incorporation, 
implementation, and execution of technical reviews 
and audits. IEEE Std 15288.1-2014, the standard that 
implements ISO/IEC/IEEE 15288 for application on 
defense programs, provides the defense-specific 
language and terminology to ensure the correct 
application of acquirer-supplier requirements for 
technical reviews and audits on a defense program, 
while this standard provides the implementation 
details to fulfill those requirements.

Defense Program Technical Reviews and Audits
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L999 {¢5 мрнууΦнϰ-2014 TECHNICAL REVIEW TO BASELINES 

Å¢ƘŜ ŀŎǉǳƛǊŜǊΩǎ {9tΣ ŀƴŘ ǘƘŜ ǎǳǇǇƭƛŜǊΩǎ {ȅǎǘŜƳǎ 
Engineering Management Plan (SEMP) where 
applicable, should define the technical reviews and 
audits selected for the program and their specific 
ǇƘŀǎƛƴƎ ŀŎǊƻǎǎ ǘƘŜ ǇǊƻƎǊŀƳΩǎ ƭƛŦŜ ŎȅŎƭŜΦ ¢Ƙƛǎ ǎǘŀƴŘŀǊŘ 
provides application content for the following technical 
reviews and audits:
ÁAlternative systems review (ASR)
ÁSystem requirements review (SRR)
ÁSystem functional review (SFR)
ÁPreliminary design review (PDR)
ÁCritical design review (CDR)
Á¢Ŝǎǘ ǊŜŀŘƛƴŜǎǎ ǊŜǾƛŜǿ ό¢wwύ ώŎƻƴǘŀƛƴŜŘ ǿƛǘƘƛƴ ǘƘŜ ǇǊƻƎǊŀƳΩǎ 

Test and Evaluation Master Plan (TEMP)]
ÁFunctional configuration audit (FCA)
ÁSystem verification review (SVR)
ÁProduction readiness review (PRR)
ÁPhysical configuration audit (PCA)
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NIST SP 800-160v1 IS PER ISO/IEC/IEEE 15288:2015(E)

NIST SP 800-160v1 is a ISO/IEC/IEEE 15288:2015(E) Security VIEWPOINT
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ISO/IEC/IEEE 15288:2015(E), SYSTEMS AND SOFTWARE 
ENGINEERING ςSYSTEM LIFE CYCLE PROCESSES

3.1 AGREEMENT PROCESSES 
3.1.1 Acquisition Process 
3.1.2 Supply Process 

3.2 ORGANIZATIONAL PROJECT-
ENABLING PROCESSES 

3.2.1 Life Cycle Model Management Process 
3.2.2 Infrastructure Management Process 
3.2.3 Portfolio Management Process
3.2.4 Human Resource Management Process 
3.2.5 Quality Management Process
3.2.6 Knowledge Management Process 

3.3 TECHNICAL MANAGEMENT 
PROCESSES 

3.3.1 Project Planning Process 
3.3.2 Project Assessment and Control Process 
3.3.3 Decision Management Process 
3.3.4 Risk Management Process 
3.3.5 Configuration Management Process 
3.3.6 Information Management Process 
3.3.7 Measurement Process 
3.3.8 Quality Assurance Process

3.4 TECHNICAL PROCESSES 
3.4.1 Business or Mission Analysis Process 
3.4.2 Stakeholder Needs and Requirements 
Definition Process 
3.4.3 System Requirements Definition Process 
3.4.4 Architecture Definition Process
3.4.5 Design Definition Process 
3.4.6 System Analysis Process 
3.4.7 Implementation Process 
3.4.8 Integration Process 
3.4.9 Verification Process 
3.4.10 Transition Process 
3.4.11 Validation Process 
3.4.12 Operation Process 
3.4.13 Maintenance Process 
3.4.14 Disposal Process 

Change the §6 number in ISO/IEC/IEEE to 
§3 in NIST SP 800-160 and the section numbering is 
in alignment

NIST SP 800-160 System Life Cycle ProcessesISO/IEC/IEEE 15288
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CORELATED ENCLAVE TO PIT SYSTEM / PIT WORK PRODUCTS

PIT System / PIT Work Products (Integrated)Enclave Work Products (Stove-Pipe)

ÅPPP/PPIP at Appendix E 
(DoD CIO memo of 20151110 w/template)

ÅSystem Requirements Specification (SyRS), etc., flow-down Spec.
Á§2 Applicable Documents (Internal/External ICDs tied to §6.1 DoDAFSV-1, SV-3)

Á§3 Requirements (against HWCI/CSCI Critical Component from PPIP Appendix C) with 
System-of-Interest C-I-A & Overlays (from NIST SP 800-53r4 and associated CCIs)

Á§6.1 Intended Use (to include DoDAFOV-1 High-Level Operational Concept Graphic, 
DoDAFSV-1 Systems Interface Description, and SV-3 Systems-Systems Matrix)

ÅCybersecurity Section of SEMP (Tier 1 and/or 2), SyRS§6.1 Intended 
Use (System-of-Interest Tier 3 Strategy) and PPIP 

ÅTEMP Cybersecurity Section & SyRS(w/flow -down) §4 Verification

ÅSyRS(w/flow -down)§4 Verification Reports

ÅPre MS-A & B Analysis Reports (Design Residual Risk) and 
Cybersecurity Section of DT&E/OT&E for Requirement Compliance
Á Note, the 15288/800-160 (§6.4.2.3e/§3.4.2 SN-5) Analyze Stakeholder Security 
wŜǉǳƛǊŜƳŜƴǘǎ wŜǇƻǊǘ ά5ŜŦƛƴŜǎέ 5ŜǎƛƎƴ SySRResidual Risk for System-of-Interest

ÅEngineering Change Proposal (ECP) / 
Preplanned Product Improvement (P3I)

ÅCybersecurity Strategy

ÅSystem Security Plan (SSP) (RMS KS)
Á Ports, Protocols, & Services Management

Á DoD Security Control Set

Á System Authorization Boundary

ÅContinuous Monitoring Strategy (CMS) 
(NIST SP 800-137 ISCM)

ÅSecurity Assessment Plan (SAP)

ÅSecurity Assessment Report (SAR)

ÅRisk Assessment Report (RAR)

ÅPlan of Action and Milestones (POA&M)

tL¢ !Ŏǉǳƛǎƛǘƛƻƴ {ȅǎǘŜƳǎ 9ƴƎƛƴŜŜǊƛƴƎ LƴŎƭǳŘŜǎ 9ƴŎƭŀǾŜ ά{ǘƻǾŜ-tƛǇŜέ ²ƻǊƪ tǊƻŘǳŎǘǎ 
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L999 {¢5 мрнууΦнϰ-2014 
Å§6.3 System requirements review (SRR) detailed criteria 
ÅTable 5 ςSRR technical review products acceptable criteria
Á Product: System specification:
m) System command, control, communication, computer, and intelligence (C4I) requirements 
are assessed and preliminary performance is allocated across segments and subsystems.
n) System security engineering (SSE), communications security (COMSEC), cybersecurity, and 
program protection (PP) antitamper security requirements are documented for each 
preliminary system conceptual architecture in accordance with DoD directives.
o) Preliminary cybersecurity requirements for both hardware and software are documented 
that address system data protection, availability, integrity, confidentiality, and authentication, 
and nonrepudiation and are consistent with the National Institute of Standards and Technology 
(NIST) risk management framework certification and accreditation requirements.
p) Cybersecurity requirements are mapped for each preliminary logical architecture.
q) Threat scenario assessments are completed, threat environments, categories of expected 
threats and their likelihood of occurrence are defined and correlated with preliminary system 
logical architectures, survivability and vulnerability KPPs are established for each assessed 
threat and correlated with the preliminary logical architectures.
hh) Requirements allocations and associated rationale from the source documents to the 
system specification have been documented.
ii) System specification is approved, including stakeholder concurrence, with sufficiently 
conservative requirements to allow for design trade space.
Etc.

/ȅōŜǊǎŜŎǳǊƛǘȅ ƛǎ ά.ǳƛƭǘ Lƴǘƻέ 5ŜŦŜƴǎŜ tǊƻƎǊŀƳ ¢ŜŎƘƴƛŎŀƭ wŜǾƛŜǿǎ ŀƴŘ !ǳŘƛǘǎ
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CYBERSECURITY IN DoD ACQUISITION OF DEVELOPMENTAL 
CONFIGURATION ITEMS (I.E., PIT MATERIEL PROCUREMENT)
ÅRecognize the need for Security within the System-of-Interest (i.e., PIT) at MDD
ÅInclude Cybersecurity (and other Security, e.g., AT, SwA, SCRM) with all the other System-of-Interest 

Requirements (System Survivability KPP)
ÅFor National Security Systems (NSS a.k.a., weapons, etc.) execute CNSSI 1253 Chapter 3
ÅBetween Alternative System Review (ASR) and System Requirements Review (SRR) resolve 

Competing and Conflicting Requirements (Required Requirements Engineering)
ÁPublish System-of-Interest System Requirements Specification (SyRS)
ÁThe Cybersecurity Competing and Conflicting Requirements Analysis Report Defines the System-of-Interest 

(SoIύ άwŜǎƛŘǳŀƭ wƛǎƪέ ŀƴŘ ǊŜǉǳƛǊŜǎ !hκISSMApproval
o Milestone B Entrance Criteria (RMF Step 2+ (Select), vice waiting to RMF Step 5 (Authorize))
o The SoIάwŜǎƛŘǳŀƭ wƛǎƪέ ǊŜǇƻǊǘ ƛǎ ŀƴŀƭƻƎƻǳǎ ǘƻ ŀƴ 9ƴŎƭŀǾŜ wƛǎƪ !ǎǎŜǎǎƳŜƴǘ wŜǇƻǊǘ όRAR)

P3Ior ECPaddresses SoINon-compliance (POA&Maddresses Enclave vulnerabilities)
ÁAll SyRSwŜǉǳƛǊŜƳŜƴǘǎ ǿƛƭƭ ōŜ ά/ƻƳǇƭƛŀƴǘέ ŀƴŘ ά±ŜǊƛŦƛŜŘέ όSyRS§4 Verification)

ÅFollow the normal DoD Acquisition Process to obtain a Compliant SoI

Built In Cybersecurity using Requirements Engineering is the only Affordable Solution
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HAVING IDENTIFIED THE INFRASTRUCTURE 
NEEDS FOR PRODUCT DEVELOPMENT THE 
REMAINDER OF THE PRESENTATION WILL:

FOCUS ON THE PRODUCT
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SOURCE DOCUMENTS
NIST SP 800-53r4  NIST SP 800-53Ar4 CNSSI 1253
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DoD AT&L PRODUCT LIFE CYCLE PROCESS

Disposal
Process

Operation Process
Support Process

Transition Process

Development Process

System Verification Plan

Final CIs Verification Plan
(CI Acceptance)

Subsystem
Verification Plan

(Subsystem
Acceptance)

Unit/Device
Test Plan

System
Verification

Final CIs
Integration
Verification

Subsystem
Integration
Verification

Unit/Device
Testing

Stakeholder
Requirements

Definition

Configuration
Item (CI)

Specification
Analysis

CI Preliminary
Design

FCW Implementation:
HWCI Fabrication

SWCI Coding
OPCI Writing

CI Detail
Design

System
Allocation

(Architecting)

StkRB

SRR/
SysRB

SVR

CPD

Stakeholder Validation Plan
Planning

MS-A

System
Validation

(commissioning)

Transition /
Deployment

ICD/MDD
ITR/ASR

SFR/
FunRB

PDR/
AlcRB

CDDVal/     
Dev RFP/   

MS-B

CDR/
CIBB

TRR

FCA

PRR

MS-C

AOTR/
OTRR

PCA

FRPDR

IBR

tǊƻŘǳŎǘ .ŀǎŜƭƛƴŜǎΩ
CIDB= HWCIDB/SWCIDB/

OPCIDB/CIIDDB
CIBB = HWCIBB/SWCIBB/

OPCIBB/CIIDBB
CIPB = HWCIPB/SWCIPB/

OPCIPB/CIIDPB
CIOB = HWCIOB/SWCIOB/

OPCIOB/ CIIDOB
D = Design
B = Build
P = Production
O = Operate

CIOB

P-CDRA

CIDB

P-PDRA

CIPB

Collectively the Verification and Validation Plan (VVP) and Independent Verification and Validation Plan (IVVP) Spans Lifecycle
The TEMP and its DT&E/ OT&EŦƻŎǳǎ ƛǎ ǘƻ ǘƘŜ άwƛƎƘǘέ ǎƛŘŜ ƻŦ ǘƘŜ 5ŜǾŜƭƻǇƳŜƴǘ ά±έΣ .ǳǘ tƭŀƴƴŜŘ ƛƴ ǘƘŜ wƛƎƘǘ {ƛŘŜ ƻŦ ǘƘŜ ά±έ

bƻǘƘƛƴƎ bŜǿΤ ¢ƘŜ ƻǊƛƎƛƴŀƭ ά±-/ƘŀǊǘέ ǿŀǎ ŦƛǊǎǘ ǇǊŜǎŜƴǘŜŘ ŀǘ b/h{9 όƴƻǿ Lb/h{9ύ ƛƴ мффм
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BASELINE LANGUAGE PROGRESSION
CYBERSECURITY'S REQUIREMENT PROGRESS

Stakeholder 
Requirements 

Baseline

Customer 
Speak

System Documents 
(Requirements 
Configuration)

Stakeholder Competing and 
Conflicting Requirements

System 
Requirements 
Specification 

Agnostic 
System 
Speak

System Documents 
(Requirements 
Configuration)

Stakeholder Competing and 
Conflicting Requirements

Functional 
Requirements 

Baseline 

Agnostic 
System 
Speak

System Documents 
(Requirements 
Configuration)

De-conflicted
Inter- Intra-Stakeholder 

Requirements

Allocated 
Requirements 

Baseline

Domain 
System 
Speak

System Documents 
(Requirements 
Configuration)

HWCIs, SWCIs, OPCIs, CIIDs 
Requirement Specifications

F/C/W Design 
Baseline

Domain 
Design 
Speak

Domain Documents 
(Domain 

Configuration)

HWF Design, SWC Design
OPW Design,

IDF/C/W Design 

Product 
Baseline

Domain 
Product 
Speak

Domain Documents 
(Product 

Configuration)

Fabricated, Coded and 
Written Configuration Items

Your Starting 
Point in the 
Process i.e., 
You Are Here

LŦ ȅƻǳ ŘƻƴΩǘ 
include security 
from the 
beginning, you 
ƘŀǾŜ ά{ǳō-
ƻǇǘƛƳƛȊŜŘέ ǘƘŜ 
system and 
created an 
ά¦ƴ-
!ŦŦƻǊŘŀōƭŜέ 
solution

You get your 
Stakeholder 
Requirements 
from NIST SP 800-
53r4 and their 
Verification from 
NIST SP 800-
53Ar4via CNSSI 
1253

/ȅōŜǊǎŜŎǳǊƛǘȅΩǎ tƻǎƛǘƛƻƴ !ƭƻƴƎ ǘƘŜ [ƛŦŜ /ȅŎƭŜ tǊƻƎǊŜǎǎƛƻƴ
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THE PROGRESSION OF CYBERSECURITY IN DoD
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Do5 taΩ{ D¦L59.hhYΣ
CYBERSECURITY PROCESS FLOW

ÅLŦ ȅƻǳ Řƻ ǘƘŜ άwŜǉǳƛǊŜƳŜƴǘǎέ !Ŏǉǳƛǎƛǘƛƻƴ 
Lifecycle High-Level Cybersecurity Process 
Flow
ÁGood Systems Engineering System-of-Interest 

Work per ISO/IEC/IEEE 15288:2015(E) will yield 
ά5ŜǾŜƭƻǇƳŜƴǘέΣ ά!ǳǘƘƻǊƛȊŀǘƛƻƴέΣ ŀƴŘ 
άhǇŜǊŀǘƛƻƴǎέ tǊƻŎŜǎǎ Cƭƻǿ ŀǎ ŀ bŀǘǳǊŀƭ 
Outcome

Start With Good Requirements Engineering to Achieve Optimal Total System Solution
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INTEGRATING RMF INTO DoD ACQUISITION: 
CLASSIC DoD INFORMATION TYPES

¢ƘŜ {ŀƳŜ tǊƻŎŜǎǎ ōǳǘ 5ƛŦŦŜǊŜƴǘ άLƴŦƻǊƳŀǘƛƻƴ ¢ȅǇŜǎέ ŀǎ bL{¢ {t улл-60

Identify Information Types (in DoD PIT System or PIT)
ÅCleared For Public Release
ÅFederal Contract Information (48CFR52.204)
ÅControlled Unclassified Information (CUI) 

(32CFR2002) and NIST SP 800-мтм όŜΦƎΦΣ ά/ƻǾŜǊŜŘ 
5ŜŦŜƴǎŜ LƴŦƻǊƳŀǘƛƻƴέΣ /ƻƴǘǊƻƭƭŜŘ ¢ŜŎƘƴƛŎŀƭ 
LƴŦƻǊƳŀǘƛƻƴέΣ ŀǎ ŘŜŦƛƴŜŘ ƛƴ 5C!w{ нрнΦнлп-7012 etc.)
ÅClassified Information (e.g., EO12526 or SAP/Waived 

SAP [10USC119])
ÅCNSSI 1253, Appendix F, Attachment 6, Privacy 

Overlay 20150420 
ÅEtc.
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INTEGRATING RMF INTO DoD ACQUISITION:
IRAD WORK, PRE-MDD

There are 10 Cyber Survivability Attributes (CSAs) under the KPP 

Lƴ ǘƘŜ ōŜƎƛƴƴƛƴƎ Χ !ōƻǾŜ ǘƘŜ MDDline
ÅThe Joint Staff has a CONOPS(see CJCSI 3010.02D) that yields a 

DOTMLPFάaŀǘŜǊƛŜƭέ bŜŜŘ ŀǎ ŀƴ L/5
Å¢ƘŜ άCƛǊǎǘέ ŀƴŀƭȅǎƛǎ ƻŦ ǘƘŜ L/5 ŀƴŘ άaŀǘŜǊƛeƭέ bŜŜŘ ǘƻ ŘŜǘŜǊƳƛƴŜ 

the relevant Information Types and their associated C-I-A
ÅThis analysis looks something like NIST SP 800-60r1Volumes I & II 

(but 800-60r1is N/A for NSS)
ÅCybersecurity Supporting Joint Concept
ÅIf our Customer Stakeholder does not give us this information then 
ǿŜ ǘƘŜ /ƻƴǘǊŀŎǘƻǊ Ƴǳǎǘ ά{ȅƴǘƘŜǎƛȊŜέ ŀǎ ŀ tǊƻǇƻǎŀƭ !ǎǎǳƳǇǘƛƻƴ ƛƴ 
response to the RFP
ÅDraft PL-7 Security Concept of Operation (and see NIST SP 800-

160, § 3.4.2 SN-3 & 15288 § 6.4.2.3.c)
ÅSystem Survivability Key Performance Parameter
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SECURITY CATEGORIZATION ςIMPACT VALUE FOR 
INFORMATION TYPES, NSS

Confidentiality (C)

Preserving authorized restrictions on access 
and disclosure, including means for 

protecting personal privacy and proprietary 
information

[44 U.S.C. 3552]

A loss of confidentiality is the unauthorized 
disclosure of information.

Integrity (I)

Guarding against improper information 
modification or destruction, and includes 
ensuring information nonrepudiation and 

authenticity
[44 U.S.C. 3552]

A loss of integrity is the unauthorized 
modification or destruction of information.

Availability (A)

Ensuring timely and reliable access to and 
use of information
[44 U.S.C. 3552]

A loss of availability is the disruption of 
access to or use of information or an 

information system.

Low (L)

The loss of confidentiality, integrity, 
or availability could be expected to 

have a limited adverse effect on 
organizational operations, 

organizational assets, or individuals.
[FIPS PUB 199 & CNSSI 1253]

Moderate (M)

The loss of confidentiality, integrity, 
or availability could be expected to 
have a seriousadverse effect on 

organizational operations, 
organizational assets, or individuals, 

exceeding mission expectations.
[FIPS PUB 199 & CNSSI 1253]

High (H)

The loss of confidentiality, integrity, 
or availability could be expected to 

have a severe or catastrophicadverse 
effect on organizational operations, 
organizational assets, or individuals, 

exceeding mission expectations.
[FIPS PUB 199 & CNSSI 1253]
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INTEGRATING RMF INTO DoD ACQUISITION:
IRAD WORK, PRE-MILESTONE A (MS A)

²Ŝ ά{ȅƴǘƘŜǎƛȊŜέ όǘƻƻύ ōŀǎŜŘ ƻƴ ƻǳǊ tǊŜǾƛƻǳǎ !ǎǎǳƳǇǘƛƻƴǎ

This requires DOORS 
Bi-Directional Traceability Lƴƛǘƛŀƭ ¢{b !ƴŀƭȅǎƛǎ όƛΦŜΦΣ ǘƘƛǎ ƛǎ ǘƘŜ ǘǿƻ ώнϐ ά/ǊƛǘƛŎŀƭƛǘȅέ 

!ƴŀƭȅǎƛǎ ƻŦ ŀ ƭƛƪŜƭȅ άaŀǘŜǊƛeƭέ ǎȅǎǘŜƳ-of-interest)
Å 5ŜǘŜǊƳƛƴŜ ǘƘŜ άCritical/ƻƳǇƻƴŜƴǘǎέ όǘƻ ŀ aL[-STD-881C

Work Breakdown Structure level of detail) based on DoDI 
5200.44 (20121105 w/Ch120160825) Protection of 
Mission Critical Functions to Achieve Trusted Systems and 
Networks (TSN)
Å This is Cybersecurity Stuff

Å 5ŜǘŜǊƳƛƴŜ ǘƘŜ άCriticaltǊƻƎǊŀƳ LƴŦƻǊƳŀǘƛƻƴέ ōŀǎŜŘ ƻƴ 
DoDI 5200.39 (20150528), CPI Identification and Protection 
Within RDT&E
Å These are Anti-Tamper Candidates
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OSD SYSTEMS ENGINEER/DoD CIO TSN ANALYSIS

ÅThis Risk Analysis will occur at each SETR(i.e., SRR, 
SFR, PDR, CDR, & PRR) as defined in IEEE Std
мрнууΦнϰ-2014 IEEE Standard for Technical 
Reviews and Audits on Defense Programs

ÅThis document is intended as an 
extension to guidance provided 
in the Defense Acquisition 
Guidebook (DAG) Chapter 9 
(former Ch-13), Program 
Protection. This document 
provides further details for 
Trusted Systems and Networks 
(TSN) analysis processes, 
methods, and tools. It elaborates 
on each of the major iterative 
processes necessary to 
accomplish the TSN analysis 
objectives.

This is an Iterative and Recursive Process
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SYSTEM SURVIVABILITY (SS) KEY PERFORMANCE 
PARAMETER ςJCIDS MANDATORY KPP

System Survivability KPP ςCyber Survivability Attributes (CSAs)

Å JCIDSor the Joint Capabilities Integration & Development System 
ŘŜŦƛƴŜǎ ǎŜǾŜǊŀƭ άaŀƴŘŀǘƻǊȅέ YŜȅ tŜǊŦƻǊƳŀƴŎŜ tŀǊŀƳŜǘŜǊǎ όKPPs), one 
of which is the System Survivability KPP

Å Per the JCIDSaŀƴǳŀƭΣ ά{ǇƻƴǎƻǊǎ ώƛΦŜΦΣ ǘƘƻǎŜ ǘƘŀǘ ŘŜǾŜƭƻǇ ǘƘƛƴƎǎϐ ǎƘŀƭƭ 
ŀŘŘǊŜǎǎέ ǘƘŜ aŀƴŘŀǘƻǊȅ KPPs
Á The System Survivability (SS) KPP is intended to ensure the system 

maintains its critical capabilities under applicable threat 
ŜƴǾƛǊƻƴƳŜƴǘǎ Χ

Á 9ƴŀōƭƛƴƎ ƻǇŜǊŀǘƛƻƴ ƛƴ ŘŜƎǊŀŘŜŘ Χ ŎȅōŜǊ ŜƴǾƛǊƻƴƳŜƴǘǎ
Á Reduce vulnerability if hit by non-kinetic fires, including cyber 
ŜŦŦŜŎǘǎ ōȅ ƳŜŀƴǎ ƻŦ ά5ǳǊŀōƛƭƛǘȅέ ŀƴŘ άŀŘŘŜŘ ǇǊƻǘŜŎǘƛƻƴέ 
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SYSTEM SURVIVABILITY (SS) KEY PERFORMANCE 
PARAMETER ςJCIDS MANDATORY KPP (CONTINUED)

JCIDSManual, Appendix C, Enclosure D
(4) Survival and operation in a cyber-contested environment or after exposure to 
cyber threats, if applicable to the operational context:
a. Lƴ ŀŎŎƻǊŘŀƴŎŜ ǿƛǘƘ ώ5ƻ5L урллΦлмϐΣ ǎǘŀǘŜ ǘƘŜ ǎȅǎǘŜƳΩǎ ŎȅōŜǊǎŜŎǳǊƛǘȅ 

categorization for availability, integrity, and confidentiality and whether the 
system is an applicable system[see below] in accordance with [DoDI 5200.44].

b. If cyber survivability is required, include appropriate cyber attributes in the SS 
KPP [i.e., the System Survivability Mandatory KPP] based on applicable 
cybersecurity controls as directed by [DoDI 8500.01] and strength of 
implementation required to protect against cyber threats likely to be 
encountered in the operational environment.

c. If applicable, address operational and maintenance issues related to ensuring 
continuing resilience against cyber threats.

System Survivability KPP ςCyber Survivability Attributes (CSAs)
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INTEGRATING RMF INTO DoD ACQUISITION:
IRAD WORK, PRE-MILESTONE A (MS A)

Recognize Correct Answer When Told (known method)
ÅCƻƭƭƻǿ ά¢ƘŜ /ŀǘŜƎƻǊƛȊŜ ŀƴŘ {ŜƭŜŎǘƛƻƴ tǊƻŎŜǎǎέ ŦǊƻƳ /b{{L мнроΣ /ƘŀǇǘŜǊ о
ÅVerify that you are a FISMA 2014 NSS using NIST SP 800-59 Checklist (still 

holds from FISMA 2002)
ÅSelect (90% of the DOORS work is done) appropriate DOORS 

Specifications:
Á NIST SP 800-53
Á NIST SP 800-53A
Á/b{{L мнро !ǇǇŜƴŘƛȄ C ά!ǘǘŀŎƘƳŜƴǘǎέ
Á NIST SP 800-161 (SCRM)
Á NIST SP 800-171 (Controlled Unclassified)
Á JSIG
Á NIST SP 800-160 (SSE)?

ÅLeverage the Existing Standard Answers
Á Personnel Security / Training / Configuration Management, etc.

²Ŝ ά{ȅƴǘƘŜǎƛȊŜέ όŀƎŀƛƴύ ōŀǎŜŘ ƻƴ ƻǳǊ tǊŜǾƛƻǳǎ !ǎǎǳƳǇǘƛƻƴǎ
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CNSSI 1253, 20140327 
CHAPTER 3, THE CATEGORIZE AND SELECT PROCESSES

Recognize the Correct Answer (Known Process that Fulfills Requirement) When Told

Page 6Page 5
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800-53, A.K.A., MIL-STD-961E W/CH1,§3 REQUIREMENTS
800-53A, A.K.A., MIL-STD-961E W/CH1,§4 VERIFICATION

NIST SP 800-53Ar4
ҒпΣллл ±ŜǊƛŦƛŎŀǘƛƻƴ

/b{{L мнро {ŜƭŜŎǘǎ Ғ [[[-311/MMM-403/HHH-478 Requirements
/b{{L мнро ǿκ/ƭŀǎǎƛŦƛŜŘ Ғ [[[-360/MMM-442/HHH-511 Requirements
/b{{L мнро ǿκW{LD Ғ [[[-360/MMM-442/HHH-511 Requirements

NIST SP 800-53r4
ҒмΣллл wŜǉǳƛǊŜƳŜƴǘǎ
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THE COMMITTEE ON NATIONAL SECURITY SYSTEMS 
(CNSS) INSTRUCTION NO. 1253

ÅCNSSI 1253, Security Categorization and Control Selection for National Security 
Systems, 20140327
ÁAppendix D, NSS Security Control Baselines

ÁAppendix E, Security Control Parameter Values

ÁAppendix F, Overlays (control specifications needed to safeguard specific information)
o Attachment 1, Overlay Process 20130827
o Attachment 2, Space Platform Overlay 20130601
o Attachment 3, Cross Domain Solution Overlay 20130927
o Attachment 4, Intelligence Community Overlay 20121015 (FOUO document)
o Attachment 5, Classified Information Overlay 20140509
o Attachment 6, Privacy Overlay 20150420 (in process)

Exists as DOORS Database linked to NIST SP 800-53r4

https://gtl-lmi.external.lmco.com/sites/eu-factcyber/Shared Documents/Forms/AllItems.aspx?RootFolder=/sites/eu-factcyber/Shared Documents/DOORS Data/Integrated DOORS Tool Set/CNSSI 1253&FolderCTID=0x012000937E56C67D1F534D8A44CA74BF89E58E&View={E387FE30-1AD9-4F87-8A93-8F4F5055DC3A}


Slide 48

THE NIST SP 800-53R4 HUB AND SPOKES 

ÅNIST SP 800-53r4 is not a 
Requirements document in and of 
itself, BUT

ÅMany other documents call for the 
implementation of Controls and 
Control Enhancements, or

ÅOther Documents (CCIs) trace to its 
Controls and Control Enhancements

Is there a trend here?  We might want to do it the NIST SP 800-53r4 way!

NIST SP 
800-
53r4

System 
Survivability 

KPP, 
Cybersecurity

NIST SP 800-
161 SCRM

NIST SP 800-
171r1CUI

CNSSI 1253
Appendix D 

NSS

Draft NIST SP 
800-160v2
Resiliency

NIST SP 800-
160 SPD SwA

DISA CCIs

JSIG

CNSSI 1253 
Appendix F, 

Attachment 2 
through 6
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CYBERSECURITY DOORS DXL SCRIPT OVERVIEW

Cybersecurity 
DXL

Script

Program-Specific 
Cybersecurity 

Specification (a.k.a., 
Stakeholder 

Requirements 
Baseline, (StRS) as 

Requirements 
Specification)

Program-unique 
requirements

Created in the 
current 
project/folder

Program-specific 
Options

SP 800-53

SP 800-53A

bL{¢ ά.ŀǎŜέ 
Documents

MFC
Standard
Module

ÅAttributes

ÅViews

Uses MFC DXL 
Coding 
Standards / 
TemplateLeverage MFC 

spec 
standards

Overlays
Add/Delete 
Requirements

CNSSI 1253/App D
(NSS)

CNSSI 1253/App F/Att2
(Space)

CNSSI 1253/App F/Att3
(Cross-Domain)

CNSSI 1253/App F/Att4
(Intel)

CNSSI 1253/App F/Att5
(Classified)

DFARS 252.204
(DFARS)

XXX
(Program-Specific 
Overlay(s)
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Product
Infrastructure

PIT SYSTEMS VS. PIT

ÅάtL¢ {ȅǎǘŜƳǎέ ŀǊŜ !ǎǎŜǎǎŜŘ ŀƴŘ !ǳǘƘƻǊƛȊŜŘ ό5ȅƴŀƳƛŎ !¢h 9ƴǾƛǊƻƴƳŜƴǘύ
ÁContinuing RMF process with IATT as needed and ATOs

ÅPIT only requires Assessment (Quasi-static Configuration Environment)
ÁPIT is assessed on a case-by-case basis and apply security controls as appropriate

ÁCategorize PIT per CNSSI 1253 ςtailor the resultant security control baseline 
(Known Process that Fulfills Requirement)

ÁPIT is configured per applicable DoD policies and security controls and undergo special assessment of their 
functional security-related capabilities and deficiencies

ÁThe IS security manager (ISSM) (with the review and approval of the responsible AO) is responsible for ensuring PIT 
has completed the appropriate evaluation and configuration processes prior to incorporation into or connection to 
an IS or άPIT systemέ όwŜǎƛŘǳŀƭ wƛǎƪ !ƴŀƭȅǎƛǎ ŀƴŘ w!w ƛǎ a{-B Entrance Criteria) 

PIT Systems ςAssess & Authorize (ATO) / PIT ςAssess (Formal Configuration Control)
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RMF TO PRODUCT AND INFRASTRUCTURE

Å Infrastructure
Á Enclave for normal business operations

o Lockheed Martin Intranet (IT)

Á Enclave used to develop the product
o In LMMFC ςTechnical Security (Collateral or SAP)

ÅProduct (PIT/ PIT System) 
Á PIT assessed, explicit configuration is approved for implementation 

[Certificate of Conformance, looks like a Security Technical 
Implementation Guide (STIG)]
o Example ςHellfire II, SNIPER

Á PIT System- requires IATT and ATOs
o Example ςTHADD (Tactical Weapon System)

Á In LMMFC ςCybersecurity Engineering

LMMFC Products are PIT  or PIT Systems

PIT

PIT Software

Product Components (Like IT Product)

Guidance Control
CSC

Navigation
CSC

Sub-System
CSCI

Missile

PIT System Navy Ship, Tactical 
Weapon System, 

Combat Aircraft, etc.

(8510 Encl3)

Product

Infrastructure
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32CFR2002 
CONTROLLED UNCLASSIFIED INFORMATION FINAL RULE

Å!ǎ ǘƘŜ CŜŘŜǊŀƭ DƻǾŜǊƴƳŜƴǘΩǎ 9ȄŜŎǳǘƛǾŜ !ƎŜƴǘ ό9!ύ ŦƻǊ 
Controlled Unclassified Information (CUI), the 
National Archives and Records Administration (NARA), 
through its Information Security Oversight Office 
(ISOO), oversees the Federal Government-wide CUI 
Program. 
ÅThis rule is effective November 14, 2016
Å§ 2002.2 Incorporation by reference
ÁFIPS PUB 199
ÁFIPS PUB 200
ÁNIST SP 800-53r4
ÁNIST SP 800-88r1
ÁNIST SP 800-171

NIST SP 800-мтм ƛǎ ŀ άCŜŘŜǊŀƭ wŜƎǳƭŀǘƛƻƴέ



Slide 63

INTEGRATING RMF INTO DoD ACQUISITION:
IRAD WORK, PRE-MILESTONE A (MS A)

Do the Systems Engineering
ÅSynthesis is Work, not a Buzz-word
ÅListen to Arthur D. Hall III, be Affordable; 

Eschew sub-optimization
ÅUse Systems Engineering, shape the TMRRRFP:
Á Show Bi-Directional Traceability 

(this is Required by DoDI 5000.02)
o ICD to Draft CDD (Cybersecurity is in SS KPP)
o Draft CDD to PPP to PPIP
ÅCSSand AT Plan are App to PPP

o Test and Evaluation Master Plan (TEMP)
ÅDoD Cybersecurity T&E Guidebook

o Draft Continuous Monitoring Strategy
ÅTalk to the Customer Stakeholder
ÅDefine the Stakeholder Req. Spec. (StRS)

Guide the Customer to the MS A answer
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INTEGRATING RMF INTO DoD ACQUISITION:
IRAD WORK, PRE-MILESTONE A (MS A)

This Work Defines the Stakeholder Requirements Baseline

Do the Program / Systems Engineering Work
ÅDraft Capability Development Document (CDD)
ÅGovernment Program Office (GPO) Program Protection Plan 

(PPP) / Contractor Program Protection Implementation Plan 
(PPIP)
ÅAppendix C: Criticality Analysis (CPI and CC)
ÅAppendix D: Anti-Tamper Plan
ÅAppendix E: Cybersecurity Strategy

ÅRisk Management Framework (RMF) 
{ŜŎǳǊƛǘȅ tƭŀƴ ό{tύ όŀΦƪΦŀΦΣ ά{ǇŜŎƛŦƛŎŀǘƛƻƴέύ
ÅContinuous Monitoring Strategy (CMS)
ÅMilestone A (MS-A) Test and Evaluation Master Plan (TEMP)
ÅGovernment Program Office RFP / Contractor Bid Package


