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CONVINCE THE SYSTEMS SECURITY ENGINEERING COMML
CONTRACTOR PROGRAM MANAGEMENT, AND US GOVERN
PROGRAM OFFICE, AND

CONVINCE PIT SYSTEM / PIT AUTHORIZING OFFICIALS (AO¢
INFORMATION SYSTEM SECURITY MANAGERS (ISSMS) /SE(
CONTROL ASSESSORS (SCAS) THAT

SYSTEMS SECURITY ENGINEERING IS THE ONLY AFFORDA
OPTION FOR PIT SYSTEM/ PIT CYBERSECURITY
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RMF, SYSTEMS SECURITY ENGINEERING AND
DoD PIT SYSTEMS / PIT (ESSENTIAL REFERENCES)

ARisk Management Framework (RMF) is a set of components that provide the foundations and
organizational arrangements for designing, implementing, monitoring, reviewing and continually
Improving risk management throughout the organization (ISO 31000:20@AB)

ANational Institute of Standards and Technology (NIST) Transformational Documents defined RMF:
A NIST SP 8680, Guide for Conducting Risk Assessments;

A NIST SP 8@87, Guide for Applying the Risk Management Framework to Federal Information Systems: A
Security Life Cycle Approach;

A NIST SP 8@89, Managing Information Security Risk: Organization, Mission, and Information System View;

A NIST SP 8083, Security and Privacy Controls for Federal Information Systems and Organizations; and

A NIST SP 8@83A, Guide for Assessing the Security Controls in Federal Information Systems and Organizations:
Building Effective Security Assessment Plans.

ANIST also published Special Publication (NIST SP 8dB0v1) Systems Security Engineering; it
IS a Process View (defined by ISO/IEC/IEEE 15288:2015(E), Annex E Process Views)

APIT (Platform Information Technology) and PIT Systems are hardware and software IT that is
physically part of, dedicated to, or essential in real time to the mission performance of special
purpose systems (PIT System are a collection of PIT) (e.g., weapons and weapon systems, etc.)

|.LE., Contractor DoD Developmental Product Line Systems Security Requirements Life Cycle
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CORELATED ENCLAVE TO PIT SYSTEM / PIT WORK PRODU(

Enclave Work Products (Stowpe) PIT System / PIT Work Products (Integrated)
A Cybersecurity Strategy A PPP/PPIP at Appendix E (DoD CIO memo of 20151110 w/template)
A System Security PlarsSP (RMS KS) A System Requirements SpecificatioByR$ etc., flon-down Spec.
A Ports, Protocols, & Services Management A 82 Applicable Documents (Internal/ExternsCDstied to §6.1 DoDAFS\A1, S\3)
A DoD Security Control Set A 83 Requirements (againgdWCICSCI Critical Component from PPIP Appendix C) with Systerr
of-Interest CI-A & Overlays (from NIST SP 868r4 and associate@Cl¥
A System Authorization Boundary A 86.1 Intended Use (to includ®oDAFOV-1 HighLevel Operational Concept GraphidpDAF

SV1 Systems Interface Description, and-8\BystemsSystems Matrix)
A Continuous Monitoring Strategy (CMS) (NIST SP A Cybersecurity Section of SEMP (Tier 1 and/or)R6.1 Intended Use

800-137ISCN (Systemof-Interest Tier 3 Strategy) and PPIP
A Security Assessment Plan (SAP) A TEMP Cybersecurity Section@yRw/flow -down) §4 Verification
A Security Assessment Report (SAR) A SyRSwi/flow -down)84 Verification Reports
A Risk Assessment RepoRAR A Pre MSA & B Analysis Reports (Design Residual Risk) and Cybersecurity

Section ofDT&E OT&Efor Requirement Compliance

A Note, the 15288/800160 §6.4.2.3d §83.4.2 SNb) Analyze Stakeholder Security Requirements
wS L2 NI &5 S BiSResidéial sk rASysiEorf-Interest

A Plan of Action and MilestonesPOA&M) A Engineering Change Propos&gp/
Preplanned Product Improvemenf3)

V4 A A

tL¢e ! OljdzAaAdA2yY {eaiSYa 9YWABYSSENYIt N¥FR
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CYBERSECURITYOINACQUISITION OF DEVELOPMENTAL
CONFIGURATION ITEMS (l.E., PIT MATERIEL PROCUREMEN?

A Recognize the need for Security within the Systafilnterest (i.e., PIT) at MDD

A Include Cybersecurity (and other Security, e.g., 8iNA SCRM) with all the other Systeof-Interest
Requirements (System Survivability KPP)

A For National Security Systems (NSS a.k.a., weapons, etc.) execute CNSSI 1253 Chapter 3

A Between Alternative System Review (ASR) and System Requirements Review (SRR) resolve
Competing and Conflicting Requirements (Required Requirements Engineering)
A Publish Systenof-Interest System Requirements SpecificatioByR$

A The Cybersecurity Competing and Confllctlng Reguirements Analysis Report Defines the Syfsheterest
(Sobh awSaARdzrt wAailé FYR NBIdZANB& ! hkL{{a ! LINRGI

o Milestone B Entrance Criteria (RMF Step 2+ (Select), vice waiting to RMF Step 5 (Authorize))
o TheSoldwSaARdz £ wAad{1é NBLR2NIO Aa Fylfz232dza G2 |y 9y Ofl @S v
P3I or ECP addressesIiNon-compliance (POA&M addresses Enclave vulnerabilities)

AAISYRWSIjdZANBYSYyiGda oAttt 0S 8yREBMedficatonfjié | YR a+SNATFASI
A Follow the normal DoD Acquisition Process to obtain a Compliaat

Built In Cybersecurity using Requirements Engineering is the only Affordable Solution
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CONTINUE THE BRIEFING (NOT BF
FOR THE DETAILS.
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THE REACTIVE VS. PROACTIVE RISK APPETITI
ON TYPE OF CONSEQUENCES
TOLERABLE CONSEQUENCE VS. INTOLERA
CONSEQUENCE

WHAT IS THE ORGANIZATION RISK APPETI




WHAT DOES IT TAKE TO GET A TRAFFIC LIGHT |
GLC L¢ L{bQ¢ .whY9 5hbQ

2§ ab OOSLI¢E (GKS O2yasldSyos
ONJ} aKS& gAff 200dzNJ 6wSIOUAD
https://commons.wikimedia.org/wiki/File:Minor _traffic_accident Memphis TN 208303 001.jpg

By Thomas Rlachnitzkilthomasmachnitzki.com) [GFDL (http://www.gnu.org/copyleft/fdl.html) or CC BY 3.0
(https://creativecommons.org/licenses/by/3.0)], from Wikimedia Commons

A According toPart 4Highway Traffic Signals
Warrant 7, Crash Experience (page 445), it takes
five (5) or more reported crashes within a
12-month period and exceeding one of the
traffic volume requirements to get a traffic light

at an intersection
(US DOT, FHA Manual on Uniform Traffic Control Dewcded) TCD)

Al NBI OGAOBS NRa]l az20ASaerT

{GFrYRIFINR ¢S 2yfeée |OG 2y |
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http://mutcd.fhwa.dot.gov/pdfs/2009/part4.pdf
https://commons.wikimedia.org/wiki/File:Minor_traffic_accident_Memphis_TN_2013-08-03_001.jpg

THE LAW OF UNINTENDED CONSEQUENCES;
HOW US NA\BIOrd COST LIVES IN WW I

Alt ran about 10 feet deeper

than its depth setting
AThe Magnetic exploder

often caused premature firings.
AThe contact exploder would fail.
S e S—— “ Alt tended to run in a circle and
L e (‘EJ would strike the launching boat

: (USS Tullibee, SS 284, was a confirmed fratricids

Mark 14 torpedo's side view and interior mechanisms, published in "Torpedoes Mark 14 and 23 Types, OP 635", March 2b]id ®tsn&in image.
TheBureau of Ordnanc@®uOrg was the U.S. Navy's organization responsible for the procurement, storage, and deployment of all naval weapons befioirgganidd War |1.

A The World War Il MKL4 Submarine Torpedo was deployed with four (4) major engineering flaws
Aa ¢ KS g FHINdowdhave been foreshortened and many American lives saved had a reliable
U2NLISR2 0SSY [ QGFAflFotS FNRY UKS 0S3IAYyYyAy3d X
2ffFNAE YR GAYS NBYIFIAY AYyOlfOdzZd I 6f Sdé
T Vice Admiral Bernard MKauderer USN(R), former
Commander United States Submarine Forces

<

X<

Bad Systems Engineering yields Bad Consequences

S ey
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il ‘/



THE REACTIVE VS. PROACTIVE

Tolerable Consequence vs. Intolerable Consequence

AAccording to Part Highway Traffic Signals, Warrant 7, Crash Experience, it takes five (5) or more
reported crashes within a 1-2nonth period and exceeding one of the traffic volume requirements to
get a traffic light at an intersection
(US DOT, FHA Manual on Uniform Traffic Control Dewidd&J TCD)
Al NBFOUADBS NRAa]l az20ASieT AT Ada y2G oNR1SY R
A2S &l OOSLIié GUKS O2yasSldzsSyoS GKFG | YAYAYdzy 2
OwSIFOQUABS G2 davylffé UGKNBF GO
AThe World War || MKL4 Submarine Torpedo was deployed with four (4) major engineering flaws
Ad ¢ KS ¢ ElINdoubhave been foreshortened and many American lives saved had a reliable
02NLISR2 0SSYy | @LFLAflFofS FTNRY OGUKS 060SIAYYAYy3I X
R2ffFTNBEZ FYR GAYS NBYFAY AYyOlFf OdzZ | 6f S dé
Vice Admiral Bernard M. Kauderer, USN(R), former
Commander United States Submarine Forces

Reactive with Tolerable Consequence: Proactive with Intolerable Consequence

SSE ' SESNEWEER'NG . LOCKHEED MABTH! ’ ?



AAre you building a systerof-interest that
KIa dLYyG2f SNIo6fS /2y
AHas the Customer/Owner (a.k.a., the_
l dzOK2NAT Ay3 hFFAOALFE 2
| 2yasSyué F2NI UKS awSaa
! OOSLIISR wA&ailév

A2 K23 AaLISOATFTAOFIffe&E&s LJ &:
GKSY GKS GwSaaRdzZf waAa
o For a traffic light, the 10 participants of the 5 crashes

oFortheMkmn ¢2N1JSR23 AU 4l a au
States WM. L 68 6+ NI STF2NI Ay AL
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AWould you live in an area that experienced
35 rocket attacks, 99 terror attacks; that
experienced 20 fatalities and
169 wounded?

Alf you are Israeli, the answer is likely yes
Alf you are American, the answer is likely no
AAre the Israeli's desensitized to their Risks?

Als DoD desensitized to Cybersecurity Risks?

‘

"https://www.theyeshivaworld.com/news/israglews/1443967/israein-2017-35-rocketattacks99-terror-attacksand-20-fatalities-resultingfrom-terror-attacks.html

ONIHIINIONT SWILSAS ALIHNDIS WILSAS
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A PROCESS THE AT&T CO. USEDMMNTHEQ A THAT WAS DOCUMENTED BY
ARTHUR D. HALL, 111 IN 1962 IN HIS SEMINAL BOOK, A METHORGNSGENFS
ENGINEERING.

THEAFL&SNPAFBDEC 69 CODIFIED THE EFFORT WASHXBEPO (USAF), SYSTEM
ENGINEERING MANAGEMENT IN 19690717.

alwe¢Lb alwL9¢¢! [/ hwt hw! ¢Lhb [/ h5dICH]|9!5[ &¢
hC ¢1 9 G&GIERVIGE MENA99 IN 19691000

TODAY THEIR DESCENDENT ARE THE CONSENSUS STANDARMDIRHIEHES OF
MPHYYYHAMPOO9UL ! bEnmMAO9ObSCRIBRUMHY ¢ DMM|

SYSTEMS ENGINEERING

ONIHIINIDNT SIWILSAS ALIMNIIS WILSAS
YSTEMS 7
IJSE @ Pt i -
Slide14
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MILITARY STANDARDS (ANCIENT HISTORY)

e MILSTO 410a

T35 (AT 4 unE 18
37ty 1988

MIL-STD499 MIL-STDB490A 19850604, R DoDStd5200.28
19690717, System SpeCiﬁcation Practices MILITARY STANDARD Orange Book

Engineering (159u6p8elrgggl)ng MRSTDB490|:  secroanon racrices 19851226

Management J
MIL-STD3480A 19780417« sz | MIL-STD1521B . == MILSTD1785  |e -
Configuration Control, | 71 19850604, Technical System Security | —

................ MILITARY STANDARD

Engineering Changes, | - Reviews and Audits for - Engineering
Deviations and wavers wempeoses | Systems, Equipment, and - srhmmmsimEais | 19890901,
(superseding : Computer Software Handbook as of

MIL-STDB480 19681030) & (superseding MESTD 19950801 (Killed

1521A 19760601) SSE) .

............

Amz7 NO. F2em 4AEA ChAN
DIETTRAUTCN TTATEMENT K. ACETOVED e SUSIC raiusse; CaTTSUBER @ URTIARC.

NOTE: Mil-Std-1785 has been redesignated as a

Handbook, and is to be used for guidance purposes only.

For administrative expediency, the only physical change from
Mil-Std-1785 is this cover page. However, this document

Is no longer to be cited as a requirement. If cited as a requirement,
Contractors may disregard the requirement of this document and
Interpret its contents only as guidance.

ONIHIINIDNT SIWILSAS ALIMNIIS WILSAS
< SYSTEMS P .
C ENGINEERING Slidels LOCKHEED MARTIN
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MIL-HDBK1 /785, @D SYSTEM SECURITY
ENGINEERING (SSE) OBITUARY OF 19950801

NOTE: Mil-Std-1785 has been redesignated as a

Handbook, and is to be used for guidance purposes only.

For administrative expediency, the only physical change from
Mil-Std-178S is this cover page. However, this document

Is no longer to be cited as a requirement. If cited as a requirement,
Contractors may disregard the requirement of this document and
Interpret its contents only as guidance.

Contractors Only Implement Requirements that DoD Pays For

ONIHIINIONT SWILSAS ALIHNDIS WILSAS
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THE 15 PROGRAM PROTECTION COUNTERMEA

Table 2.2-1: CPI and Critical Components Countermeasure Summary (mandated) (sample)

# Protected Item Countermeasures
(Inherited and Organic) |4 | 5| 3 |4|5|6|7|8|9 |10 |11 |12 |13 ]| 14 ] 15 16 .
1 | Algorithm QP X[ x| x[x[x|x|x X X | x 1. Personnel Secu”ty
2| system Security X ' 2. Physical Security
Configuration . ]
E 3 | Encryption Hardware X| X[ X[X|[X|X|X|X X X 3 Operatlonal Secunty
4 IDS Policy Configuration X[ X| X |X[|X|[X|X|X X . .
[3) IDS Collected Data X|X| X[ X[X|[X]|I | 4 IndUStrIaI Securlty
6 | KGV-136B X | X[ X [X I I I 5. Training
7 ié);rrzct M1D1T Hub-Line X[ x| x[x[x[x|x]x x| x| x 6. Information Security
2 I's | Cisco Router 10S with X[ x| x|x[x|x X ' . .
2| [ovarce secury opten 7. Foreign Disclosures/Agreements
HE 8. Transportation Management
] = 9. Anti-Tamper (AT)
|2 10. Diatdown Functionality
13 .
KEY [Examples Included: UPDATE THIS LIST ACCORDING TO PROGRAM] 11. Cybe rsecu rlty (fO rmer IA/Network Secu rlty)
General CMs Rese;nzl:;r:;io:egﬂgology Trusted Systems Design CMs 1 2 ] CO mmun | Ca‘“ ons Secu r|ty (CO M S EC)
e T 13. Software Assuranc&(A
oo | Sy | 0Dsom Fncionaty | st soueee [ 14, Supply Chain Risk Management (SCRM)
Bseti | s ssay 1oomer v Eneneema 5B 15, System Security Engineering (SSE)
I(r:nF?II?sn;sE:i‘:elg E)izg{:slﬂr:e/Agreement

Government Program Protection Plan (PPP) Template of 20110718

ONIHIINIDNT SWILSAS ALIHNIIS WILSAS

9 O 5 SAS 035 SAS

© sosd
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>

CONSENSUS AND INDUSTRY DEFINED STANDA

o
g\‘TT:NRD’\ :R IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
AAAAAAAA

ISGIECIEEE 15288 - ISOIECIEEE 15289 ~ 1 20161100 NIST
20150515 System life == | 20150515 Content of e | SP 800L60V1L
cycle processes life cycle information 20180321 I

products (a.k.a., Systems
documents) Security e

S = | Engineering

nnnnnnnnnnnnnnnnnnnn
1S Drpoat of Comren

L999 { UR S el s yoled AL 999 { iR ™ e Rt
2014 Application of | ™ 2014 Technical
Systems Engineering 7" Reviews and Audits | 7~
on Defense Program: on Defense Programs |
20141210 | 20141210

As Yogi Berra would say: Deja vu all over again.

SSE ' YSTEM{7 - mcxnssnnm



D)5 twhDw!a al!b! D9wQ{ D!L59. hhY Ch
CYBERSECURITY RISK MANAGEMENT FRAMEWORK (RMF) INTO THI
ACQUISITION LIFECYCLE, 20150900

AExecutive Summary

Ad ¢ KA& 3Idza RS 6 digiating hdisdcdrity heviies into existing
processesncluding requirements, SSE, program protection planning, truste

Department of Defense

DoD Program Manager’s

systems anc! networks analysis, developmenta! and_ operational te_st and Guidebook for Integrating the
evaluation, financial management and cost estimating, and sustainment ar Cybersecurity Risk Management
R 7\ L J2 | f CD 8 Framework (RMF) into the System
Acquisition Lifecycle
AGuidebook Key Tenets ——
QR o VERSION 1.0

Ad/ &0 SNASOdzNR (i &treMas ljkdzAtHE)SBy réciiire i
Ad! & GKS a@dadasSy YlFddz2Nsa ' yR aSOdzNA
assessed, and monitored, the PM collaborates with the authorizing official

6! h 0 ensurditie continued alignment of cybersecurlty in the technical
baselineg &€ &aiGSY aSOdzZNAGée | NOKA (SO dzN.

AGdCIFAfdINE 02 R2 wO80SNASOdzZNAUGESB
' hQa FdzUK2NAT F0AZY RSOAAAZY | 4 e
Ozau | yR aOKSRdzZ So¢ wovonocamone

EschewsuboptimizationDo Cybersecurity Early for an Optimum Total System Solution

\ SYESr-\lrEmJSEERmG LOC
. KHEED MARTIN
By 4= Slide19 ﬁ
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RMF INTO THE SYSTEM ACQUISITION LIFECYCLE

DoDI8510.01 Enclosure 6, Figure 3, RMF for IS and PIT Systeémg S

7

r—//

.

B

.

Step 6
MONITOR
Security Controls

Determine impact of changes to the
system and environment

Assess selected controls annually
Conduet needed remediation

Update security plan, SAR and POA&M
Report security status to AQ

AO reviews reported status

Implement system decommissioning
strategy

Step 5
AUTHORIZE
System

.

Prepare the POA&M

Submit Security Authorization
Package (security plan, SAR and
POA&M) to AC

AQ conducts final risk
determination

AQ makes authorization decision

Step 1
CATEGORRZE
System

.

Categorize the systemin
accordance with the CNSSI 1253
Initiate the Security Plan

Register system with DoD
Component Cybersecurity Program
Assign qualified personnel to RMF
roles

Step 4
ASSESS
Security Controls

Develop and approve Security
Assessment Plan

Assess security controls

SCA prepares Security Assessment
Report (SAR)

Conduct initial remediation actions

.

.

B

-

.

Step 2
SELECT
Security Controls

Common Control Identification
Select security controls

Develop system-level continuous
monitoring strategy

Review and approve the security
plan and continuous menitoring
strategy

Apply overlays and tailor

Step 3 g
IMPLEMENT
Security Controls

.

Implement control solutions
consistent with DoD
Component Cybersecurity
architectures

Decument security control
implementation in the
security plan

ONIHIINIDNT SWILSAS ALIHNIIS WILSAS

SYSTEM SECURITY SY

EMS ENGINEERING

Slide20

t aQ4% DdzARS0622]

DoD Program Manager’s Guidebook for Integrating the Cybersecurity RMF into the System Acquisition Lifecycle
Figure 4. Acquisition Lifecycle High-Level Cybersecurity Process Flow

REQUIREMENTS

Tailoring Controls

A4
Coordinate with
SCA/AD

N

o < Approwe T
< Detemination& >

Phase

DEVELOPMENT

4
Continue TSN Analysis & Tailoring
(Selection) of Security Controls

v
Start System Development and Test of|
System (Cyber Ranges BlueTeaming)
Y (3] 4]

>

AUTHORIZATION

Final CS/DT&E Testing
(Including Access
‘Security Controls)

OPERATIONS

LOCKHEED MARTIN

CA 3 dzN.



ISO/IEC/IEEE 1528815(E)

INTERNATIONAL ISO/IEC/
STANDARD |IEEE
15288

st edition
2015-05-15

Systems and software engineering —

System life cycle processes

Ingénierie des systémes et du logiciel — Processus du cycle de vie du

systéme

@ aaaaaa pumber

A 86.4.2 Stakeholder Needs and Requirements Definition
Process

A The purpose of the Stakeholder Needs and Requirements
Definition process is to define the stakeholder requirements for a
system that can provide the capabilities needed by users and
other stakeholders in a defined environment.
05STAYS {0GF1SK2f RSNJ bSSR Ay Of dzRS 4

for the minimum security and privacy requirements necessary for the

operational environment minimizes the potential for disruption in plans,
AO0OKSRdz Saz YR LISNFZ2NXI YOS ®E

The DoD Defined System Life Cycle Process Requirement

ESE - SE

LOCKHEED MARTIN ’ j



ISO/IEC/IEEE 1528815

THE REQUIREMENTS ENGINEER EARLY IN THE DEVELOPMI

System Life Cycle Processes

Agreement Technical Technical
Processes Management Processes
Prc = oF
) :;of'” Mission Analysis
(Clause 6.1.1} roject ning Process Process (Clause 6.4.1)
(Clause 6.3.1)
Supply Process ~ . s 8
Clause 6.1.2) roject essment a 3
¢ 1ol Process Process (Clause 5.42)
(Clause 6.3.2) System Req
Definition Process
Deolel ;r:::::‘gam (Clause 6.4.3)
1 1 Cl: 6.3.
organ'zaﬂonal — : Definition Process
Project-Enabling ek Managomunt (Clause 6.4.4)
Processes (Clause 6.3.4) Design Definition
Life Cycle Mode Configuration Rrocess
Management Process nagement Process iadni]
(Clause 6.2.1} (Clause 6.3.5) Sy: 1 em Al !y
Infrastructure Information Management 4c| 5 4 6)
Management Process | | || procegs
(Clause 6.2.2) (Clause 6.3.6)
Proces:
ortfolio (Cl 4.7)
lanagement Proces: Proc
(Clause 6. [ © 6.3.7)
tegra TOCess
nnnnnnnnnnn ice (Clause 6.4.8)
Managemant Process
(Clause 6.2.4) (CI 5 3 8)
eeeeeeeeeeeeee
(Cla )

Quality Management
Process
(Clause 6.2.5)
Knowledge Management

Process
(Clause 6.2.6)

Transition Process
(Clause 6.4.10)

alidation Process
(Clause 6.4.11)

Operation Process
(Clause 6.4.12)

ance
(Clause 6.4.13)

Disposal Process
(Clause 6.4.14)

SYSTEMS

A 86.4.2 Stakeholder Needs and Requirements
Definition Process

A 6.4.2.3 Activities and tasks

o0 Note Some stakeholders have interests that oppose the system or
oppose each otheiVhen the stakeholder interests oppose each
other, but do not oppose the system, this process is intended to gain
consensus among the stakeholder classes to establish a common set

of acceptable requirements
0 b) Define Stakeholder Needs.

1) Define context of use within the concept of operations and the
preliminary life cycle concepts

2) ldentify stakeholder needs
3) Prioritize and dowaselect needs
4) Define the stakeholder needs and rationale

Position within the Technical Processes

IJSE ©

RING MFC CYBER SECURITY

ENGINEERING

LOCKHEED MARTIN ’ ﬁ



L9999 {¢5-20dp HY Yy PH U

AThis standard addresses the needs of the defense
community with respect to the incorporation,

Ay R —— Implementation, and execution of technical reviews
Audits S BEIEn SR ProgrmS and audits. IEEE Std 1528&014, the standard that
Implements ISO/IEC/IEEE 15288 for application on
defense programs, provides the defenspecific

language and terminology to ensure the correct
TS g s i application of acquirersupplier requirements for
technical reviews and audits on a defense program,
while this standard provides the implementation
detalls to fulfill those requirements.

IEEE STANDARDS ASSOCIATION . m

IEEE Computer Society

3 Park Avenue IEEE Std 15288.2™-2014
New York, NY 10016-5997

Authorized fcanzed uze Imited to: Libraries of Lockheed Marsn. Downioaded on Moy 18,2015 3 18:18:10 UTC from IESE Xpiore. Restrictonz aool.

Defense Program Technical Reviews and Audits

SYESr-\lrEmJSEERmG LOC
. KHEED MARTIN
By 4= Slide23 ﬁ



L999 { ¢ 5-20MMpTEGHNIOALREVIEW TO BASELI

A¢KS I OljdzZANBNQR&a {9t IyR (FR
( , Engineering Management Plan (SEMP) where
EE Standord o Tochmcl R and Aucis n DfenssPrograms applicable, should define the technical reviews and
audits selected for the program and their specific
LIKIF aAy3 FFONRPaa GKS LINE I NI
provides application content for the following technical

Alocated Baseine | reviews and audits:
A Alternative systems review (ASR)
A System requirements review (SRR)

Functional Baseline ‘

|

|

i S B [ rodutsosone v | A System functional review (SFR)

i i i A Preliminary design review (PDR)

i i i A Critical design review (CDR)

| i | AtSaid NBIFIRAYSaa NBOASEG oO0¢wwo
AR SR SR PR oo mR R R roa Test and Evaluation Master Plan (TEMP)]
A A A A A A A A A

A Functional configuration audit (FCA)
A System verification review (SVR)
Figure 1— Relationship between technical reviews and audits and the technical baselines < . . .
across the acquisition life cycle A Production readiness review (PRR)
A Physical configuration audit (PCA)
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NIST SP 8aib0v1 IS PER ISO/IEC/IEEE 15288:2015

NIST Special Publication 800-160
vvvvvvv

This publication contains systems security engineerng
considerations for ISONEC/NEEE 15288:2015, Systems

Systems Security Engincering and software engineering — System life cycle processes.
sl | e ] It provides security-related implementation guidance for

the standard and should be used in conjunction with and
as a complement to the standard.

RON ROSS
MICHAEL McEVILLEY
JANET CARRIER OREN

This publication conains systems security engineering
, Syster

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce

NIST SP 8a160v1 is a ISO/IEC/IEEE 15288:2015(E) Security VIEWPOINT

ONIHIINIDNT SWILSAS ALIHNIIS WILSAS

©® sl

- ‘ E GWEER'NG . LOCKHEED MARTIN
SYSTEM SECURITY SYSTEMS ENGINEERING MFC CYBER SECURITY



ISO/IEC/IEEE 15288:2015(E), SYSTEMS AND SOFTWAF
ENGINEERINGYSTEM LIFE CYCLE PROCESSES

ISO/IEC/IEEE 15288

System Life Cycle Processes

Agreement Technical Technical
Processes Management Processes

Proc: Business or

Acquisition Process Mission Analysis
(Clause 6.1.1) Project Planning Process Process (Clause 6.4.1)

(Clause 6.3.1)

Stakeholder Needs &
upply Process Projoct A taiid Requirements Definition
(Clause 6.1.2) roject feaeeement an Process (Clause 6.4.2)
Control Process

(Clause 6.3.2) System Requirements
et Definiti Process
D M
" (Clause 6.4.3)

(Clause 6.3.3)

Organizational Architect
Definition Process

Project-Enabling Risk Management (Clause 6.4.4)
Processes (Clause 6.3.4) Design Definition
Life Cycle Model Confi "y Process
iguration
Management Process Management Process (Clausc 645
(Clause 6.2.1) (Clause 6.3.5) System Analysis
Process
Infeastructure Information Management (Clause 6.4.6)
M. gement Proci Process
(Clause 6.2.2) (Clause 6.3.6)
" p ion Process
Portfolio (Clause 6.4.7)
Management Process Measurement Process
(Clause 6.2.3) (Clause 6.3.7)

Integration Process

Human Resource Quality Assurance (Clause 6.4.8)
Management Process Process
(Clause 6.2.4)

(Clause 6.3.8)
Verification Process
Quality Management (Clause 6.4.9)
P

rocess
(Clause 6.2.5)

Transition Process
Knowledge Management (Clause 6.4.10)
Process

(Clause 6.2.6)

Validation Process
(Clause 6.4.11)

Operation Process
(Clause 6.4.12)

Maintenance Process
(Clause 6.4.13)

Disposal Process
(Clause 6.4.14)

ONIHIINIDNT SWILSAS ALIHNIIS WILSAS

SYSTEMS

NIST SP 8a60 System Life Cycle Processes
3.1 AGREEMENT PROCESSES3.4 TECHNICAL PROCESSES

3.1.1 Acquisition Process 3.4.1 Business or Mission Analysis Process
3.1.2 Supply Process 3.4.2 Stakeholder Needs and Requirements
3.2 ORGANIZATIONAL PROJECTDefinition Process

3.4.3 System Requirements Definition Process

ENABLING PROCESSES 3.4.4 Architecture Definition Process

3.2.1 Life Cycle Model Management Process 3.4.5 Design Definition Process
3.2.2 Infrastructure Management Process 3.4.6 System Analysis Process

3.2.3 Portfolio Management Process 3.4.7 Implementation Process
3.2.4 Human Resource Management Process3.4.8 Integration Process
3.2.5 Quality Management Process 3.4.9 Verification Process
3.2.6 Knowledge Management Process 3.4.10 Transition Process
3.3 TECHNICAL MANAGEMENT 3.4.11 Validation Process
3.4.12 Operation Process
PROCES_SES _ 3.4.13 Maintenance Process
3.3.1 Project Planning Process 3.4.14 Disposal Process

3.3.2 Project Assessment and Control Process
3.3.3 Decision Management Process

3.3.4 Risk Management Process

3.3.5 Configuration Management Process

3.3.6 Information Management Process Change thég6 number in ISO/IEC/IEEE to
3.3.7 Measurement Process 83 in NIST SP 8a®0 and the section numbering is
3.3.8 Quiality Assurance Process in alignment

SYSTEM SECURITY SYSTEMS ENGINEERING MFC CYB ¥
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CORELATED ENCLAVE TO PIT SYSTEM / PIT WORK PRODU(

Enclave Work Products (Stevmpe) PIT System / PIT Work Products (Integrated)
A Cybersecurity Strategy A PPP/PPIP at Appendix E
(DoD CIO memo of 20151110 w/template)
A System Security Plan (SSP) (RMS KS) A System Requirements SpecificatioByR$ etc., flow-down Spec.
A Ports, Protocols, & Services Management A 82 Applicable Documents (Internal/External ICDs tied§6.1 DoDAFS\A1, SV3)
A DoD Security Control Set A 83 Requirements (against HWCI/CSCI Critical Component from PPIP Appendix C) with
Systemof-Interest GI-A & Overlays (from NIST SP 888r4 and associated CCIs)
A System Authorization Boundary A 86.1 Intended Use (to includ®oDAFOV-1 HighLevel Operational Concept Graphic,
DoDAFSV\ 1 Systems Interface Description, and -S8\BystemsSystems Matrix)
A Continuous Monitoring Strategy (CMS) A Cybersecurity Section of SEMP (Tier 1 and/or®)R$6.1 Intended
(NIST SP 86037 ISCM) Use (Systenof-Interest Tier 3 Strategy) and PPIP
A Security Assessment Plan (SAP) A TEMP Cybersecurity SectionSyRw/flow -down) §4 Verification
A Security Assessment Report (SAR) A SyRwi/flow -down)&4 Verification Reports
A Risk Assessment Report (RAR) A Pre MSA & B Analysis Reports (Design Residual Risk) and

Cybersecurity Section of DT&E/OT&E for Requirement Compliance

A Note, the 15288/800160 €6.4.2.3e/83.4.2 SN5) Analyze Stakeholder Security
wSljdzZA NBYSy (a wS Li2SkdResidbiabHisk §6rSsisteninterast 3y

A Plan of Action and Milestones (POA&M) A Engineering Change Proposal (ECP) /
Preplanned Product Improvement (P3l)

tL¢e ! OljdzAaAdA2yY {eaiSYa 9YWABYSSENYIt N¥FR
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L9999 {¢5-20dp HY Yy PH U

A 8§6.3 System requirements review (SRR) detailed criteria
B3 | A Table 5¢ SRR technical review products acceptable criteria
A Product: System specification:
m) System command, control, communication, computer, and intelligence (C4l) requirements
IEEE Standard for Technical Reviews and are assessed and preliminary performance is allocated across segments and subsystems.
Auditson Detenss: Progrants n) System security engineering (SS€gmmunications security (COMSEC), cybersecurity, and
program protection (PP) antitamper security requirements are documented for each
preliminary system conceptual architecture in accordance with DoD directives.
0) Preliminary cybersecurity requirement®r both hardware and software are documented
that address system data protection, availability, integrity, confidentiality, and authentication,
T and nonrepudiation and are consistent with the National Institute of Standards and Technology
Software & Systems Engineering Standans Committee (NIST) risk management framework certification and accreditation requirements.
p) Cybersecurity requirementare mapped for each preliminary logical architecture.
g) Threat scenario assessments are completed, threat environments, categories of expected
threats and their likelihood of occurrence are defined and correlated with preliminary system
logical architecturessurvivability and vulnerability KPPare established for each assessed
threat and correlated with the preliminary logical architectures.
S e S hh) Requirements allocations and associated rationale from the source documents to the
. system specification have been documented.
i) System specification is approved, including stakeholder concurrence, with sufficiently
conservative requirements to allow for design trade space.

Authorzed fcenzes uze imited to: Libraries of Lockheed Marsn. Downioaded on May 18,2015 3¢ 18:18:10 UTC from [ESE Xpiors. Restictons 3ol EtC

O0SNASOdzZNAU& A& aG.dzaf

IEEE Computer Society
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CYBERSECURITYOINACQUISITION OF DEVELOPMENT
CONFIGURATION ITEMS (l.E., PIT MATERIEL PROCUR

A Recognize the need for Security within the Systafilnterest (i.e., PIT) aMDD

A Include Cybersecurity (and other Security, e.g., 8ivA SCRNIwith all the other Systenof-Interest
Requirements (System Survivability KPP)

A For National Security Systems (NSS a.k.a., weapons, etc.) execute CNSSI 1253 Chapter 3

A Between Alternative System Review (ASR) and System Requirements ReSRRrésolve
Competing and Conflicting Requirements (Required Requirements Engineering)

A Publish Systenof-Interest System Requirements SpecificatioByR$

A The Cybersecurlty Competing and Conflicting Requirements Analysis Report Defines the Syfsteterest
(Sobh awS&aARdzI f wA 3SBMAppgroyaR NBIj dzA NBa ! hk

o Milestone B Entrance Criteria (RMF Step 2+ (Select), vice waiting to RMF Step 5 (Authorize))
oTheSola wSaARdzFf wA&a(1€é€ NBLEZNI Aada FylrtRARdIzA (2 Yy 9y
P3lor ECRaddressessolNon-compliance POA&Maddresses Enclave vulnerabilities)
AAISYyRSWS Il dZANBYSy (a oAttt 0S 8yREAWedficatonfi ¢ YR G+SNAFAS
A Follow the normal DoD Acquisition Process to obtain a Compliaat

Built In Cybersecurity using Requirements Engineering is the only Affordable Solution

1 SYES['\IF EmJSEEm NG Loc ﬁ
. KHEED MARTIN
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HAVING IDENTIFIED THE INFRASTRUC
NEEDS FOR PRODUCT DEVELOPMEN]
REMAINDER OF THE PRESENTATION V

FOCUS ON THE PRODUCT



SOURCE DOCUMENTS

NIST SP 8c&Br4 NIST SP 8344

CNSSI 1253

NIST Special Publication 800-53
R

evision 4

Security and Privacy Controls for

Federal Information Systems
and Organizations

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This putiication |5 avaliable free of charge from:
‘Dol or/ 10 SISEMNIST 5P S00-S308

NIST

Mational Institure of
Standards and Technology
115, Deportmant of Commerca

NIST Special Publication 800-53A

Revision 4

Assessing Security and Privacy
Controls in Federal Information

Systems and Organizations
Building Effective Assessment Plans

JOINT TASK FORCE
TRANSFORMATION INITIATIVE

This publication |5 avaliable free of charge from:
g 10 GPRNIST SP 63

NIST

Mational Institure of
Standards and Technology
115, Departmant of Commerce

CNSSI No. 1253
27 March 2014

SECURITY CATEGORIZATION AND
CONTROL SELECTION FOR
NATIONAL SECURITY SYSTEMS

THIS INSTRUCTION PRESCRIBES MINIMUM STANDARDS
YOUR DEPARTMENT OF. AGENCY MAY REQUIRE FURTHER
IMPLEMENTATION
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DoD AT&L PRODUCT LIFE CYCLE PROCESS

Collectively the Verification and Validation PlaWYB and Independent Verification and Validation PlaW{/B Spans Lifecycle
The TEMP and iBT&EOT&EF 2 Odza Aa (G2 GKS awA3dIKGé aARS 2F (GKS 5S@St2LSyd axé.

ICOMDD ] Stak_eholder Stakeholder Validation Plan Syste_m DInElEelr [PIetees
ITR/ASR Planning Requirements '\ ————— Validation Support Process
Definition (commissioning)  Transition Process

Disposal
Process

Transition /
MSA SRR/ Deployment

. . A . SysRB SFR : System Verification Plan System
t NP RdzO .Fasft A }/ Sa Qy Allopano_n ___________ > Ver?;ication FRPDR
CIDB= HWCIDB/SWCIDB/ % AR . - PCA
OPCIDB/CIIDDB S, G@a’\ PDR/ Final Cls Verification Plan Sl E AOTR/ 4 \OQ K
CIBB = HWCIBB/SWCIBB/ S %3 \  AlcRB Item (CI) (C! Acceptance) Integration otrr /& ¥
OPCIBB/CIIDBB 292 Specification "~ Subsystem Verification 1§ &Ss
CIPB = HWCIPB/SWCIPB/ 5 0 < Verification Plan MsC /& 8.8
OPCIPB/CIIDPB ARG 18X E
%. %% %\ o (Subsystem CPD AP Q°
CIOB = HWCIOB/SWCIOB/ 13 AR B.PDRA Cl Preliminary Subsystem /Qg; &
OPCIOECIIDOB e 2 %\ Design Integration / éb g
0% % grati CPB /¥ 8 &
D = Design % ® o Unit/Device Verification /& b3 s
B = Build % 0 O\ Test Pla PRR , & 9 &
b~ Product %‘ ) 6’_\ ClI Detail Unit/Device / § o S
= Production 2 % <\ ES Testing SVR g & I
O = Operate 2,29 / Qo§ <
% FCW Implementation: / éb S éo
HWCI Fabrication S3 §

SWCI Coding
OPCI Writing

Development Process;
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BASELINE LANGUAGE PROGRESSION
CYBERSECURITY'S REQUIREMENT PROGRESS

Your Startin Stakeholder System Documents
o 9 * Requirements C‘éStg;nker (Requirements
Point in the Baseline P Configuration)
Process 1.e., System Agnostic System Documents
You Are Here Requwements System (Requirements
Specification Speak Configuration)
You get your RFunCtlonaIt Agnostic System Documents
equirements System (Requirements
gtake_h()lder Baseline Speak Configuration)
equirements
q Allocated Domain System Documents
from NIST SP 8060 Requirements System (Requirements
i aseline Speak Configuration)
53r4 and their Basell
Verification from E/C/W Design’\, Domain Domain Documents
Baseline Design (Domain
NIST SF’ 800 Speak Configuration)
53Ar4via CNSSI Product Domain Domain Documents
1253 Baseline Product (Product
Speak Configuration)

0 SNASOdzNR (i & Q&

SYT MS

Stakeholder Competing and
Conflicting Requirements

Stakeholder Competing and
Conflicting Requirements

De-conflicted
Inter- Intra-Stakeholder
Requirements

HWCls, SWCIs, OPCls, ClIDs
Requirement Specifications

HWEF Design, SWC Design
OPW Design,
IDF/C/W Design

Fabricated, Coded and
Written Configuration Items

t 23AGA2Y

| £ 2y 3

LT &2dz R
Include security
from the
beginning, you
KIgS -a{
2 LIJGAYAIL
system and
created an
a;-y
FTT2NRI
solution

dz

~

S

UdKS

IJSE © s

NG MFC CYBER SECURITY

ENGINEERING
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THE PROGRESSION OF CYBERSECWRITY IN D

National Secunty National Security
National Security System (NSS) S(){S(»)tﬁré\ él;lfg&;»)
Controlled Unclassified System (NSS) (EO 13526) i.e. DoDI 5200 44 and
Anv Information (EO 13526) (i.e., DoDI 5200.44 and | (- i
) (i.e., DoDI 5200.44) DoDI 5200.39) DoDl 5200.39)
NIST SP 800-53 NIST SP 800-53 NIST SP 800-53 & NIST SP 800-53 & NIST SP 800-53 &
High Water Mark HWM CNSSI 1253 C-I-A CNSSI 1253 C-I-A CNSSI 1253 C-I-A
(HWM) NIST SP 800-171 Appendix F Appendix F Joint Special Access
Attachment 5 Attachment 5 Program (SAP)
Classified Classified Implementation
Information Overlay Information Overlay Guide (JSIG)
Critical Components Critical Components Critical Components
AND AND
Critical Program Critical Program
Information Information

Cybersecurity
Cybersecurity, FOUQ, PII, HIPA, etc.

Cybersecurity, National Security System (NSS)
Cyt?ersecurity, NSS,

Cybersecurity,
SAP, AT
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Do5 taQ{ D'L59.hhYZ
CYBERSECURITY PROCESS FLOW

DoD Program Manager’s Guidebook for Integrating the Cybersecurity RMF into the System Acquisition Lifecycle

ANY 7 -’- s [ 4 s .
Figure 4. Acquisition Lifecycle High-Level Cybersecurity Process Flow A L -'F e 2 dz R 2 u K S a W S |J dz

REQUIREMENTS DEVELOPMENT AUTHORIZATION OPERATIONS

Lifecycle HigH_evel Cybersecurity Process
s ' — Flow

e e+ N e A Good Systems Engineering Systefalnterest
Work per ISO/IEC/IEEE 15288:2015(E) will yield
a5SYSt 2LIYSyués a! dzi K2 N
GhLISNI GA2y &3¢ t N2eOSaa C
Outcome

Final CS/DT&E Testing
(Including Access
Security Controls)

Apply Overlays/Begi
Y dverlaysBegin Complete System Development, Implement
ailoring Contrals " - M d
implementation of Security Controls,
and Execute
Y
— Pass?

onitoring an
Annual Review Cycle

Start With Good Requirements Engineering to Achieve Optimal Total System Solution
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INTEGRATING RMF IN®D BRCQUISITION:
CLASSI®D INFORMATION TYPES

DoD Program Manager’s Guidebook for Integrating the Cybersecurity RMF into

Figure 4. Acquisition Lfecyce High-Level Cybersecurity Proces Flow Identify Information Types (in DoD PIT System or Pl
.? ACleared For Public Release
S AFederal Contract Informationd8CFR52.204
AControlled Unclassified Information (CUI)

(32CFR2002) and NISTSP-B00M 0 S ®PI P

B 5 STSYaS LYT2NXIIOA2YVEST [
Bl LV T2NYI GA2YEX Fa  RETZeLB
| AClassified Information (e.gEQ12526 or SAP/\Waiveg

hd
Coordinate with
SCAJAD
v
Fi

 Overlay 20150420
= AE(C.

¢KS {FYS tNRPOS&a o0dzi S5AFFSNBOY I aGLyF2N

ONIHIINIDNT SWILSAS ALIHNIIS WILSAS
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INTEGRATING RMF IN®D BRCQUISITION:
IRAD WORK, PNIDD

DoD Program Manager’s Guidebook for Integrating the Cybersecurity RMF

Figure 4. Acquisition Lifecycle High-Level Cybersecurity Process Flow L y lj K é (_) é 3 7\ y WD@lme X ' (_) 2 @ S L,I K S
wmems A The Joint Staff has EONOP&ee CIJCSD10.020D) that yields a
: DOTMLPE all G SNASf € bSSR |a |y L/
S ACKS GCANRUE ylfeahée BBSRKSE2L
Impact Values for the relevant Information Types and their associatee A
il d, . AThis analysis looks something like NIST SP-BD Volumes | & I
} (but 800-60r1is N/A for NSS)
A Cybersecurity Supporting: Joint.Concept
A If our Customer: Stakeholder does not give us this.information the
gS. 0KS. [ 2ViuNI OG2NI . Ydzaid aféylK
s (esponse to the REP
- A Draft PL7 Security Concept of Operation (and see NIST SP. 80!
160,8 ' 3.4.2 SM3 & 15238 6.4.2.3.0
=== A System-Survivability Key Performance Parameter

There are 10 Cyber Survivability Attributes (CSAs) under the KPP
SSE ' &L SEJ,ET&SEER'NG Slide3s LOCKHEED MARTIN Z%




SECURITY CATEGORIZATMIPACT VALUE FOR
INFORMATION TYPES, NSS

Preserving authorized restrictions on acce
and disclosure, including means for
protecting personal privacy and proprieta

information
[44 U.S.C. 3552]

A loss of confidentiality is the unauthorizeg
disclosure of information.

Low (L)

The loss of confidentiality, integrity,
or availability could be expected to
have alimited adverse effect on
organizational operations,

[FIPS PUB 199 & CNSSI 1253]
A\ Y.

ONIHIINIDNT SWILSAS ALIHNIIS WILSAS
< SYSTEMS D ¢
E NGINEERING

SYSTEM SECURITY SYSTEMS ENGINEERING MFC CYBER SECURITY Q

organizational assets, or individuals.

Guarding against improper information
modification or destruction, and includes
ensuring information nonrepudiation and

authenticity
[44U.S.C3552]

A loss of integrity is the unauthorized
modification or destruction of information.

Moderate (M)

The loss of confidentiality, integrity,
or availability could be expected to

have aseriousadverse effect on
organizational operations,

organizational assets, or individuals,

exceeding mission expectations

[FIPS PUB 199 & CNSSI 1253]

Availability (A)

Ensuring timely and reliable access to arld
use of information
[44 U.S.C. 3552]

V.

A loss of availability is the disruption of
access to or use of information or an
information system.

The loss of confidentiality, integrity,
or availability could be expected to

have asevere or catastrophiadverse
effect on organizational operations,
organizational assets, or individuals
exceeding mission expectations
[FIPS PUB 199 & CNSSI 1253]

LOCKHEED MARTIN ’ ﬁ



INTEGRATING RMF IN®D BRCQUISITION:
IRAD WORK, PRIELESTONE A (MS A)

DoD Program Mar=~ — T into the System Acquisition Lifecycle

Figure 4. Acquisit Thls reqUIreS DOORS

' BiDirectional Traceability* L YA UGA L f ¢{b !yl féairia oO0A®SD)

{
lyIfeara 2F fl¢ fargfapieesy) adal S
ASSUSNNYAY S [(KBLBAY SY (i a-8TREBNIC
Work Breakdown Structure level of detail) based on DoD
5200.44 (20121105 wzh120160825) Protection of

— C°mp'§f]zl';‘5‘itsia' PN s Mission Critical Functions to Achieve Trusted Systems a
Networks (TSN)
! A This is Cybersecurity Stuff
. A S5SUSNNAVY S tIKBINIY LYyTF2NYI

Within RDT&E
A These are AntTamper Candidates
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OSD SYSTEMS ENGINBBRIID TSN ANALYSIS

Input Analysis Results:

Criticality Analysis Results

Trusted Systems and Networks (TSN) Analysis

JUNE 2014

Conseguanca of

Initial Risk
Posture

Losing Mission
Capability
ery High

High

Maderate

Low

very Low

Likalihood of Losing
Mission Capability

Naar Cartainty (VH)

Highty Likely (H)

Likely (M}
Low Likelihood (L)

Mot Likely (VL)

Risk Mitigation and e
Countermeasure Options

e m———————— =

Consequence

Likelihood

> Risk Mitigation

Decisions

Consequence

Likelihood

\

Deputy Assistant Secretary of Defense for Systems Engineering
and Department of Defense Chief Information Officer

Washington, D.C.

A This Risk Analysis will occur at eaBETRi.e., SRR
SFR, PDRDR & PRR as defined in IEE&td
MpP HY Y2014 bEEE Standard for Technical
Reviews and Audits on Defense Programs

This is an lterative and Recursive Process

ONIHIINIDNT SWILSAS ALIHNIIS WILSAS

SYSTEMS

This document is intended as an
extension to guidance provided
In the Defense Acquisition
Guidebook (DAG) Chapter 9
(former Ch13), Program
Protection. This document
provides further details for
Trusted Systems and Networks
(TSN) analysis processes,
methods, and tools. It elaborates
on each of the major iterative
processes necessary to
accomplish the TSN analysis
objectives.
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SYSTEM SURVIVABILITY (SS) KEY PERFORMAN
PARAMETERICIDS MANDATORY KPP

DoD Program Manager’s Guidebook for Integrating the Cybersecurity RMF into the System Acquisition Lifecycle
Figure 4. Acquisition Lifecycle High-Level Cybersecurity Process Flow

e ot A JCID®T the Joint Capabilities Integration & Development System
RSTAYSa aAaSOSNIt aal yYRI (2 NEPPY onés
of which is the System Survivability KPP

[ [——— A PerthedCID& | yVdzl £ 2 aGa{LI2Yyaz2NBR APPSO
£ Support Cyber  RRNBaaé UKKBPsal yRI U2 NE
| Riirﬁi'rfﬁ'i'ﬁis : A The System Survivability (SS) KPP is intended to ensure the sy
| Determination (part maintains its critical capabilities under applicable threat

of JCIDS SS KPP) | SY@ANRYYSYyla X

SAR, RAR

b e G A Oyiof Ay 2LSNEGAZY AV RSINI R

;» Implementation of Security Controls,

i A Reduce vulnerability,if hit-by: nokinetic fires, including-cyber
, SEFSOUa 0oe  YSEya 2%  .ab5daNl oAt

System Survivability KPRyber Survivability Attributes (CSAS)
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SYSTEM SURVIVABILITY (SS) KEY PERFORMAN
PARAMETERICIDS MANDATORY d&l?Reo)

DoD Program Manager’s Guidebook for Integrating the Cybersecurity RMF into the System Acquisition Lifecycle
Figure 4. Acquisition Lifecycle High-Level Cybersecurity Process Flow

REQUIREMENTS DEVELOPMENT AUTHORIZA JCIDSX/IanuaI’ Appendlx C’ Enclosure D
o " ——— — (4) Survival and operation in a cyb&ontested environment or after exposure to
e || L e . _
‘ cyber threats, if applicable to the operational context:
| a. Ly | OO2NRIYOS ¢AUK wW525L ypnn®nmé =
Support Cyber categorization for availability, integrity, and confidentiality and whether the
Survivability - system is ar in accordance with [DoDI 5200.44].
o | g el g . If cyber survivability is required, include appropriate cyber attributes in the S
ke Determination (part . . .- .
of JCIDS SS KPP) | X¢Efiles, tr_\e System SurV|_vab|I|ty Mandatory KPP] based on applicable
cybersecurity controls as directed by [DoDI 8500.01] and strength of
Implementation required to protect against.cyber threats likely to-be
encountered in the .operational environment.
[f-applicable,-address operational and maintenance issues related to'ensurin

continuing resilience against cyber threats.

System Survivability KPRyber Survivability Attributes (CSAS)
SSEN ' SEJGT&SEER'NG Slides3 LOCKHEED W
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INTEGRATING RMF IN6D RCQUISITION:
IRAD WORK, RNMH_ESTONE A (MS A

DoD Program Manager’s Guidebook for Integrating the Cyberse ReCOgnlze Correct Answer When TOId (known [nethOd)
AC2tt29 a¢KS [/ UGSIA2NAT S YR { St S
AVerify that you are a FISMA 2014 NSS using NIST SBEChecklist (still

Figure 4. Acquisition Lifecycle High-Level Cybersecurity Process

REQUIREMENTS DEVELOPMENT

; holds from FISMA 2002)
e +WIRE A Select (90% of the DOORS work is done) appropriate DOORS
Specifications:

A4 \4
o . | A NIST SP 8693
D ml::m:i ) — .
» [— Categorize System
 OvesaysfBgin
Tailor ! ols wmm;’E
e with

L b{fL MHpo I'ILIWIISYRAE C da! il OKYSyia

A NIST SP 8@53A

A
— A NIST SP 88061 (SCRM)
A
A

NIST-SP 8C071 (Controlled 'Unclassified)
JSIG
A NIST-SP 8060 (SSE)?

A LLeverage the-Existing-Standard Answers
A Personnel Security / Training / Configuration Management, etc.
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CHAPTER THREE
THE CATEGORIZE AND SELECT PROCESSES
This chapter describes the processes of categorization and security control selection. Except

where the guidance in this document differs from that in NIST SP 800-37, the national security
community will implement the RMF Categorize and Select Steps consistent with NIST SP 800-

3.1 RMF STEP 1: CATEGORIZE INFORMATION SYSTEM

For NSS, the Security Categorization Task (RMF Step 1, Task 1-1) is a two-step proct

1. Determine impact values: (i) for the information type(s)" processed, stored, transmitted,
or protected” by the information system; and (ii) for the information system.

Identify overlays that apply to the information system and its operating environment to
account for additional factors (beyond impact) that influence the selection of security
controls.

o

Within the national security community, it is understood that certain losses are to be expected
when performing particular missions. Therefore, for NSS interpret the FIPS 199 amplification
for the moderate and high potential impact values, as if the phrase *...exceeding mission
expectations.” is appended to the end of the sentence in FIPS 199, Section 3.

3.1 Determine Impact Values for Information Types and the Information System

In preparation for selecting and \pgcllvmg the appropriate security controls for organizational
information systems and Ihmr of operation, org categorize
their and the i and i

system, complete the following

Identify all the types of information processed, stored, or transmitted by an information
system, determine their provisional security impact values, and adjust the information
types’ provisional security impact values (See FIPS 199, NIST SP 800-60, Volume 1.

SP 800-60, Volume 11)°. If the information type is not identified in
NIST SP 800-60 Volume II, document the information type consistent with the guidance
in NIST SP 800-60, Volume .7

o

necessary adjustments (see NIST SP 800-60, Volume I, Section 4.4.2). The security
category of a system should not be changed or modified to reflect management decisions

* An information type
contractor-sensiti

pecific category of information (e.g.. privacy, medical, proprietary. financial, investi

arity management), defined by an organization or. in some instances, by a public law,

P qulation.

* Controled e s protect information that is processed. stored, or transmitted on interconnected systems. That information
should be considered when categorizing the controlled interfa

“For the confidentiality impact value, each organization should ensure that it categorizes specific information based on it
potential worst case impact to i) its organization and ii) any and all other U.S. organizations with that specific information.
As appropriate, supplement NIST SP §00-60 with organization-defined guidance.
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Determine the security category for the information system (see FIPS 199) and make any

S

YSTEMS
ENGINEERING

to allocate more stringent or less stringent security controls. The tailoring guidance in
Section 3.2.2 should be used to address these issues.
Document the security category in the security plan.

3.1.2  Identify Applicable Overlays

Overlays identify additional factors (beyond impact) that influence the initial selection of
security controls. As CNSS overlays are developed, they are published as attachments to
Appendix F of this Instruction. Each overlay includes an applicability section with a series of
questions used to identify whether or not the overlay is applicable to an information system.
Review the questions in each overlay identified in Appendix F to determine whether or not the
overlay applies. Document the applicable overlay(s) in the security plan.

3.2 RMF

P 2: SE!

T SECURITY CONTROLS

S, Sceurity Control Selection (RMF Step 2, Task 2-2) is a two-step process:

1. Select the initial security control set.

2. Tailor the initial security control set.

3.2.1  Select the Initial Security Control Set
Once the security category of the i ion system is detel ed. begin the

security control selection process. To identify the initial security control set, complete the
following activities:

1. Select the baseline security controls identified from Table D-1 in Appendix D
corresponding to the security caugory of the system (i.e., the m\pm,( values determined
for each security objective [confi lity, integrity, and y)

7. Apply any overlay(s) identified as applicable during security categorization. [TFthe use of
multiple overlays rcsulu in conflicts between the application or removal of ix.cumv

controls, the official (or designee), in coord: with the informa
owner/steward, information system owner, and risk executive (function) resolves the
conflict.

3. Document the initial security control set and the rationale for adding or removing security
controls from the baseline by referencing the applicable overlay(s) in the security plan.

3.2.2  Tailor the Initial Security Control Set

Organizations initiate the tailoring process to modify and align the initial control set to more
closely account for conditions affecting the specific system (i.e., conditions related to
organizational missions/business functions, information systems, or environments of operation).
Organizations should remove security controls only as a function of specified, risk-based
determinations. During the tailoring process, a risk assessment — either informal or formal
should be conducted. The results from a risk assessment provide information about the necessity

wer (Known Process that Fulfills Requirement) When Told
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80053, A.K.A., MIETI061E W/CHE3 REQUIREMENTS
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THE COMMITTEE ON NATIONAL SECURITY SYS-
(CNSS) INSTRUCTION NO. 1253

ACNSSI 1253ecurity Categorization and Control Selection for National Security
Systems, 20140327

A Appendix D, NSS Security Control Baselines
A Appendix E, Security Control Parameter Values

A Appendix F, Overlays (control specifications needed to safeguard specific information)
o Attachment 1, Overlay Process 20130827
o Attachment 2, Space Platform Overlay 20130601
o Attachment 3, Cross Domain Solution Overlay 20130927
o Attachment 4, Intelligence Community Overlay 20121015 (FOUO document)
o Attachment 5, Classified Information Overlay 20140509
o Attachment 6, Privacy Overlay 20150420 (in process)

Exists as DOORS Database linked to NIST-S8800
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https://gtl-lmi.external.lmco.com/sites/eu-factcyber/Shared Documents/Forms/AllItems.aspx?RootFolder=/sites/eu-factcyber/Shared Documents/DOORS Data/Integrated DOORS Tool Set/CNSSI 1253&FolderCTID=0x012000937E56C67D1F534D8A44CA74BF89E58E&View={E387FE30-1AD9-4F87-8A93-8F4F5055DC3A}

THE NIST SP &8R4 HUB AND SPOKES
ANIST SP 8083r4 is not a

Survivability

cnss1 1253 Wk Cybersecuriy Reqguirements document in and of

Appendix F, NIST SP 800

Attachment 2 161SCRM I If U
i itself, BUT

AMany other documents call for the
T 59 00 Implementation of Controls and
Control Enhancements, or

AOther Documents (CCIs) trace to its
Controls and Control Enhancements

Appendix D
NSS

Draft NIST SP
800-160v2
Resiliency

NIST SP 860
160 SPIBWA

Is there a trend here? We might want to do it the NIST SBBdGvay!
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CYBERSECURITY DOORS DXL SCRIPT OVERVIE

bL{¢ SH 88663¢ ——
Documents

SP 806b3A
CNSSI 1253/App D =
(NS5) 1 Ei:.‘:fff';;:?,.i::.,‘;‘:;‘:_
CNSSI 1253/App F/Att2 = |
(Space) [ ]
Overlays CNSSI 1253/App F/AH3 ’— Programspecific
Add/Delete . |(CrossDomain) Options ProgramSpecific
Requirements CNSSI 1253/App F/Att4 ’— Cybersecurity
| (Intel) Programunique P
- : Specification (a.k.a.
CNSSI 1253/App F/Att5 ’_ Cybersecurit
L{ | (Classified) y DXL Y | requirements Stak_eholder
DFARS 252.204 Script Requirements
Ll | (DFARS) Baseline, §tR$ as
XXX Requirements
| | (ProgramSpecific Specification)
Overl
veraye) Uses MFC DXL
Coding Created in the
Standards / current
Leverage MFG MFC AAttributes Template project/folder

spec Standard

standards Module AViews
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PIT SYSTEMS VS. PIT

| DoD Information Technology |

& e e e s
[ —— i
| Information Systems | | PIT | | IT Services | | IT Products I:
~{( | | Product
Major @ | Prrsystems | [|  pr | Tnternal Software | i roduc
Applications External Hardware : o InfraStrUCtu re
lications | !
Assess & Authorize . A_ s§e_ss_ ........ Apf)“t _______
AatLe {2aidgSya¢ I NB ! Sa SR FYR ! dziK2NAT SR 058y

A Continuing RMF process with IATT as needed and ATOs

A PIT only requires Assessment (Quasitic Configuration Environment)
A PIT is assessed on a casgcase basis and apply security controls as appropriate

A Categorize PIT per CNSSI 123&ilor the resultant security control baseline
(Known Process that Fulfills Requirement)

A PIT is configured per applicable DoD policies and security controls and undergo special assessment of their
functional securityrelated capabilities and deficiencies

A The IS security manager (ISSM) (with the review and approval of the responsible AQ) is responsible for ensuring
hascompleted the approprlate evaluation and conflguratlon processes prior to |nco[porat|on into or connection to
an IS oPIT systera O wS & A Rdzl € al -BbBttaiceGriterda) YR w! w Aa a/

PIT SystemsAssess & Authorize (ATO) / @Rssess (Formal Configuration Control)
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RMF TO PRODUCT AND INFRASTRUCTURE

DoD Information Technology

| PSR- (S—————— A " e
Information Systems | PIT | IT Services ‘ | IT Products |E PrOdUCt Components (lee IT PrOdUCt)
! Guidance Control Navigation
] i CSC CsC
Major | PIT Systems | | PIT | Internal Software : \_ J
Applications External Hardware E 4 N\
Applications | PIT Software
Assess & Authorize Assess : ~ SUbSyStem
oot BSOSy > VI
A Infrastructure (8510Encl3) L < ’ ot ,

A Enclave for normal business operations Product !

o Lockheed Matrtin Intranet (IT) O Infrastructure 4 PIT R

A Enclave used to develop the product
o In LMMFQ; Technical Security (Collateral or SAP) Missile

A Product (PIT/ PIT System)

A PIT assessed, explicit configuration is approved for implementation - /
[Certificate of Conformance, looks like a Security Technical e N
Implementation Guide (STIG)] PIT System Navy Ship, Tactical
o Exampleg Hellfire 11, SNIPER INTERCEPTING = \ Weapon System,

A PIT Systenrequires IATT and ATOs o -z *A Combat Aircraft, etc.

o Exampleg THADD (Tactical Weapon System) e )

A In LMMFQ; Cybersecurity Engineering
LMMFC Products are PIT or PIT Systems
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32CFR2002
CONTROLLED UNCLASSIFIED INFORMATION FINAL R

Al 3 0KS CSRSN}f D2OSNYYSVy(
Controlled Unclassified Information (CUI), the
National Archives and Records Administration (NARA),
through its Information Security Oversight Office

5 S

(ISOO), oversees the Federal Governmantle CUI g
Program.
AThis rule is effective November 14,2016 | =
A& 2002.2 Incorporation by reference e

A FIPS PUB 199
A FIPS PUB 200
A NIST SP 86B3r4
A NIST SP 8688r1
A NIST SP 86071

NISTSP8®TM Ad I GAQCSRSN}Yf wS3dzZ I GA 3
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INTEGRATING RMF IN®D BRCQUISITION:
IRAD WORK, RRIH_ESTONE A (MS A)

DoD Program Manager’s Guidebook for Integrating the Cybersecurity RMF into the System Acauicitian Lifacucla

Figure 4. Acquisition Lifecycle High-Level Cybersecurity Process Flow Do the Systems En gin eerin g
e e A Synthesis is Work, not a Buzword
n AlListen to Arthur D. Hall lll, be Affordable;
— —| | ™ Eschew sulmptimization
SRS || AUse Systems Engineering, shape fidRRRFP:
Y A Show BiDirectional Traceability

(Including Access

(this is Required by DoDI 5000.02)
o ICD to Draft CDD (Cybersecurity is in SS KPP)
o Draft CDD to PPP to PPIP
ACS%ind AT Plan are App to PPP

| st
Apply Overlays/Begin
laionetente I|h o Test and Evaluation Master Plan (TEMP)
— ! Eeermn ADoD Cybersecurity T&E Guidebook
R 4 - o Draft Continuous Monitoring Strategy
| ATalk to the Customer Stakeholder

ADefine the Stakeholder Req. Spe&tR$

Guide the Customer to the MS A answer
mcxnzan
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INTEGRATING RMF IN®D BRCQUISITION:
IRAD WORK, RRIH_ESTONE A (MS A)

DoD Program Manager’s Guidebook for Integrating the Cybersecurity RMF into the System Acquisition Lifecycle
Figure 4. Acquisition Lifecycle High-Level Cybersecurity Process Flow

Do the Program / Systems Engineering Work
ADraft Capability Development Document (CDD)

REQUIREMENTS DEVELOPMENT AUTHORIZATION

AGovernment Program Office (GPO) Program Protection P
SRR | mn (PPP) / Contractor Program Protection Implementation Pl
: — - (PPIP)
AAppendix C: Criticality Analysis (CPl.and CC)
AAppendix D: AntiTamper Plan
AAppendix E::Cybersecurity: Strategy
ARisk Management Framework (RMF)
FSOdNRGA bV a0 o0 ®] DI
st | Continuous Monitoring Strategy (CMS)
Draft COD, PPP AMilestone A (MSAY Tost and EvaluatiofiViasier Plan (TEM

CSS, MS ATEMP,

SP, CMS i AGovernment Program Office RFP / Contractor Bid Packag

This Work Defines the Stakeholder Requirements Baseline
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