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The need to be able to deliver robust, secure
systems will only increase.
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Security Cylinders of Excellence

Process Outputs Process Outputs

» Today, each discipline:

> Has well established processes and methods
» SE - Model Based System Architecture and System Design
» SecE - NIST Risk Management Framework / ATO process
» CT&E - Cyber Table Top Exercises and Cyber Test Ranges

> |s at different levels of Model Based/Digital Engineering maturity
> Operates differently within each program phase
> Is experiencing advancements in methods and/or tools
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The Systems Engineering Perspective

» Continuing migration from spreadsheets, Visio and PowerPoint to Model Based
Systems Engineering.

» Modeling tools have significantly advanced.
» Processes and methods continue to evolve:
> Enterprise Architecture Frameworks

> Modeling Languages
> Analysis and Synthesis Capabilities
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A Related DES Success Story — R&M and FMEA

In 2017, a new group consisting of both industry and academia formed

Spreadsheet Based at the OMG to define a new standard profile for UML that addresses
m e . safety and reliability aspects of a system.
[ttt o o | For safety, the RFP calls for support for each of the following domains:
> Aerospace (DO-178C (RTCA 2012a) and DO-331 (RTCA
2012b)),

> Automotive (ISO 26262 (ISO 2011)),

> Medical (IEC 62304, IEC 60601-1, and ISO 14971 (IEC 2015a,
2015b; ISO 2007))

Vendor Specific Implementation

ot Bt B Dl Wi > Railway (EN 50128 (CEN 2012)) domains.
| T ‘g ‘ For Reliability, the RFP requires support for two analysis techniques:
2 2 F2 lelectical  |[7 battery : Battery Pump Voltage error Therapy delay 4 |
3 3 (@) F3 felectrical |[F batter ttery & pump () Unable to be charged @) Therapy delay 3 | .
T e o —E > Fault Tree Analysis (FTA) (IEC 61025)
6 ks Fs ectrical censar + Senser o Orop nsensit High glucoseJevel undetec| A | i )
: B 1S | > Failure Mode and Effects Analysis (FMEA) (IEC 60812) and
‘ FMECA (IEC 2006a)
Safety and Reliability for UML he RF s mimemy —=—————\1e Profile:
Request For Proposal .
OMG Document: ad/2017-03-05 [ : ‘ |
‘ te[eolyne, ‘qstereotypen astereotypes wsterecty pes ustereotypes ws!ereurype
Basic event Zero event House event Undeveloped event Dorm ant even Conditional event
Letters of Intent due: 15 June 2017 (ass) (Case] (case] (Casl (Case] (Case]

Submissions due: 28 August 2017
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Safety and Reliability Profile

» With the Safety and Reliability Profile, FMEA data is integrated with the system
elements within the architecture.

» The failure elements and modes themselves can be analyzed for taxonomy,
frequency, etc.

» Mitigation can be tracked and unmitigated failure modes can also be tracked and
assessed for cost/risk.

£ Id MName Classification Item Subsystem Failure Mode Local Effect Of Failure Final Effect Of Failure SEV Cause Of Failure ocC Prevention Control Detection Control
1 F-1 (©) F1  electrical 7 battery : Battery = pump {4 Unable to be charged @ Underdose or overdo|4 (D) Battery degraded 1 {f0) Meter designed to I 30 Charging test 02-
2 [F-2 () F2  |electrical [F battery : Battery E pump ) Voltage error (@) Therapy delay 4 (€0 Battery depleted 4 (f5) Meter designed to T
3 [F-3 () F3  |electrical [F battery : Battery &= pump {8 Unable to be charged (B Therapy delay 3 () Battery overcharged 1
4 F-4 @ F4 |electrical [ dispenser : Dispenser E pump @ Pumps inaccurate sizefr... @ Air in line 4 @ Failure to release inside air, lg/2
5 |F-5 @ F5 |electrical [# display : Display E pump @ Broken keypad @ Therapy delay 10 @ Incorrect operation 1
igh gl evel undete Battery degraded
6 [F6 @ F&6 |electrical [ sensor : Sensor E pump @ Drop in sensitivity @ High glucose-tevel undetec 4 @ atiery degrade 2

(&) Low glucose-evel undetec] () Flawed sensor
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The Security Engineering Perspective

» Security Engineering performs analysis of the system in support of obtaining a Authority to
Operate IAW NIST Risk Management Framework:

> Categorize System
Select Controls
Implement Controls
Assess Controls
Authorize System
Monitor Controls

» Through the features of SysML, Security Engineers have extended the R&M FMECA
profile to support NIST RMF assessment:

v V. VvV V V

# Name Potential Causeof Failure occC Potential Risk Risk Impact Item
1 (®) Security TVR Item E] Threat Very High AN Potential Risk Very High (+) Software Element
Causecf Failre \ul SV Mitigaton Detection Design Element fed Re&ggir:/ S0 pecommended System Action DET Targat Completion Date Acton Taken
(@) Vuinerablity Very High ¢ Resource Mitgaton |5 Detecton Design Eement ¢[/ Perfom Datecton Runs | 3" Execute Detection Softward
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The Cyber T&E Perspective

» The Cyber T&E community has
adopted a process called Cyber Table gzn
Top Exercises (CTT) to mitigate risk of ™
failure during Cyber OT&E:

>4 phase low cost, intellectually intensive
assessment process

>Introduces and explores mission effects of
offensive cyber operations

>Helps estimate "Mission Risk” to the
system, systems of systems or family of
systems
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Starting point to bake in cyber resiliency with new systems

- (5]

Identify priorities to improve cyber resiliency of legacy systems
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Wargame Flow: Focus on Threat Mission

Operational Team:
Mission Planning

Operational Team: Brief
mission execution

Combined Team: OPFOR
Mission Order #1 - #N

OPFOR Team: Brief
Cyber Kill Chain
opportunities

OPFOR Team:
Review Reconnaissance Data &
attack surface
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AT&L Risk Management _
Framework (RMF) Process DOT&E Cybersecurity T&E Process

= p Get Authority to Operate (ATO) »Assess how the mission can be degraded or
«\ certification disrupted by exploiting system vulnerabilities
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Is my blood work normal? How many ways can | break
iIn and kill your mission?
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CTT Inputs and Outputs Map to the SE and RMF
Processes
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Post Wargame Analysis

» The output of the CTT is a Cyber FMEA.

» However:
>The Cyber Test Community is not integrated into the Digital Engineering Environment
> Their products are spreadsheets tossed over the fence to “systems engineering.”
> No traceability to the rest of the system architecture.

Attack Type 1 Variant 1

Attack Type 1 Attack Type 1 Variant 2

Attack Type 1 Variant 3

Attack Type 2 Variant 1

Attack Type 2 Attack Type 2 Variant 2 I
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System Test Leads

Mechanisms Recommendations
In Place Today Planned for the Future
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Digital Engineering Strategy Goals

Formalize the development, integration, and use of models to

inform enterprise and program decision making

* Plan and use

Provide an enduring, authoritative source of truth

* Digital Technical Baseline Controlled over the System Lifecycle

Incorporate technological innovation to improve the engineering
practice

* End-to-End Digital Enterprise

Establish a supporting infrastructure and environments to perform
activities, collaborate, and communicate across stakeholders
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* Tools and Processes

Transform the culture and workforce to adopt and support digital
engineering across the lifecycle

* Culture Change and Training
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Goal 1 - Plan for Modeling and Exchange of Data

Operational Process Flow [ Engineering Lifecycleu

What data is shared
across organizational
and process
boundaries?

What form will it take?

Who will produce it?

«OperationalPerformers
Systems Engineering
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Goal 2 - Provide the endurlng authoritative source
of truth. --

-

Risk and Vulnerabilities

&

CONOPS
Technical Baseline

Mitigations
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3. Incorporate technological innovation to
improve the engineering practice

System / Subsystem 1

Expl
and too

Attack Type 1 Variant 1
Attack Type 1 Attack Type 1 Variant 2
Attack Type 1 Variant 3
Attack Type 2 Variant 1
Attack Type 2 Attack Type 2 Variant 2

|dentify
requirements
for new tool
capabillities.

System / Subsystem 2

System / Subsystem 1

System / Subsystem 3

System / Subsystem 2

System / Subsystem 3

oit existing modeling
capabillities.

System Test Leads

System / Subsystem 1 System's Information Assurance & Cyber Security
System / Subsystem 2 Mechanisms Recommendations
System / Subsystem 1 In Place Today Planned for the Future
System / Subsystem 3
System / Subsystem 2
System /.
» y 2 ¥y
d | Name | Classification Item Subsystem Failure Mode Local Effect Of Failure Final Effect Of Faiure | SEV Cause Of Failure occ | Prevention Control | Detection Control
1 F1 (E)F1 |electrical [Fl battery : Battery = Pump () Unable to be charged @ Underdose or overdo 4 (@ Battery degraded 1 (E5) Meter designed to I ) Charging test 02~
2 |F2 (® F2  |electrical [Pl battery : Battery = pump () Valtage error @) Therapy delay 4 (@) Battery depleted 4 () Meter designed to T
3 [F3 (@ F3  |electrical [ battery : Battery = pump ) Unable to be charged @ Therapy delay 3 (@) Battery overcharged 1
4 4 (@) F4  |electrical [F dispenser : Dispenser (= Pump ) Pumps inaccurate sizefr... |(5) Airinline 4 (@) Failure to release inside air, I
5 F-5 @ F5  |electrical [l display : Display = Pump () Broken keypad @ Therapy delay 10 (@) Incorrect operation 1
High glucoseevel undete: Battery degraded
& F6 (@ F6 |electrical | sensor : Sensor = Pump % Drop in sensitivity @ tioh guicose devel ndetec 4 © eattery degrade 2

@) Low glucose-evel undetec

(@) Flawed sensor
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Goal 4 - Establish a supporting infrastructure
and environments to perform activities,
collaborate, and communicate across
stakeholders.

nt_2015

» Understand the workflow and the
format and content of each
engineering data exchange.

» Maximize digital access by the end
user.

» Exploit custom reporting features and
export capabilities to bridge the gap to
non-model users.
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Goal 5 - Transform the culture and workforce to
adopt and support digital engineering across the
lifecycle

» Identify non-digital engineering processes and integrate into the digital
environment:

> Add or modify tool features to support new processes
> Adjust new processes to match existing tool capabilities
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An Integrated Engineering CONOPS for Cyber
Critical Systems

*Recognition of Enterprise Architecture as the a fundamental element of Cyber Critical System Design
* Application of established patterns and frameworks or Cyber Protection and Cyber Resilience

+ Development of views and viewpoints to support and integrate Security Engineering and Cyber T&E into the
SE lifecycle.

* Inclusion of security features as part of core system functionality

S§7§tem
Engineering

+ Adoption of Model Based Engineering practices
* Application of Security/Cyber FMEA methods for definition and analysis of RMF controls and mitigations
S e ri t * Participation in the Architecture Development process

y + Support definition of Integrated Security Functionality

Engineering

* Participation in SE Planning to ensure Cyber T&E activities are included.

*Integration into the Digital Engineering Environment for access to data and integration of results back into
the digital baseline.
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Conclusions

» Successful implementation of the Digital Engineering Strategy will require
application of Enterprise Architecture and Model Based Systems Engineering to
development of the Digital Enterprise (Systems Engineering will play a critical
role):

> Defining and Understanding the Capability Baseline of the current Digital Engineering
Environment

nt_2015

> ldentifying Capability Gaps that require new material solutions

> Defining and understanding the CONOPS for program execution:
» What processes will be required?
» What data will be exchanged (how and when and in what form)?
» Who are the producers and consumers?
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> Defining and understanding the current Digital Engineering Baseline:
» What disciplines and processes are integrated and performing digitally?
» Which disciplines and processes are ready to become integrated?
» Barriers to those disciplines and processes that are not ready?
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Additional Information on CTT

CTT Tutorial 25 March 2019

International Test and Evaluation Association (ITEA) sponsored
workshop

5th Cybersecurity: Challenges Facing Test and Evaluation
Tutorials: 25 March 2019
Workshop: 26-29 March 2019

Water’s Edge Event Center
4687 Millennium Drive
Belcamp, MD 21017

www.itea.orq

WS =WA ,775 DASSAULT | The 3DEXPERIENCE’ Company


https://www.watersedgeevents.com/
http://www.itea.org/

