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Challenge: More or better gear alone unlikely to
yield durable advantages against China
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* The threat from China will become increasingly severe during the 2020s
* Decades-long development programs are unlikely to arrive in time within realistic budgets
* Chinais a peer competitor fighting on their home territory

* Flexible combinations of systems & concepts could more effectively create a
decision-making advantage and impose losses on the enemy

Slide 2



China’s parity reflects culmination of the
precision weapons/stealth competition
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Next competition could center on decision-

making, using Al & autonomous systems
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Disaggregating force w/unmanned systems « o m
and Al-enabled C2 increases adaptability ==°°

motivations:
resilience & heterogenity
spread risk
adaptability
scalability

adaptable kill web
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Disaggregation creates heterogeneity at
scale that allows tailoring force packages
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Disaggregated forces provide more options « o m
and imposes more complexity on enemy “=°°

s e
Forecast-centric approach * Forecast-centric
» Key decision based on calculation of future operations pursue
o mission viability narrows option space efficiency
= Mission e
o . . * Goalis defining narrowly-scoped
o objective solution for gaps
Y .
(@] Time * Relies on numerous assumptions
E} * Does not prioritize adaptation;
Q0 could center on ineffective
- solution
3
Z
DQCiSion‘CentriC approaCh ° Decision-centric
g operations pursue
s Mission resilience
8- objective * Trades efficiency to sustain more
ua Time opt.ions later -
o * Relies on fewer assumptions
8 * May deliver less-precise
- capabilities, but better able to
] adapt as understanding improves
. Decisions structured to defer commitment * More options also acts to
and preserve optionality constrain choices for enemy e
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Harnessing heterogeneity at scale requires
C2 scheme that assesses entire option spaceT*.*

campaign-level input

Human command

* develop operational plans
« craft task orders
« identify marketplace of capabilities

task orders COAs /

force package assignments
Machine-assisted control

* issues request for bids to accomplish task orders
= constructs kill chain sets from available capabilities

i, .

> " [ 1 [ |1}

Manned and unmanned
units available for tasking
- * capabilities bid on orders

I = quality of bid depends on ability to contribute
: to an effective kill chain (i.e. proximity, speed,
I material condition, key functions, success like-
: lihood, efficiency of capability)
I« nominate and refine execution tactics

mission
requests

[
|
|
|
|
|
|
|
\

Il manned/ mixed unit
squad, destroyer, tanker, strike team, etc

I unmanned unit
uav, ugv, uuv, usv, missile, satellite, etc.

Figure based on Bryan Clark, Dan Patt, and Harrison Schramm, Mosaic Warfare: Exploiting Artificial Intelligence and
Autonomous Systems to Implement Decision-centric Operations, (Washington, DC: CSBA, 2020), p. 36.

=== key principles
11
Mission command

* viable in contested communications
environment where supervision and
consultation may not be possible

Maximize optionality
» manage vast distributed resources
in an efficient manner
« set up multiple options to enable
tactical success

Action with autonomy
* |ower echelon units act with
autonomy according to mission-
command style task orders
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Machine control allows adapting C2
structure to communications availability

Network-centric
battlespace architecture
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Universal joint standard
for communication, data

Forecast joint force & mission threads,
enforce standards compliance

Optimized directive control
based on global picture
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Design approach Architectural principles, but
evolutionary/emergent design
C2 approach Local decision making
based on opportunity
Warfighting Decision-centric
Concept Slide 9



Analogous problem-solving would enable ..
AI C2 systems to rapidly build COAs °

Analogous
problem chains
Problem Specific Review
Analysis Objective results
Analogous Specific effects
problem chains Depends on:
\ J\ J Low incremental cost
A kill chain elements
‘E--ﬁh-x"m_
Envelope O.f opt.ronaf.rty_' a‘_everage_s o Defer necking down options
comfort with local decision making and o
until critical moment

exploits/tolerates emergence in
complex environments

optionality

v

time
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C2 tools + disaggregated force speed blue .
decisions and degrade enemy orientation

Proliferation of commercial and military sensors across _
RF, visual, extra-visual, acoustic makeibservatlon inevitable for both sides.

Complexity of Mosaic force
undermines red’s ability to
understand Mosaic force
structure & intended tactics

OBSERVE

expand blue action

ORIENT

speed blue decision

Mosaic force provides more
options & dilemmas to
counter adversary actions and
can more efficiently allocate tasks

DECIDE

Mosaic C2 approach speeds decision making through
human command and machine control Slide 11



Adaptability also benefit in terms of
acquisition

entric app
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Mosaic Warfare is the 274 and 314 wave of
an evolution started with JADC2

Operator defined architectures as part of mission
planning

JADC2 Mosaic Warfare Mosaic Warfare
(operationally) (reqmts/acquisition)
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Army MDO concept shares Mosaic’s goal of « «
recomposition, adaptability & complexity
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Multi-Domain
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Nunmber of
scenarios

Nunmber of

scenarios

Nunmber of
scenarios

E

Recomposability implies new approaches ‘ﬂ
to requirements and analysis .

Force package
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area correlates to both the
performance of a force
—
5% 90%
Probability

package and its robustness
of success

across scenartos

Stochastic, evolving approach
to requirements

» Performance of force packages,

not individual systems, should be
measured

Force packages should be
assessed a wide range of
situations

New systems can be evaluated by
incorporating them into force
packages and assessing the
impact on performance

Systems/force packages that offer
better performance across range
of relevant scenarios are preferred
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Organizational view highlights lack of joint « « m
integration in US force generation e

Service
Force
Generation

Combatant
&

Commands

&
6&6
?
&
(’QQ ability especnlly or joint missions
Malacca
Surface
Diverse mission sets Warfare

and operational challenges

DPRK
Time-Critical
Kadena Missile Strike
Defense
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New organizations and processes needed < o m
for enable joint integration at tactical edge == °°

Service
Force
Generation

Combatant
Commands
er
Mission
Integration
Cell

Missing elements in
today’s capability
fielding process

Ex: Resilient Air Base
Operations In Okinawa Slide 17



Mission Integration Cells address top CCDR. « m
operational challenges; pilotin 2022 NDAA™ ¢ °
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Deployed Forces # Mission Integration Capability Development
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Emerging capability Coordination

Mission Integration Cell l Mission Manager T

\ Integration Tools « Service acquisition
S \ / . 1
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g * Requirements & JS
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@/ Assessment results .
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Technical support

o0

* Prototypes
Emerging capability Slide 18
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Integrating forces in theater requires

funding for missions; pilotin 2022 NDAA

Program
elements deliver
against weapon
system
requirements on
schedule

PE X1...

PE X2...

PE X3...

PE X4...

Budget Lattice

Program Elements

Army
Navy
Space Force

Air Force

IFPC
E-2D
LEO EO/IR sensing

Rapid runway repair

Mission Element:

Requirements Procurement
& Specifications RDT&E quantity

weight, power,
range, threat

range, payload
launch, signature

bandwidth,
resilience, cost

compute, accuracy,
coverage

mission options increase each year

Planned program outcomes

Mission elements
deliver combined
capability against
emerging operational
challenges.
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Mosaic Warfare wargames revealed
optionality improves pace of operations

Number of independent actions

20
18
16
14
12
10

8
6
4
2
0

Mosaic

Wargame #2 turn number

Mosaic C2 schema
exhibited greater
speed, adaptability

Mosaic

Wargame #3 turn number
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Implementation of Mosaic Warfare

* DoD service concepts (MDO, EABO, DMO, etc.) reflect characteristics
of Mosaic Warfare
* Emphasis on decision-making and information
* Reliance on creating dilemmas for opponents

* Joint Warfighting Concept incorporates elements of Mosaic Warfare

* Distributed force design being pursued by each military service
* Rebalancing in Navy and Air Force toward lager number of smaller ships and aircraft
* Marine Force Design 2030
* Distributed Army units

* C3 and institutional reforms are the most important changes to implement
Mosaic Warfare
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Mosaic C3 and institutional reforms can be
viewed through five lenses

e » Stack view: Technologies to enable communications,

Information

— command, and control (C3) functions

N ,-’ * Network view: Concepts necessary to align communications

< 7 with command and control (C2) in contested environments
N

e N Problem solving view: Al methodologies needed to formulate
and assess courses of action in C2 decision aids

BB E Time view: Processes to improve and sustain optionality over a
confrontation or competition

’ * Organizational view: Implications of new C3 technologies and
force design for DoD requirements and budgeting
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Interoperability
Stack
Layer

Information

What do the bitsmean?

Stack view highlights DoD’s efforts on
communications technologies for Mosai

Typical Managed Intelligent
Interoperability Interoperability Interoperability
Equipment (Solution 101) (Solution 201)
API|

Open Standards Cross-standard, ad-hoc
Message (uay interoperability

(STITCHES)

Router
Radio
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Mission Managers support MICs by
overseeing actions over next 1-2 years

Year 1 Year 2
Component 2 i expeditionary takeoff F-35B airstrip in it
Comp d @70 uahing © © experiments northern tragu'ng (1) ‘C’Z,‘,’,‘c"e’pt
manders 6 month prototype 4 area
t deployment installation
Mission on ? 9 e oprotq pe
i cognitive
Integration A integration
¥ prototype MILCON
External (1) © o (2)
capability New sensing source development e
Providers 2 g "
Activity by operational challenge strategy category
Improve I&W Degrade targeting Defend better Operate through

: . ” : USAF basing shell
o Common operating o Custom electronic 0 Additional Patriot 0 game (agile combat

picture and targeting warfare algorithms batteries
support o employment)
e Indication and 9 Specuahzed decoys g Hypervelocity e USMC .expedltlonary
warning development Software-defined weapon system operations of F-358
@ Nonkinetic early electronic warfare pletalype © Rapid runway repair
engagement options hardware @ Improvised airstrips
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