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What Is a Policy?
How Can We Apply SE to Improve Policies?

How Can We Implement this Approach without Scaring
Policy Makers?



1. WHAT IS A POLICY?
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INNOVATIONS

. £ SP=0
What's a Policy

. Lot ’S Of d efi n it i O n S’ b ut th e GAMES & QUIZZES THESAURUS WORD OF THE DAY FEATURES SHOP

SINCE 1828

“Merriam-Webster” shows the Dictionary
key elements
o Definite course of action

O High'level Overa” plan pOlicy noun (1), often attributive

*But what is it in Systems © sovever

poli-cy | \'pa-la-sé o

Engineering termS? plural policies
Definition of policy (Entry 1 of 2)

1 a :prudence or wisdom in the management of affairs

b :management or procedure based primarily on material interest

2 a :adefinite course or method of action selected from among alternatives and
in light of given conditions to guide and determine present and future
decisions

b :ahigh-level overall plan embracing the general goals and acceptable
procedures especially of a governmental body

https://www.merriam-webster.com/dictionary/policy accessed 10/10/2022



https://www.merriam-webster.com/dictionary/policy

Policies in SE Terms

* Policies contain requirements and constraints for the
organization

* Those requirements and constraints are allocated or
traced to different parts of the organization

* Policies also frequently contain processes or
procedures which are essentially implementation
scenarios

Why not apply systems engineering techniques to analyze these
policies to make sure they work prior to implementation?



2. HOW CAN WE APPLY SE TO IMPROVE POLICIES?




Apply Requirements Analysis

Treat the policy draft(s) as a requirements document
Analyze for quality (clarity, completeness, etc.)

Enhance the text using these quality criteria

Use a “document view” for presentation to stakeholders

Capture comments in tool and produce "comment matrix”



RA: Treat the policy draft(s) as a requirements 4 SP=C
document

& Import Analyzer

* Import documents S
into a requirements & Import Analyzer
a n a I yS i S to O | Word (.docx) Innoslate (.inno, xml) Excel (.csv) Plain Text (.txt) UML/SysML (.xmi) ReglF (.reqif)

Importing a Microsoft Word (.docx) File by Headings

.
. B re a k p a ra g ra p h S I n t O Uploading a DOCX file via the wizard below lets you import/migrate entities of any class into Innoslate.

@ Configure © Upload

i n I ivi | u a I AT ‘ © New Requl ®@0Open~ [E More~ & Report Search the Document... Q
Configure Settings - ~

All Document Enti

DoDD 3020.40 ~  Rationale % Quality Score % Labels :

Requirement

.
m n Select the default class you'd like analyzer to 0. Meta Data NIA NiA No labels to display.
re q u I re e S O r Only Statements 579
[] 45 B,
a I I a | S I S Ensure number of parent is included in chil
(] Automatically re-number the entire docume

Only Requirements 296

Labels
() Set entity to specific class when description
Acronym 0
Analysis DoD DIRECTIVE 3020.40
. N O t e I I l a I | Please Note: Assumption MISSION ASSURANCE (MA)
= Microsoft Word built-in styles (Heading 1 thi
Constraint

« If the Statement or Requirement class or an|
DOD DIRECTIVE 3020.40 MISSION ASSURANCE (MA)

o
o
o
be navigated to Documents View upon sucd  Definition 0
St a t e m e n t S m a y n O t = An Artifact entity will be created and added { ..\ onstration 0 Originating -Office of the Under of Defense for Policy
0
0

Troubleshooting Tips: Environmental Requirement Effective:November 29, 2016

L [}
b e W r I tt e I l | I ke a = If you encounter problems parsing your do¢| Functional Requirement
* [fproblems persist, try importing via the Pl goa) 0 hitp:/fwww.dtic.miliwhs/directives.

Releasability:Cleared for public release. Available on the DoD Issuances Website at

Inspection 0 Reissues and Cancels: DoD Directive 3020.40, “DoD Policy and

requirements, but still s

Modeling & Simulation Approved by:Robert O. Work, Deputy Secretary of Defense

.
are requirements e Ukttt .
q u Performance Requirement
1.1 APPLICABILITY A A No labels o dispiay
P
urpose This issuance applies to OSD, the Military Departments, the Office of the Chairman
Reference of the Joint Chiefs of Staff (CJCS) and the Joint Staff, the Combatant Commands

(CCMDs), the Office of the Inspector General of the Department of Defense, the
Defense Agencies, the DoD Field Activities, and all other organizational entities
within DoD (referred to collectively in this issuance as the "DoD Components”).

Reliability Requirement

Safety Requirement

© © © o o o o ©

— Scops B 12PoLICY A A No labels to dispiay. F
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INNOVATIONS

RA: Analyze for quality (clarity, completeness, etc.

[3 Documents

°A b f th
num er O e & & 2 = YIS @ open~ & More~

Metadata  Attributes  Relationships

S ta n d a r d q u a I i ty fa C tO rS Rationale P:sidesntial Palicy Directive (PPD-21) ~  Rationale ¢ ::'iwsﬂm C ib'{s”ﬂ f

® Policy

apply directly to policies B S R R

Itis the policy of the United States to strengthen the security and resilience of its
critical infrastructure against both physical and cyber threats. £
Quality Score

(clear, complete, . m—

The Federal Government shall work with critical infrastructure owners and
Clear operators and SLTT entities to take proactive steps to manage risk and

L
Yes - strengthen the security and resilience of the Nation's critical infrastructure, ‘
’ considering all hazards that could have a debilitating impact on national security,

economic stability, public health and safety, or any combination thereof. I

Complete
No - 32 50% No labels to display. ‘
’ + Contains the word: [and] < ThESE' efforts shall seek to reduce vulnerabilities, minimize mnsequennes.‘ifiemify
. P . and disrupt threats, and hasten response and recovery efforts related to critical
+ Consider splitting into multiple )
’ : infrastructure.
requirements.

63% No labels to display.

L
Consistent 3.3
I Yes B The Federal Government shall also engage with international partners to

strengthen the security and resilience of domestic critical infrastructure and critical
infrastructure located outside of the United States on which the Nation depends.
Correct

SpeCifiC pOI icy ( DeSign’ No - 3.4 NIA NIA No fabels to display.

All Federal department and agency heads are responsible for the identification,

Design pri ent, r ion, and security of their respective internal

°
critical infrastructure that supports primary mission essential functions.
) ) Yes - Such infrastructure shall be addressed in the plans and execution of the

requirements in the National Continuity Policy.

Feasible

] ]
No - 3.5 63% No labels to display.
e r I I a e U.S. efforts shall address the security and resilience of critical infrastructure in an

integrated, holistic manner to reflect this infrastructure’s interconnectedness
and interdependency. This directive also identifies energy and communications
Yes A systems as uniquely critical due to the enabling functions they provide across all

Traceable
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RA: Enhance the text using these quality criteria

711 100%

T N ’

© 0

Name
9 C 4+ B I U i = =" AT B~ <f>

Plans developed pursuant to HSPD-7 shall remain in effect until specifically
revoked or superseded.

*Enhance the grammar
* Simplify, where possible

*Break into separate requirements, if desirable

10



RA: Use a “document view” for presentation to 4 SP=C
stakeholders

*Hide information that may
@Openv & More~ &Report Search the Document. Q ['v

C O n fu S e a re a d e r/v i e W e r Presidential Policy Directive (PPD-21) -

= 7.3 Evaluation of the Existing Public-Private Partnership Model

. .
O e g C 0 I u l I I n S W I t h q u a I I ty S C O re Within 150 days of the date of this directive, the Secretary of Homeland Security, in coordination with the SSAs, other relevant Federal departments and agencies,
L] L] ’ ’

SLTT entities, and critical infrastructure owners and operators, shall conduct an analysis of the existing public-private partnership model and recommend options for

. improving the effectiveness of the partnership in both the physical and cyber space.
labels, other attributes

7.31

The evaluation shall consider options to streamline processes for collaboration and exchange of information and to minimize duplication of effort.

* Readers can then view it as

Furthermore, the analysis shall consider how the model can be flexible and adaptable to meet the unique needs of individual sectors while providing a focused,
disciplined, and effective approach for the Federal Government to coordinate with the critical infrastructure owners and operators and with SLTT governments.

they would a document in MS

The evaluation shall result in recommendations to enhance partnerships to be approved for implementation through the processes blished in the Organization

Word, but any comments and | el

= 7.4 |dentification of Baseline Data and Systems Requirements for the Federal Government to Enable

Ot h e r i nfo r m a t i O n WO u I d b e Efficient Information Exchange

Within 180 days of the date of this directive, the Secretary of Homeland Security, in coordination with the SSAs and other Federal departments and agencies, shall
e convene a team of experts to identify baseline data and systems requirements to enable the efficient exchange of information and intelligence relevant to
a C C e S S I b I e a t t h e p a r a g r a p h strengthening the security and resilience of critical infrastructure. The experts should include representatives from those entities that routinely possess
information important to critical infrastructure security and resilience; those that determine and manage information technology systems used to exchange
information; and those responsible for the security of information being exchanged. Interoperability with critical infrastructure partners; identification of key data and
| e V e I the information requirements of key Federal, SLTT, and private sector entities; availability, accessibility, and formats of data; the ability to exchange
various classifications of information; and the security of those systems to be used; and appropriate protections for individual privacy and civil liberties should be

included in the analysis. The analysis should result in baseline requirements for sharing of data and interoperability of systems to enable the timely exchange
of data and information to secure critical infrastructure and make it more resilient. The Secretary shall provide that analysis to the President through the Assistant to

*Hyperlinks can be provided to | ey
guide them to other \

The experts should include representatives from those entities that routinely possess information important to critical infrastructure security and resilience; those
that determine and manage information technology systems used to exchange information; and those responsible for the security of information being exchanged.
d O C u l I I e l l t S Interoperability with critical infrastructure partners; identification of key data and the information requirements of key Federal, SLTT, and private sector entities;
a availahilitv accessihilitv and farmats of data: the abilitv to exchanae varinus classifications of information® and the securritv of those svstems ta he 1ised®

11



RA: Capture comments in tool and produce 4 SP=C
“‘comment matrix”

*Use commenting features where available

*Special reports may be desired

@ [3 Documents S
= " -
Me?r?ata Ani%ﬂes Relat;c;shlps Corr%nb o Add After o Add Child @ Open M @ More ~
. | = 3209.01 CJCSI 3209.01 - DCIP ~  Rationale % Quality Score *  Labels s
9 ¢+ B I U : =~ ity
® 32 NA NA Loeopa -
® DISLAs

This instruction provides guidance to the Defense Infrastructure Sector Lead Agents (DISLAs), which are
. stevendam &

identified in reference a.
10/10/2022
N/A N/A Purpose

= 4 Policy

Are DISLAs still being used as a
term? 4.1 NIPP Al 9 = 2 DISLA Question P
The Department of Homela Insert Draw Pagelayout Formulas Data Review &+ Share A~
program {o identily and prof) gmy X ew | g (15 (A ar | == © | [Cowewies | Geners 1| e G- T | o e 2 | 2 ag. Q-
their loss may have a debilit i Copy * . g & L [ES — py [3] Fin- z
. Paste p B I U -~ » & . A = == €= = «+ Merge & Center * * % | 3 |[ %8| Conditional Format Cell Insert  Delete  Format Sort& Find &
the local to national level of 7 Format == - 517 % % #° Formatting as Table  Styles & Clear~ Filter  Select
Department of Defense doe; ,; . fe Cass .
beyond those it owns.
“ A | B c D E F G H
1 I Class Name Number Description C it User Date Resolved
Statement DISLAS 3.2 z';'::‘;';::; wh\;h areid.entiﬁe:,ir:"reef:rencea astr Lead | 1 e DISLAs stll being used as aterm? stevendam 20221010 20:06 false

Test.xlsx or

+ 100%

o o -—

Ready % Accessibility: Goed to go




Configuration Manage Policy Documents

ASpP=C

?’

INNOVATIONS

°*Baseline

*Track change
history

*Branch/fork for
excursions

*Store files in
database

[2) Documents

1
aoa
Filter Hisrarchy

All Document Entities

Only Statements

Only Requirements

Labels
Scope
Reference
Assumption
Goal
Objective
Acronym
Definition
Purpose
Constraint
Analysis
Demonstration
Environmental Requirement
Functional Requirement
Inspection
Interface Requirement
Modeling & Simulation
Performance Requirement
Reliability Reguirement

Safety Requirement

142

142

93
28
25

© New Requireme

Io

@ Open ~ More~ &y Report Search the Document... Q o~
3209.01 CJCSI 3209.01 - DCIP ~  Rationale % Quality Score $  Labels s
This instruction assigns duties and responsibilities for the Defense Critical Infras Do,
: DISLAs's Histo
2 Cancellation v *
None.
3 Applicability (© heather.mastapeter updated 3 months ago
3.1 Applies To
This instruction applies to the Joint Staff, the Military Departments, combatant Scope (added) Added
DoD Field , and all other org entities in the Department of O
collectively as the “DoD Components”).
3'_2_ DISIEAS ) ) (© heather.mastapeter updated 3 months ago ‘D Revert
This instruction provides guidance to the Defense Infrastructure Sector Lead A
identified in reference a.
4 pohcy CJCSI 3209.01 - DCIP - Added
Requirements Document
4.1 NIPP (added)
The Department of Homeland Security’s National Infrastructure Protection Plar
program to identify and protect critical infrastructure/key resources (CI/KR), sy:
their loss may have a debilitating impact on the security, economy, public healt
the local to national level of the United States. These assets are primarily civili ® heather.mastapeter updated 3 months ago 3 Revert
Department of Defense does not have a direct role in the protection, remediatig
beyond those it owns.
4.2 DoD DCIP Class Statement
DCIP is the DoD risk management program that seeks to ensure the availability
(DCI) and identify Task Critical Assets (TCAs) necessary to support the Nation CJCSI 3209.01 - DCIP - Remeved
process leads to risk management decisions by responsible authorities to ensu Requirements Document
mission essential functions. DCIP complements the efforts of, but is not subord|
contribute to mission assurance through risk management such as: Antiterroris; (removed)
Assurance (IA), Continuity of Operations (COOP), Chemical, Biological, Radiol
Management (CBRN CM), and Installation Emergency Management.
4 3 NoN Asset Nwnare (© heather.mastapeter updated 3 months ago “D Revert
Ok
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Model Processes and Procedures

@

sSr=0

INNOVATIONS

* Review policies for
processes and
procedures

* Create a functional
model

* Trace back to
requirements

* Enter time distributions
* Associate costs

* Allocate to performing
elements

i

@ Open =

EDiagrams
DI AT S8 o

Identify Essential
3¢, TA'srelated to s

- 100% +

14



Capture Organization Information in Database

*Create hierarchy

* Allocate actions and o ———F

£
t

requirements as = e

appropriate — o




Allocate Tasks to Organizational Elements

A Sp=C
?INNDVATIDNS

* Create relationships between
tasks and organizations,
according to policies

* Use this information to
determine if the correct
organizations are being
correctly tasked

*Suggest changes, as
appropriate, and/or identify
risks to the organization and
mitigation strategies

Filter Comments

Left Root Entity (Y Axis)
Secretary of the Navy

Top (X Axis)

Hierarchy -

Root Entity

Identification Process an... ~ m

Relationship Type

performs v

Top Entity
Identify Essential TA's related to assigned
Missions

Left Entity

NIC Commander, Navy Installations
Command

Established on October 1, 2003,
Commander, Navy Installations Command
(CNIC) is the Echelon Il command under the
Chief of Naval Operations responsible for
Navy-wide shore installation management.
The stand up of CNIC was an effort in the
continuation of fleet and regional shore
installation management organizational
alignment that began in 1997 with the
reduction of installation management
claimants from 18 to 8. The intent of CNIC is
to establish a single shore installation
management organization that will focus on
installation effectiveness and improve the
shore installation management community's
ability to support the fleet.

Commander, Navy Installations Command
has overall shore installation management
responsibility and authority as the Budget
Submitting Office for installation support and
the Navy point of contact for installation
policy and program execution oversight.

® save NI e Impot (@ Open X Root~ (@ OpenYRoot~ & Reports ~ F e

“

&
?‘Qéu 00" °¢\§° & 3 ‘}0&‘0 4'?&
GC General Council of the Navy
N1 DCNO Manpower, Personnel, Training, ...
N4 DCNO Fleet Readiness & Logistics
N8 DCNO Integration of Capabilities & Res...

N9 DCNO Warfare Systems

CMC Commandant of the Marine Corps X

CNO Chief of Naval Operations X

NCC Navy Component Commands X X

NIC Ci Navy Com... X X X

SDS Senior Director for Security [DUSN(P)]
N2/N6 DCNO Information Dominance

N3/N5 DCNO Operations, Plans, & Strategy X
NCIS Naval Criminal Investigative Service

NETC Navy Education and Training Comm...

BUMED Surgeon General/Chief Bureau of ...

DON IG Navy Inspector General

DUSN(P) Deputy Under Secretary of the N...

ASN(EI&E) Assistant Secretary of the Nav...

Showing 0 -5

16



Verity Processes Work through Simulation

Asp=C
7INNDVATIEINS

*Uses timing and cost
information for each
step

* Distributions in time
and cost provide a
more realistic range
of the process

*These distributions
also provide a
measure of cost and
schedule risk

™

& &P Q

Identification Process and

Results 1000/ 1000

DDDDD

Mean 8.63 Months
D Days

Cost

Mean $778081.93
D $75210.09

Lul Status & @ X EBTime Tree Map

& & X L Time Bar Chart

300

Number of Simulations

s 8 8 8B 2

W < $550000.00

I $550000.00 - 600000.00
$600000.00 - 650000.00
$650000.00 - 700000.00

[l $700000.00 - 750000.00

1 $750000.00 - 800000.00
$800000.00 - 850000.00
$850000.00 - 900000.00

1 $900000.00 - 950000.00

1 $950000.00 - 1000000.00
$1000000.00 - 1050000.00

LG x

17



3. HOW CAN WE IMPLEMENT THIS APPROACH
WITHOUT SCARING POLICY MAKERS?




Implementation Strategy

*Don’t tell them you are doing systems engineering

o Most people think systems engineering only applies to hardware and
software

* Perform the analysis, but only show results in a form that they will
easily accept
o No UML, SysML, IDEFO, etc. drawings
o Simple summaries of changes (i.e., document markups and text summaries)
o No engineering jargon!

* Wait for them to ask how you got the results
o Then just show them the bare minimum of SE information
o Once they buy into these, you can start show them more

19



Summary

Systems engineering can dramatically improve policy
development and implementation

You must work fast in doing your analysis — use multi-purpose
tools with analytics to speed up your analysis and delivery

Only show results, not how you got there ... until necessary

20



