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Joint Federated Assurance Center

Director: Mr. Brian Nowotny

Mission: The Joint Federated Assurance Center (JFAC) provides a federation of software and hardware
assurance capabilities across the Department of Defense (DoD).

Vision: Building Trust through Holistic Assurance

Origin: Fiscal Year (FY) 2013 National Defense Authorization Act (NDAA) Section 933 (Software
Assurance), FY 2014 NDAA Section 937 (JFAC), 2015 Deputy Secretary of Defense JFAC Policy Memo

System Application: DoD weapon systems, DoD information systems, and national security systems

JFAC Strategic Goals
Stay ahead of the threat landscape
Migrate towards holistic assurance across the
lifecycle
Maximize discovery and utilization of federated
assurance resources
Mature assurance technologies and deliver
capabilities at the speed of mission Fed di - = = T3 = &
Provide affordable and scalable assurance ederated; s i e E
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JFAC Strategic Goal 1: Stay Ahead of the

Threat Landscape
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Threat landscape is complex and risks are significant
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JFAC Strategic Goal 2: Holistic Assurance
Across the Lifecycle
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JFAC Strategic Goal 3: Maximum Discovery and

Utilization of Federated Assurance Resources
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> JFAC Strategic Goal 4: Mature Assurance Technologies
7 and Deliver Capabilities at the Speed of Mission

DoD Science & Technology (S&T)

Technology Readiness Levels
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Mitigating Assurance Gaps, Maturing Technologies into Capabilities, & Scaling to Enterprise Discoverability
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JFAC Strategic Goal 5: Providing Affordable

and Scalable Assurance Solutions

Affordable Assurance Solutions

1) Leverage open-source assurance tools* 2) Develop government assurance tools
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3) Sponsor commercial licenses for joint enterprise

Scalable Assurance Solutions

« Establish joint federated assurance » Federated enterprise assurance data
marketplace discovery and exchange

« Assurance technology development * Deployment of assurance capabilities at the
repository edge

*Restrictions based upon open-source license terms and conditions
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Acquisition Approach Visionary Approach

Continuous Mission Engineering

Intngratad Dedaran Acquiaition, Technalogy, & Logistica Lite Cycle Meragament Frmesvork ) — T, TR T TR EE—, —" T ) PR TE—

= Tl s, o mny I A, R Continuous SoS/Systems Engineering

Continuous Development

Continuous Integration

Continuous Modeling & Simulation

Continuous Test & Evaluation

.......

L]
o=

Continuous Manufacturing/Production

Continuous Fielding

|~:.-'«-:-3. L —— . - . el L - — 5 y 1 1 1 1t 1 1 1 1 1 1 |
o g T s N Continuous Operations

Continuous Sustainment

Series, Discrete, Document, and Segmented Parallel, Continuous, Digital, and Interconnected

Competition Drives Need to Reduce Concept
to Fielding Time

Distribution Statement A: Approved for public release. DOPSR case #23-S-0009 applies. Distribution is unlimited.

Prioritize Speed, Agility, and Resilience



Mission and Systems Engineering

Current Digital Engineering Constructs
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Mission and Systems Engineering

Visionary End-to-End Digital Engineering Construct
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Mission and Systems Engineering

Federated Data Enabling Holistic Assurance

Evidence Based Assurance
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Data from across the lifecycle
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Research and Engineering

Joint Federated Assurance Center, Microelectronics, Integrated
Sensing and Cyber, Development Test and Evaluation, Defense
Advanced Research Project Agency (DARPA), Missile Defense Agency
(MDA)

Acquisition and Sustainment
Defense Logistics Agency, Defense Microelectronics Activity (DMEA)

Chief Information Officer
Cyber Security, Information Enterprise, Defense Information Systems
Agency

Chief Digital and Artificial Intelligence Office

National Reconnaissance Office

&
OSTATES of”

Department of the Air Force

Department of the Army

Department of the Navy

Director of National Intelligence
Intelligence Advanced Research Projects
Agency (IARPA)

National Security Agency
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Industry Engagement Opportunities

° Respond to the JFAC req uest for TRADEWIND  tome  opportuniies  Events  Resourcss  About
information to support building a JFAC
digital assurance tool catalog

- https://www.tradewindai.com/post/jfac-digital-
assurance-catalog-cots-products

‘ﬁ Jerry McQuoid @ - 4 days ago + 1 min read

JFAC Digital Assurance Catalog — COTS Products

The JFAC recognizes that the assurance community lacks an assurance tool
catalog to assist the potential user community with quickly identifying the
complete set of assurance tools available for meeting the needs of a program or
system. Thus, the JFAC is establishing a marketplace that identifies the full suite
of assurance tool offerings across academia, industry, and government. The
marketplace will provide knowledge management features to quickly discover

Y F utu re FY23 an n O u nce me nts expected relevant information about the product offerings available to the community. The
JFAC's federated assurance marketplace will consist of identifying various
- - assurance tools available within different enterprise repositories and catalogs (i.e.
VI a C DAO ,s Tra d eWI n d Azure Marketplace, AWS Marketplace, GitHub, USAF Platform One's Iron Bank,
and other repositories/catalogs).
htt . // t d : d : / t 't' Select the following url for more information:
- https://lwww.tradewindai.com/opportunities eiFieieion e il AU

f L 4 in 4 Opportunities
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&A

Questions
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