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Our Mission

“To maintain the United States military’s technological advantage, the
Department will champion research, science, technology, engineering, and
innovation. From the earliest days of this country the role of technology in
shaping military concepts and providing for the defense of the nation has

been essential. The demands of the present era call for new operational
concepts, increasingly joint operations, and quickly fielding emerging
science and technology opportunities.” —Technology Vision for an Era of
Competition, February 1, 2022
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Adaptive Acquisition Framework
Enable Execution at the Speed of Relevance

Tenets of the Defense Acquisition System
1. Simplify Acquisition Policy 4. Data Driven Analysis
2. Tailor Acquisition Approaches 5. Active Risk Management ‘
3. Empower Program Managers 6. Emphasize Sustainment

Critical Technology Areas

DoDD 5000.01: The Defense Acquisition System
DoDI 5000.02: Operation of the Adaptive Acquisition Framework

= Advanced Computing |
and Software
f Urgent DevelopProducti d
= Advanced Materials breent Need Solution Deployment
= Integrated Sensing and operational o |E
Cyber /’ Needs > E
DoDi 5000.xx =
= Integrated Network o e —r op z
Systems-of-Systems e oD Rapid E
Fieldi »
=  Trusted Al and Middle Tier — —— @
Autonomy - L~ D‘LACDI:}EII;;EDD Prototyping +——— < 5years — R E
=] 0. XX | ; >
=  Biotechnology S —— <Syers— l 2
- Future Generation l?\ MDD Ms A Ms B M5 C IoC  FOC =
: = Major
Wireless Technology | copaviity [l g [ recmoon |} cvsneingmratintacinig | rosucion o g
( uture ) Path E‘ D};CD?EIDSSE?(; Analysis Reduction Deployment o
= Directed Energy Selection 45 .
= [1] 1
= Human-Machine = ;
Interf @ Software Exll o o S cutian P Sn
nterfaces @ T~ Acquisition WSS O OO0 DDV e 00D €000 S Legend:
= H ; o DoDI 5000.xx = e MVCR Rn N -
ypeI’SOI‘IICS .g. +——— <lyear — DD: Disposition Dedision
. OD: Qutcome Determination
=  Quantum Science o ATP ATP ATP ATP i : -
- el Energy Defense BsusitnESS capability [ soiution Functional Acquisition B oo pilin EE%:‘::.:: FevslEmenthadzen
; YSIOMS B entsion | 2ratvsis )| feauiremen=and | geinzand N support I0C: Initisl Operationa| Capabilicy
Generation and Storage DoDI 5000.75 Fot: ol Dmrmront oty
" Microelectronics T Business Capability Acquisition Cycle 5:5';““
MVP: Minimum Viable Product
- Space TeChnOIOgy ACqUiSi‘_:iD" 1 2 3 4 5 & 7 MVER: Minimum Viable Capability Releass
ofservices [fomie feen leier fefe Devsloe Becde Mapse R Release

DoDi 5000, 74 ATP: Authority to Proceed

S&T Protection Program Protection

Technology Area Protection Plans for DoD Critical Technology Areas
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Office of the Under Secretary of Defense for Research and

Engineering Organization

Il Defense Agency
Il Fi=ld Activity

As of 3 May 2022

Defense Science Board 1

Under Secretary of Defense (R&E)/Chief Technology Officer
(CTO)

Deputy Under Secretary of Defense (R&E)Deputy CTO

Innovation Steering Group

Defense Innovation Board

|
- Defense Advanced Strategic Intelligence - -
Exec Dir, Systems Engineering Office of the Deputy CTO for Science & Technology Office of the Deputy CTO for Critical Technologies
and Architecture

DTIC = Defense Technical Information
Center

HBCLIMI = Historically Black Calleges
and Universities and Minority Serving
Institutions

JRD = Joint Reserve Directorate
JHTO = Joint Hypersonics Transition
Oifice

SBIR/ISTTR = Small Business
Innovation Research and Small
Business Technology Transfer
Programs

STEM = Science, Technology.
Engineering and Mathematics

Office of the Deputy CTO for Mission Capabilities

STPP Mission: Protect technology advantage and counter unwanted technology transfer to ensure
warfighter dominance through assured, secure and resilient systems and a healthy viable national
security innovation base
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Systems Security Mission and Priorities

The Challenge Lead Policy :
. - * DoDI 5000.83, DoDI 5200.44,
Problem: Adversary threats are outpacing policies and
. . . . DoDD 5200.47E
practices for engineering weapon systems; requires ]
knowledgeable S&T and engineering workforce to provide Guidance:

* Program Protection Planning

dependably safe, secure, and resilient systems to ‘ ant
* Information Communications

operations at speed and scale

Technology Supply Chain
* Secure Software Supply Chain
« Advance policy and guidance to balance « Software Assurance
technology and program protection that enables « Controlled Technical Information
rapid delivery of warfighter capability * Hardware Assurance
* Anti Tamper
« Strengthen System Security/Secure Cyber Standardization:
Resilient Engineering workforce through * Secure Cyber Resilient Engineering
innovative education and training methods Competency:
* System Security Engineering
* Advance Technology and Program Protection « Secure Cyber Resilient Engineering

methods to ensure technological superiority

+ Advance the practice of Trust and Assurance
through Joint Federated Assurance Center

2 - V . ‘;/ )
ﬂ* Xy Nl
R
CYBER RESILIENT Joint Federated Assurance

WEAPON SYSTEMS

CRWS—B®K Center (JFAC)

Systems Security Mission: Foster Assured, Secure, Resilient Innovation, Missions, Systems and Components
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Program Protection
Secure Cyber Resilient
Engineering

* DoDI 5000.83, Technology
and Program Protection to
Maintain Technological
Advantage

* Program Protection Plan

* Program Protection/cyber
technical risk assessments

» Secure Cyber Resilient
Engineering (SCRE)
methods, and workforce

+ SCRE Standards Area

+ DFARS 252.204-7012
Safeguarding Covered
Defense Information and
Cyber Incident Reporting

Systems Security
Policy, Guidance and
Standards

Responsibilities:

ICT SCRM
Anti Tamper
Hardware Assurance

DoDI 5200.44, Protection
of Mission Critical
Functions to Achieve
Trusted Systems and
Networks

DoDD 5200.47E, Anti
Tamper

Information
Communications
Technology Supply Chain
Risk Management
Critical program
information identification
Hardware Assurance

DFARS 252.239-7018
Supply Chain Risk

System Security
Engineering/Anti
Tamper

ICT SCRM
Software Assurance
Secure Software Supply Chain

* Joint Federated
Assurance Center
Modernization

* Provides Federated
Software Assurance tools,
processes and expertise

« Partners with Military
service leads to transition
innovative Software
Assurance Tools for use
across the Department

Joint Federated
Assurance
Center/Software
Assurance

Software Assurance
Roadmap

Innovative S&T software
assurance mitigation and
resilience needs
Software Assurance
mitigations

Software Assurance
mitigation approaches

EO 14028 Improving the
Nations’ Cybersecurity-
Secure Software Supply
Chain and Software Bill of
Materials

Software Assurance
Technical Lead

MISSION: Foster Assured, Secure, Resilient Missions, Systems and Components
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DoDI 5000.83: Technology and Program Protection

* Establishes responsibilities and procedures for S&T managers and
engineers to manage system security and cybersecurity technical
risks to:

- DoD-sponsored research and technology

- DoD warfighting capabilities

* System security and cybersecurity technical risks include:
- Hardware, software, supply chain exploitation

;:mt‘iv&‘iﬁmm- Adaptive Acquisition Framework = Cyber, and CYberSpace VU|nera b|||t|es
Chang?

Enable Execution at the Speed of Relevance
m\ﬂw\g‘x\i“,"

- Reverse engineering, anti-tamper

cates 47
orate
ncolP

v - Controlled technical information / data exfiltration

Changs 139

—

-
5t
?\I"?““ 13|

* Employ systems security engineering and Secure Cyber Resilient
Engineering methods

Sech
e
. Fatab]
S&T 7]
Sasein

* Introduces S&T protection and Technology Area Protection Plans

* Points to Engineering and T&E issuance

* Aligns Program Protection Planning and Secure Cyber Resilient
Engineering with acquisition pathways

Establishes responsibilities for technology and program protection in support of the Adaptive Acquisition Framework; includes

pre-acquisition protection activities
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Technology and Program Protection to Maintain Technological

Advantage

Prevent compromise or loss of
critical technology transfer

NDIA S&ME Conference
Nov. 1-3, 2022

1. GENERAL ISSUANCE INFORMATION

2. RESPONSIBILITIES
USD(R&E), USD(A&S), USD(I&S), DoD CIO, USD(P),
DoD Component Heads

3. PROCEDURES

3.1. TECHNOLOGY AND PROGRAM PROTECTION
a. Adversary impact on technology and programs
b. Technologists and lead systems engineers
responsibilities

3.2. ACTIVITIES TO MITIGATE ADVERSARY THREATS
TO TECHNOLOGY AND PROGRAMS
a. Safeguard Information
b. Control DoD-sponsored research
c. Design for security and cyber resiliency
d. Protect the system against Cyberattacks from
enabling and supporting systems
. Protect fielded systems
Enhanced protections for critical programs and
technologies

ba )

Protect mission-critical components

(hardware, software) from malicious
exploitation

3.3 TECHNOLOGY AND PROGRAM PROTECTION

MANAGEMENT

a. Technology Area Protection Plan (TAPP)

b. S&T Protection Plan

Program Protection Plan (PPP)

Independent Technical Risk Assessment (ITRA)
System Engineering Plan (SEP)

Test and Evaluation Master Plan (TEMP)

. Lifecycle Sustainment Plan

@ 0o 0

3.4 TAILORED PROGRAM PROTECTION FOR SELECTED

ACQUISITION PATHWAYS

a. Major capability acquisition

b. Urgent operational needs

c. Operation of the middle tier of acquisition
d. Software acquisition

from adversary collection and
disruption
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Technology and Program Protection Guidebook

OFFICE OF THE UNDER SECRETARY OF DEFENSE
3030 DEFENSE PENTAGON

WASHINGTON, DC 203013030

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

CHAIRMAN OF THE JOINT CHIEFS OF STAFF

UNDER SECRETARIES OF DEFENSE

CHIEF OF THE NATIONAL GUARD BUREAU

DIRECTOR OF COST ASSESSMENT AND PROGRAM
EVALUATION

DIRECTOR OF OPERATIONAL TEST AND EVALUATION

CHIEF INFORMATION OFFICER OF THE DEPARTMENT OF
DEFENSE

DIRECTORS OF DEFENSE AGENCIES

DIRECTORS OF DOD FIELD ACTIVITIES

SUBJECT: Technology and Program Prote:

Provides implementing guidance for DoDI 5000.83,
“Technology and Program Protection to Maintain
Technological Advantage”

— Replaces Defense Acquisition Guidebook (DAG)
Chapter 9, “Program Protection”

Incorporates technology protection activities for
DoD-sponsored research and technology

Emphasizes the S&T manager and engineering
responsibilities for technology protection, program
protection, and cyber

Aligns S&T manager and engineering procedures
with DoDI 5000.02, “Operation of the Adaptive
Acquisition Framework”

Supports the Department’s objective to tailor acquisition of capabilities through the

Adaptive Acquisition Framework pathways

NDIA S&ME Conference
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DoDI 5200.44: Trusted Systems and Networks

* Implements the DoD’s Trusted Systems and Networks (TSN)
strategy

* Manage risk of mission-critical function and component

ke compromise throughout lifecycle of key systems by utilizing
_ et e - Criticality Analysis as the systems engineering process for
B e —— risk identification
R - Countermeasures: Supply chain risk management,
MBI Tt e mas s 0 i 00) software assurance, secure design patterns
a2 Estblishes policy and assigns responsibilisies to minimize the risk that DoD's warfighting
e L L S - Intelligence analysis to inform program management

. Implements the DoD's TSN straiegy, described in the Report on Trusted Defense Systems

b e e - Trusted supplier requirement for DoD-unique application-
( . seurit iy, al . e . . .
“‘J‘m‘&%m st g gles e specific integrated circuits (ASICs)

. Incorporaiss and cancels Directive-Type Memorandum 08-016 (Reference (d))

4. Direct xum,mcmm( mthmeSC&\vllmpl!mmmmgj mmm
Security Directiv

Security ce (g},
sucine 806 of Ptiic Low 111383 {Reference (), DoDD 5 OOOOIMW (_m Dant
5000.02 (Reference (b)), DaDI 8500.01 (Reference (3)), Commsties on National Secusity

i GG « Document Program’s implementation and outcomes in
e st e et s ot Program Protection Plan and relevant cybersecurity plans, as

0SD,
{CICS) and the Jomt Staff, the Combatant Commands, the Office of the Inspector General of the

appropriate

Draft update incorporates procedures to implement information communication technology (ICT)

exclusion authorities
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Mission: JFAC provides a federation of software and hardware assurance capabilities Goals
across the Department of Defense (DoD), supports implementation of DoDI 5200.44 *  Stay Ahead of the Threat Landscape

. *  Migrate towards Holistic Assurance across the Life Cycle
Origin: Software Assurance FY13 NDAA Sec. 933, JFAC FY14 Sec. 937, 2015 DSD JFAC Maximize Discovery and Utilization of Federated Assurance Resources

Policy Memo »  Mature Assurance Technologies and Deliver Capabilities at the Speed of Mission
System Application: DoD Weapon Systems, DoD Information Systems, and National ~ *  Provide Affordable and Scalable Assurance Solutions
Security Systems

Federated
w T
P g T 26 ©
I e
1
I
| I
Air Force Army Navy 0osD People / Organizations : Digital Infrastructure
Roadmap
JFAC Priorities Current Near Term Mid Term Long Term
Portal Knowledge Management Assurance Tool Catalog Assurance Tool Market Place
Assurance 2017 Gap Assessment S&T Assurance Projects Assurance Investment Roadmap
Technology
Assurance Experts Users
Assessment
Assurance Licenses Distributed COTS Tools Assurance-as-a-Service JFAC Sponsored Licenses Available via Market Place

NDIA S&ME Conference T . : e .
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Department of Defense
DIRECTIVE

NUMBER 5200 47E
September 4, 2015
Incorporating Change 3, December 22, 2020

USD(RAE)
SUBJECT: Auti-Tamper (AT)
References: See Eaclosure 1
1. PURPOSE. This directive
a ishes policy and assigns ibilities for AT protection of critical program
with DoD ion (DoDI) 5000.02 (Reference (a)) and

i ion (CPD in
DoDI 5200.39 (Reference (b))

b. Designates the Under Secretary of Defense for Acquisition, Technology, and Logistics
(USD(AT&L)) as the Principal Staff Assistant (PSA) respensible for oversight of the DoD AT
program and policy, in accordance with the DoD Directive (DaDD) 5101.1 (Reference (c)).

<. Designates the Secretary of the Air Force (SECAF) as the DoD Exccutive Ageat (EA) for
AT in accordance with Reference (c).

d. Incorporates and cancels USD(AT&L) memerandums (References (d) and (<))

2 APPLICABIIITY This directive applies to:

2. OSD, e Military Departments, the Office of the Chairman of the Joiat Chiefs of Staff
and the Joint Staff the Combatant Commands, the Ofice of the Inspector General of the
Department of Defense, the Defense Agencies, the DoD Field Activities, and all other
crganizational entities within the DoD (referred to collectively in this directive as the “DoD
Components”)

b AJ.ID(:D activities, research, , test, and evah urgent

cooperative programs, foreign military sales, direct
commercial sales, excr.ss dzfense article transfers, and any other exports in which CPI is resident
within the end item.

Draft update consolidates anti-tamper activities for the end item, to include identification of the end item

NDIA S&ME Conference
Nov. 1-3, 2022

* Establishes DoD Anti-Tamper (AT) Executive Agent

* Establishes responsibility for anti-tamper planning,
implementation, and evaluations in alignment with
guidance from the DoD Executive Agent for AT

Horizontal Protection
Guide

Guidance

DoD Policy/Guidance

Acquisition Security

‘ LO/CLO
‘ Database (ASDB)

Intel/Cl
Analyses

Anti-Tamper
Technical
Implementation
Guide

CPI Protection Measures

CPI Compromise
s Other Program
Anti-Tamper . Change in Threats

Protections

CPI Identification

Moaodifiers

Design (Maturity, Tech Refresh)

Protection Obsolescence

Protection
Measusres

Operational Environment
|

b 4

Established Critical Program Information Working Group
across DoD stakeholders to identify efficiencies in the
identification process

Distribution Statement A: Approved for public release. DOPSR case #23-S-0064 applies. Distribution is unlimited.
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Alignment to the Adaptive Acquisition Framework

quisition Framework
1 2t the Speed of Relevance

g
e

T
o B
o

Secure Cyber Resilience Engineering (SCRE)
Standardization Area

+ SCREArea Category

« Covers the Integration of life cycle security and

r——— in th
design, test, demonstration, operations,
maintenance, sustainment. and disposal of military
systems that operate in physical and cyberspace

operational domains

STANDARDEZATION

« Specificaly encompasses the standards.
specifications, methods, practices, techniques, and
data requirements for the security aspects of
systems engineering activiies executed and
artifacts produced, with explicit consideration of
malicious and licious adversity

Defense Standardization Program Established in April 2019
For Engineering Technologies, Disciplines, and Practices for SCRE

2020

NDIA S&ME Conference
Nov. 1-3, 2022

DoDI 5000.83
Jul 2020

Technology
and Program
Protection
Guidebook

Sep 2022

Assurance Knowledge Management

£eo08

Evidence-Based Assurance
0

@l

el )

LR Bl

PPP
Outline and
Guidance
L (Targeting

2023)

Align Data Item
Description to
Updated Tables

- Fact of Life Policy Updates

- Acquisition Regulations updates
- Standardization

- Remove duplication

- Lessons Learned

-4 Support USD(R&E) Program
Protection and Cyber

WEAPON SYSTEMS |
CRWS—B@K

2022

2021

Independent Technical Risk
Assessments Assessments

2023
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Engineering Cyber Resilient Weapon Systems Workshop Series

1 Raurements genvasonis a | | 1 hetmiies Taronomy & | [+ Estabésh DAL CRWS CoP Pyt et o eated * March 2017: Secure Cyber Resilient Engineering (SCRE)
chalenge aea Sania0s Framewon faciktate aAnBONs. 1BsONOMY ,_\:F;) Perfomande Messunes and . .
2 Requre tlanty on REk 2. Knowledge Reposiory sandards - Metis Sta nd d rd 1zation Area
Arceplancs 3 Consolidated Rk Guioe 2. Develop Risk, ksuss, & 2 Examing (yber requirements
3 Assessments should be 4. Aszeszment Methods OpporfunBes engnsering tyber and SETR crberia . .
|_n|=:_1rxm mih'ann driven by 5 Needs Fc_re:astr-.; ) appendix 3 LE.‘F'“.E a_\zll;nT :al:!}..' —_— Defe nse Sta nd a rd |Zat|o n P rog r‘a m
SE Technica Reviems 6. sty Outreach 3. Algn assessment approsthes 4. endly consideradons for
— s 4. Expiore SET opporhunibies embedded sofware
et . o S.  ASKess Workfonce ness—— | 5. Indorm RIO based on cyber
e 6. Inoustry Outreark— effects i
£ Supply Chain Rizk §: Cybersecurty Enginesnng v a '
Management iderity skl se8s and Estabiiah roadmap for engineenng identi®y =kil sets and curnouum .
1. Integrate supgdy cham CurTicusum needs e o L standarazation of J6 Cyoer p—-.'fl Peeads o our curTent and uture * August 2018: CRWS Workshop Report: Preparing the
misgation approaches in current and fubure engineenng Survivabiry Endorsement | eraneering werkiorce
stangarcks, gudance and IR workionte B 1 Fundamental chalenge s 1 Need Loss Control Qbjecives H 1 1
Iy i j/ b, W 1S L st Engineering Workforce for Cybersecurity Challenges
2 Corsider approach for 2. Esfabish acyber 2 Esiabiish acyber anginesring 3 Sysiem Analysis of Loss
Syslems N Sustanmend BNQINeering (ompetenty competency moded = Guidance p—
3 Plan for sustanment mockel 3. Scope of oyber by — 5 ol
4 Use gvalabie vabdated Intel 3. Estabish a praciice——— —— . s
and Cl lo make nsk informed [I__;
deckions o —— %2 CYBAR Mession Forces S0 1 Fllithe “Busding
: Plareang for PAE/BIN Of CYBER 7| | Estabiish foacmap or secure cybes * March 2019: Draft SCRE Competency Model
i Vil sharing ol ongoing it | Mision Forzes capabify esibent engineenng prachos 10 S
aeovties toshapeme BN 1 Mision Leved f System Level standardzation
landscape 2 Arsonable Mssion ndormaion 1. Dedne buiking (oo Crikdia
1. Ay Prachces M Z ldentity secure cyber resiient
2 ArEorce Practices 3 CYBERCOM repirements | engneenng actvies
3. Navy Practces sysiem requirements = 3 Inform SCRE Credentiad ]
o o | Frogam wr— * November 2020: DAU Approved to Establish the SCRE

Credential Program

Collaboration Forum with Government, Industry, and * June 2021: CRWS Book of Knowledge Deployment

Academia that builds upon each workshop to address

challenges and lessons learned * August 2022: 12 Secure Cyber Resilient Engineering
Design Code White Papers
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Secure Cyber Resilient Engineering Design Code

SCRE Design Code Object

DoD System Security Engineering Timeline T
i Capability Requirements
. What engineering improvements = = =1 =) ) N
= are needed to increase SSE ESE A NIRE A Inform efforts ta codify aspects =
= | J effectiveness given contested : = | s of the SCRE practica o
@ @ cyberspace requirements and the | * Design Code Criteria
cybar physical/physics m
2 u y Design
MIL-5TD-178% redesignate: Chn rls‘“cs af Wﬂﬂpﬂﬂ s m£? i! ECE Anal\rsisf.nnalyses
as aHa T : \\
* Design code criteria describe:
1970 1972 1985 1989 1992 1998 2019 2022 protection nucleus of a secure \ . .
COMPUSEC COMSEC * This criteria is the basis for th s+ SCRE DeS|gn Code Whltepaper Development

Engineering Secure Cyber Resilient

Approach and Method Strategic Considerations

for Design (Strat)

Design Order of
Precedence (SCRDoP,

Concepts and Loss control Design Trustworthiness Design
Evolving Technical Vocabulary (CV) Principles (LCDP) Principles (TDP)

Foundation

Design Basis SCRE Design Engineering Protection
Adversity (DBA) Code Basis (DCB) Nucleus (EPN)

Enduring SCRE Axioms and Security and Resilience Interpreting
Foundation Principles (A&P) Interpretation (S&R) Cyber (iCyber)
Advancing the Secure Cyber Resilient Engineering ssurance (1)
Legend [borders) General cross cutting Togic 3: Assured Trustwarthy Design

Practice and Standards p— e
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Workforce Competency

Defense Acquisition University

* Program Protection Credential Program DAU

- ACQ 160: Program Protection Planning Awareness

. - ENG 260: Program Protection for Practitioners
SYStem Secu"ty e CLE 022: Program Manager Introduction to Anti-Tamper

Engineering

Defense Acquisition University

e Secure Cyber Resilient Engineering Credential Program

Secure Cyber - Under Development
Resilient
Engineering

Partnering with NDIA System Security Engineering
Committee and DAU

e Controlled Technical Information Tabletop; findings and
recommendations presented Feb. 2022

* Hardware Assurance Tabletop Tutorial initiative

NDIA S&ME Conference T . : e .
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Summary

* DoDI 5000.83 establishes roles and responsibilities for the S&T manager and engineering
workforce

* Improve the efficiency and effectiveness of weapon systems engineering practice to deliver,
and modernize, systems with the required capability in a secure manner under the presence
of adverse conditions

* Increase consistency and repeatability of system security engineering and secure cyber
resilient engineering methods and standards

* Improve the communication between government, industry, and operational stakeholders

Customer-Focused: Outcome-Based

NDIA S&ME Conference T . : e .
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Backup

NDIA S&ME Conference T . : e .
Nov. 1-3, 2022 Distribution Statement A: Approved for public release. DOPSR case #23-S-0064 applies. Distribution is unlimited. 19



NSk FOR Reg,
QA &,

DoDI 5000.83: Technology and Program Protection to Maintain

Technological Advantage

Technology
Area
Protection

Plan (TAPP) Set boundaries on what should be communicated by
stakeholder groups for protection purposes

DoD INSTRUCTION 5000.83 Mai n Content
TECHNOLOGY AND PROGRAM PROTECTION TO MAINTAIN . .
TECHNOLOGICAL ADVANTAGE + Safeguard information
Originating Component:  Office of the Under Secretary of Defense for Research and Engineering . Control DoD s onsored Research
Effective: July 20, 2020 . p . S ci en ce
- e smamneoesensvese | ¢ De@sign for Security and Cyber & Technol for S&T Investments at DoD Component level
bt e s o echnolo . .
Tncorporates and Caneel: e Pagraph 13 Resiliency Protecti oy Implement risk-based protection measures to
Approvd: Nichael . Grifa, Uner Sty of D o Resarch + Protect the System Against Cybe rgl‘;‘:‘s'on reduce compromise or loss to competitor
B ————— Attacks From Enabling and nations through transition to acquisition
Section 133a of Title 10, United States Code, and Directive-type Memorandum S-DTM-19-005. this -
o Establishes policy, assigns responsibilities, and provides procedures for science and technology su pportl ng sy5tems
(S&T) managers i curity and ical risks from foreign

e e, e s « Protect Fielded Systems

o DoD-sponsored research and technology that is in the inferest of national secuiy.

o oD g i esermmmimmeses | ENhance Protection for Critical

g i AP ST it g pooni (77 4 Programs and Technologies Acquisition management tool to guide the
Program systems security engineering, to include
Protection cyber resilient engineering, activities across

Plan (PPP) the life cycle
Informed by TAPP and S&T Protection Plans

[ ] DoD S&T (Budget Activities 6.1 - 6.4)

TAPP — Technology Area Protection Plan
. DoD RDT&E Programs (Budget Activities 6.4+)

PPP — Program Protection Plan

Manage risk of adversarial exploitation and compromise beginning with early

S&T and continues through the Acquisition lifecycle
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Delivering Assured, Secure, Resilient Systems

System
Performance
Specification
[Derived from JCIDS P
operational requirements] + rogram +
Management Office
Program Protection
Plan
Contract Data
Government Government Section C Requirements List Section |
Furnished Furnished Statement of (CDRL): Contractor FAR/DFAR
Information Information Work Program Protection Contract Clauses
Implementation
Plan
Consistent

Increase consistency and
repeatability of system assurance,
system security, and cybersecurity
methods and technologies

implementation
will provide ‘
balanced and
seamless =
protections '

Improve expectations across
Government, industry, academia and
Solicitation/Contract operational stakeholders

NDIA S&ME Conference
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Adaptive Acquisition Framework Pathway Considerations

All program must consider program protection, however:
* Not all programs require PPPs
- Business Systems & Service Contracts do not require PPPs
- Only programs where the DAE is the milestone decision authority have to submit the PPP to USD(R&E) for approval
- DoD Components determine approval levels for other PPPs

* Tailored based on the pathway and anticipated risks the program will encounter:

Adaptive Acquisition Framework * All programs must follow pathway Statutory & Regulatory
Enable Execution at the 5peed of Relevance .
= Requirements

DoDD 5000.01: The Defense Acquisition System
DoD| $000.02; Operotion of the Adoptie Acquisition Fromework

. * Should use streamlined

- Program Protection Trade-off Analyses

Mgl Tier
Tl Al 4t

- Information Analysis

OFERATIONS AND SUSTAINMENT

Critical Program Information (CPI) Analysis
- Trusted Systems & Network (TSN) Analysis

* Ensure operators are informed of operational risks when the
system is fielded

b At I z 3 7 ‘- i -
~+  ofSenioes Tt Grisagy Peaminn Rom.  Swegy G Mo B duda
S&T Protection Program Protection
Technology Area Protection Plans for DoD Modernization Priorities
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Fostering Assured, Secure, Resilient Missions, Systems, and

Components

NDIA S&ME Conference
Nov. 1-3, 2022

Technology

Key Protection Activities:

* Export Control

* Anti-Tamper

* Defense Exportability Features

* DoD Horizontal Protection
Guide

* Acquisition Security Database

Goal: Prevent compromise or loss
of critical technology transfer

* DoDI 5200.39 Critical Program Information
* DoDD 5200.47E Anti-Tamper
* DFARS 225.7901 Export-controlled items

Mission Components

Key Protection Activities:

* Software Assurance

* Hardware Assurance

Supply Chain Risk Management
Anti-counterfeits

Joint Federated Assurance
Center (JFAC)

Goal: Protect mission-critical
components (hardware, software)

from malicious exploitation

* DoDI 5200.44 Trusted Systems & Networks

* PL113-66 Sec 937 (FY14 NDAA) JFAC

* DFARS 239.73 Requirements for information
relating to supply chain risk

* NDAA FY11 Sec 806; Requirements for Information
Relating to Supply Chain Risk

* NDAA FY18 Sec 1659. Supply Chain Risk
Management of Critical Missions

* NDAA FY20 Sec 224, Trusted Supply Chain
Standards

* NDAA FY17 Sec 231 DoDI Microelectronics

Information

Key Protection Activities:

* Classification

* Information Security

* Cybersecurity Protections and
Technology Solutions

* Joint Acquisition Protection &
Exploitation Cell (JAPEC)

* Damage Assessment
Management

Goal: Safeguard system and
technical data from adversary
collection and disruption

* DoDI 5230.24 Distribution Statements on

Technical Information

* DoDI 5200.48 Controlled Unclassified Information
* DFARS 252.204-7012 Safeguarding covered

defense information and cyber incident reporting
(includes requirement to implement NIST SP800-
171)

* DCMA NIST SP 800-171 Strategic Assessments
* 32 CFR 2002: Controlled Unclassified Information

Goal: Ensure warfighter dominance through, assured, secure and resilient systems

Distribution Statement A: Approved for public release. DOPSR case #23-S-0064 applies. Distribution is unlimited.
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