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Software Assurance in DevSecOps

• The DoD has rapidly transitioned to DevSecOps (DSO) in an effort to deliver software at the speed of relevance. 
Software modernization efforts include:

– Standup of approximately 30 organizations providing infrastructure and platform services to programs
– Updates to Adaptive Acquisition Framework (AAF) policy and supporting guidance
– Issued DoD Instruction 5000.87 Operation of the Software Acquisition Pathway supporting DoD adoption of DSO
– Publication of standards and best practices to support program implementation

• The DoDI 5000.83, “Technology and Program Protection to Maintain Technological Advantage,” requires programs to 
employ system security engineering methods and practices, including software assurance (SwA), commensurate with 
technology, program, system, and mission objectives

– OUSD(R&E) STPP is currently updating the Program Protection Planning Outline and Guidance (PPP O&G) to reflect 
changes to the 5000.83 and support software modernization objectives

– The automation of manual assurance processes and standardization of risks processes continue to challenge the 
effectiveness of SwA implementation 

• As DevSecOps capabilities mature, the Department and industry partners must ensure the implementation of 
DevSecOps supports both the broad application of SwA practices and can be tailored to protect critical software
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SwA in DevSecOps

Alignment of software assurance practices 
with the DevSecOps lifecycle and 

generation of artifacts to support decisions

Completion of SwA in DevSecOps 
whitepaper with DoD/NNSA Software 

Assurance Community of Practice

Development of DAU WSA 002 – DevSecOps 
for the DoD: Security Focus (DSF) 
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Software Assurance Gaps 2020

The automation of manual assurance processes and standardization of risks processes impede SwA adoption for DSO 
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Scope of DevSecOps in the DoD
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DoDI 5000.83 Technology and Program Protection

Programs will employ system security engineering 

methods and practices, including cybersecurity, cyber 

resilience, and cyber survivability in design, test, 

manufacture, and sustainment. Such methods and 

practices will ensure that systems function as intended, 

mitigating risks associated with known and exploitable 

vulnerabilities to provide a level 

of assurance commensurate with technology, 

program, system, and mission objectives.

DoDI 5000.83, “Technology and Program Protection to 

Maintain Technological Advantage”

Selection of DevSecOps tools supporting program protection must be informed by technology, program, 
system, and mission objectives
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Relationship to Industry Partners ( Infrastructure and Platform )

Contractor #2

Network Infrastructure

Contractor #1

Cloud Infrastructure 

SW Platform

Apps

Sub #1

Sub #2

Contractor #3

Industry Infrastructure and Platforms 
impact baseline security posture, 

inheritance of security, and tools used to 
determine gate thresholds
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SwA in the CI/CD pipeline

Plan Code Build Test Release Deploy Operate Monitor

Establish secure baseline 
through security and 
compliance as code

Utilize IDE guardrails for 
coding standards and 

architecture/design standards
Promote to Dev Environment

Automate coverage check and 
vulnerability analysis to identify 

checked-in vulnerabilities
Promote to Test Environment

Execute automated security 
regression test and Dynamic 

Analysis with risk scoring
Promote to Integration Lab

Run regression suite against Pre 
Prod environment and 

penetration testing 
Promote to Operations/Prod

Generate Software Assurance 
Artifacts to support 

Deployment Decision
Deploy

Employ automated protection 
measures to identify 
anomalous behavior

CI/CD automation establishes gates where assurance thresholds can be evaluated prior to promotion of software 
builds. Vulnerabilities can delay deployment, or risk can be accepted and tracked.
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SwA Tool Mapping to DSO

Plan Code Build Test Release Deploy Operate Monitor

Flawfinder
Vet

Security tools and capabilities integrated into common DevSecOps tools provide assurance across the DSO lifecycle 
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SwA Tool Story

What is Software 
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~400 SwA Tools

137 
Vulnerability 

Scanning 
Tools

Static/Java/OSS
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Static/Go/COTS
10 Tools

Source: Software Assurance Tools Landscape – Levi Lloyd, 2020

Ada / Vulnerabilities 
5 Tools
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Provides independent environment for:
• Additional analysis for critical SW
• Mitigation of lower tier vulnerabilities
• Verification of functionality through 

detailed regression or formal verification

Local 
Developm

ent

Level of Assurance

Increased levels of assurance in DSO requires programs to establish more rigorous testing and pre-production 
environments, ensuring assurance is commensurate with technology, program, system, and mission objectives
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SIL Provides independent environment for:
• Integration and testing of HW components
• Mocking of services for regression testing
• Execution of misuse and abuse cases 

based on threat informed senarios
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PPP O&G SwA Table Mapping to DSO

2011

2022

PPP O&G 2022 SwA SectionPPP O&G 2011 SwA Section

PPP O&G SwA Sections
Table 2-12 SW Infrastructure
Table 2-13 Software Scope
Table 2-14 Software Process
Table 2-15 SW Methods Practices and Tools
Table 2-16 SW Environments Summary
Table 2-17 SW Weaknesses and vulnerabilities
Table 2-18 SW Protections
Table 2-21 SW Procurement

Updated PPP O&G tables support tracking of assurance methods, practices and protections for infrastructure, 
environments, and  assurance tools
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Transparency, Data, and Confidence 

Plan

Code

Build

SwA Requirements
Secure Design Considerations
Threat Model

Coding Standards
IDE configurations
Unit Test Cases

Static Analysis Findings
Software composition 
Security & Configuration as Code

Test

Release

Deploy

Operate

Monitor

Static Dynamic Analysis Results
Prioritized Vulnerabilities

Pre-production regression results
Penetration Testing Findings

Software Bill of Materials
Residual Risks
Deviation from gate thresholds

Verification of user behavior
SW updates

Anomalous Behavior Response
Alerts

Data Item Descriptions should include artifacts that provide decision makers with 
confidence that software is adequately protected and that protection measures have 

been employed to mitigate risks
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PPP O&G SwA Table Mapping to DSO

Table 2-12 
Software Infrastructure

Table 2-13 
Software Scope

Table 2-14 
Software Process

Table 2-15 
SW Methods 

Practices and Tools

Table 2-16
SW Environments Summary

Table 2-17
SW Weaknesses and 

vulnerabilities

Table 2-18 SW Protections
Table 2-21 

Software Procurement
Operating Systems
Language Selection

Standards
Security Sidecar

Vendor SwA Process
SW Bill of Materials

Protection Measures
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Summary

• DoD Adoption of DevSecOps and the availability of automated tools are enhancing program’s ability to 
implement software assurance 

• Acquisition processes and the contractual relationship to industry partners create boundaries not present 
in commercial software development. These boundaries also impact program confidence in the systems 
assurance including:

– Security and Configuration across PaaS and IaaS solutions
– Tool customization to support technology, program, system, and mission objectives
– Design of integration and test environments to mirror operations 
– Delivery of assurance artifacts to support risk decisions

• OUSD(R&E) STPP (Systems Security directorate) updates to the PPP O&G and supporting DIDs will enable 
the planning and execution of software assurance in a DevSecOps ecosystem

• Industry support, review, and feedback on Software Assurance DID is welcomed and appreciated 
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Questions?
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Backup

Backup Slides
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WSA 002 – DevSecOps for the DoD: Security Focus (DSF) 

The greatest impediment to DoD’s transition to DevSecOps (DSO) is the use of manual, 
checklist-based security practices. 

In DSF, brings together software developers, cyber professionals and program managers to tear 
down traditional DoD silos and provide students with an understanding of the capabilities 
required to secure software developed using a DevSecOps methodology. 

In DSF students will learn the importance of security in DSO, how the DoD DSO reference design 
supports built-in security across all layers, the importance of automation in the development of 
security artifacts; and how these artifacts inform the continuous authority to operate. 
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Continuous Verification of Assurance
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