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Software Assurance in DevSecOps

The DoD has rapidly transitioned to DevSecOps (DSO) in an effort to deliver software at the speed of relevance.
Software modernization efforts include:
— Standup of approximately 30 organizations providing infrastructure and platform services to programs
— Updates to Adaptive Acquisition Framework (AAF) policy and supporting guidance
— Issued DoD Instruction 5000.87 Operation of the Software Acquisition Pathway supporting DoD adoption of DSO
— Publication of standards and best practices to support program implementation

The DoDI 5000.83, “Technology and Program Protection to Maintain Technological Advantage,” requires programs to
employ system security engineering methods and practices, including software assurance (SwA), commensurate with
technology, program, system, and mission objectives
— OUSD(R&E) STPP is currently updating the Program Protection Planning Outline and Guidance (PPP O&G) to reflect
changes to the 5000.83 and support software modernization objectives
— The automation of manual assurance processes and standardization of risks processes continue to challenge the
effectiveness of SWA implementation

As DevSecOps capabilities mature, the Department and industry partners must ensure the implementation of
DevSecOps supports both the broad application of SWA practices and can be tailored to protect critical software
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SWA in DevSecOps

Completion of SWA in DevSecOps
whitepaper with DoD/NNSA Software
Assurance Community of Practice

Alignment of software assurance practices Development of DAU WSA 002 — DevSecOps
with the DevSecOps lifecycle and for the DoD: Security Focus (DSF)

Department of Defense Software Assurance

generation of artifacts to support decisions Community of Practice DvSccOps Worlking Group

Software Assurance in the DevSecOps Lifecycle

September 2021

— ’ The greatest impedimentto DoD’s transition to DevSecOps (DSO) is the use of manual,
— [o) s e checklist-based security practices,
~N :
- shinsdnia C In DSF, brings together software developers, cyber professionals and program managers to tear

B TONPPAOSVRUPY | BN SN - WRBLOS.  o
! oEl ol _ s - ;,::.\:,‘,:: down traditional DoD silos and provide students with an understanding of the capabilities
[Jj’ Automated ASSU rance e = ; . - required to secure software developed using a DevSecOps methedology.
R S
o o = = In DSF students will learn the importance of security in DSO, how the DoD DSO reference design 4
ﬁ Sldeca L8 SeCU nty — - = = supports built-in security across all layers, the impaortance of automation in the development of o%a
5 = 5 = security artifacts; and how these artifacts inform the continuous authority to operate. RG] == ¢

Pipeline Reciprocity

Development Process [Ill|
| Hardened Containers

— = DoD; Software Assurancs Communty of Prachice Empowering students to begin leading cultural change within their organizations and programs through:
ReSI'lence "Recov DevSecOps Working Group
0 +~ Pipeline demos delivered by CloudOne
| ~ A -— full stack engineers, detail vulnerability IS
e — DISTRIBUTION STATEMENT D. Distribution authorized to the Department of Defense and S R - scanning, end-tq-end security testing, -
" rem———— ;l:ﬁ: ﬁfﬁiﬁ;‘mf"\fﬁﬁ 222:;‘11 ]iﬂ::':lm“fb:;;vg’){f: ;;g:f::ﬂlh:l(; . and the Security Sidecar Pattern. A virtual case study walks students
= el o . . 2
- w— inchudes documentation such as user’s or owner's mamals, installation instructions, operating Virtual lessons provide a toundation in ‘ through the use of machine readable
st tions, and other information that explains the capabilities of or provides instructions for . " =
m";d‘,,,,,_,im,,,ms ,mw“"f‘,ﬁ“.m s 5,015, Ot Toans sl Fepitr e secure development, threat modeling, security artifacts and dashboards in a
S oty oest (OUSNESE 150 the “Sec” in DSO, and DSO automation, t quest to develop a cATO package and
a enabling confidence in security. deliver software to the Warfighter.

cul

D¥itudon S0 mant [ DSHBU00 3N DIpanment ol Definss andU S DO Lon¥achs oy

Distribution Statement A: Approved for public release. DOPSR case #23-S-0063 applies. Distribution is unlimited. 3



Software Assurance Gaps 2020

Hardened Container SRG
Existing DevSecOps service provider capabilities use automated scanning (OpenSCAP, Anchor, Twistlock) focusing on
cybersecurity STIG and known vulnerability assessments. Opportunity for enhanced assurance capabilities.

Assurance Baseline and critical function assessments
Pipeline adoption continues to utilize a small subset of assurance tools and lacks consideration of raised assurance
level for critical components.

Software Threat Modeling
Iterative threat modeling established through development process and cadence. Limited automation and MBSE maturity to
support CI/CD.

Analysis Data Strategy
Correlation of analysis findings and data strategy for pipeline data artifacts impact programs ability to effectively use
assurance tools.

Risk Categorization/Tolerance
Standard process for risk categorization and process to establish risk tolerance based on assurance level does not exist. Does not

support

Open Source Assurance
Limited understanding of Software Supply Chain for Open Source and COTS continues to be a source of risk.

The automation of manual assurance processes and standardization of risks processes impede SwA adoption for DSO
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DoDI 5000.83 Technology and Program Protection

DoDI 5000.83, “Technology and Program Protection to
Maintain Technological Advantage”

DoD INSTRUCTION 5000.83

TECHNOLOGY AND PROGRAM PROTECTION TO MAINTAIN

Programs will employ system security engineering
methods and practices, including cybersecurity, cyber
resilience, and cyber survivability in design, test,
manufacture, and sustainment. Such methods and
practices will ensure that systems function as intended,
mitigating risks associated with known and exploitable
vulnerabilities to provide a level
of assurance commensurate with technology,
program, system, and mission objectives.

Selection of DevSecOps tools supporting program protection must be informed by technology, program,

system, and mission objectives
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Industry Infrastructure and Platforms
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SWA in the CI/CD pipeline
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Establish secure baseline Automate coverage check and Run regression suite against Pre Employ automated protection
through security and vulnerability analysis to identify Prod environment and measures to identify
compliance as code checked-in vulnerabilities penetration testing anomalous behavior
Promote to Test Environment Promote to Operations/Prod
Utilize IDE guardrails for Execute automated security Generate Software Assurance
coding standards and regression test and Dynamic Artifacts to support
architecture/design standards Analysis with risk scoring Deployment Decision
Promote to Dev Environment Promote to Integration Lab Deploy

Cl/CD automation establishes gates where assurance thresholds can be evaluated prior to promotion of software

builds. Vulnerabilities can delay deployment, or risk can be accepted and tracked.
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SWA Tool Mapping to DSO
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Security tools and capabilities integrated into common DevSecOps tools provide assurance across the DSO lifecycle
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What is Software
Assurance?

~400 SWA Tools

Vulnerability Analysis
Configuration Check
Fuzzing
Compliance Verification
Source Code Analysis
Malware Detection
Reverse Engineering
Software Composition
Analysis
Web Scanner

137
Vulnerability
Scanning
Tools
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SWA Tool Story

Symfonylnsight
Scrutinizer
Code Inspector
Contemplate - ThreadSafe
Gimpel - PC-lint
Axivion - Bauhaus Suite
SourceMeter
Codacy
Bug Scout (SAST)
BlueClosure Javascript Security
Puma Scan
Semantic Designs - CheckPointer
Semmle - LGTM
DefenseCode - Thunderscan (SAST)
SmartDec Scanner
Software Secured - reshift
Positive Technologies: Application Inspector (SAST, DAST,
IAST, and SCA)
Mathworks - Polyspace Code Prover
Mathworks - Polyspace Bug Finder
Green Hils Software - DoubleCheck
1CS Mottif - CodeCenter
Google - Closure Compiler
AttackFlow
Absint's - Astree
Rips
Exakat
LDRA - Testbed
CodePeer (formerly known as AdaCore and as SofCheck)
Viva 64 - PVS-Studio
NCC Group - DAST and SAST Tools
Perforce - Klocwork

Kiuwan - Insights (SCA)
Kiuwan - Code Security (SAST)
ForAllSecure's Mayhem
Contrast Security - Contrast Community Edition
Contrast Security - Contrast Assess Interactive Application
Security Testing (IAST) Solution
CAST Software Composition Analysis
Snyk Open Source
Micro Focus - Fortify Static Code Analyzer (SCA)
Whitehat Security - Scout
Whitehat Security - Sentinel Source (SAST)
HCL Technologies - AppScan Source (formerly IBM)
SonarQube
Veracode Software Composition Analysis
Veracode Static Analysis - (SAST)
Veracode Greenlight
Synopsys Static Analysis Security Testing (SAST)- Coverity
Synopsys Software Composition Analysis - Black Duck
GrammaTech CodeSonar (Members of the Darpa TECHx
team)
CheckMarx CxSAST
CheckMarx CxOSA
Micro Focus - DevPartner
Fuzzbuzz
aDolus
lon Channel
Embold
FOSSA
Gitlab
Sigrid
Resharper
StepSecurity Harden-Runner

Static/Java/OSS
10 Tools

RE/Vulnerabilities
6 Tools

Static/Go/COTS
10 Tools

Source: Software Assurance Tools Landscape - Levi Lloyd, 2020

Ada / Vulnerabilities
5 Tools




Local
Developm
ent

Build
Integration

Production

Provides independent environment for: Security
*  Additional analysis for critical SW Pipeline
* Mitigation of lower tier vulnerabilities

* \Verification of functionality through
detailed regression or formal verification

@ Provides independent environment for:
* Integration and testing of HW components
* Mocking of services for regression testing

e Execution of misuse and abuse cases
based on threat informed senarios

Increased levels of assurance in DSO requires programs to establish more rigorous testing and pre-production

environments, ensuring assurance is commensurate with technology, program, system, and mission objectives
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PPP 0&G SwA Table Mapping to DSO

PPP O&G 2011 SwA Section PPP O&G 2022 SwA Section

Program Protection Plan

N ali . DEPARTMENT OF DEFENSE
Outline & Guidance
Program Protection Plan (PPP)

* VERSION 1.0 -
Outline & Guidance

- Jely 2001 -

DRAFT
Version 2.0
January 2021

2011

Depury Assismmt Secver Table 5.3.3-1: Application of Software Ass ¢ Countermeasures (sample)
Systems Engi1 D Proces:
Software (CPI, critical Static Design |  Code ove | capec | cwe | pen | Test 2 O 2 2
function cs%m(;r:ms, other Aé:l{vs.l)s Inspect I&v;p(en;.:; pla(%) | pla (%) | pla(%) | Test Cp};e{r;ge .
Developmental GPI SW 100780 (oo, | 1000 | 1000 | 100180 | 10080 | Yes | 7550 O Rk AT P P P O &G SW A Se Ct | 0 n S
Developmenta] Crtcal 100/80 Lrwe | 10080 | 10070 | 10070 | 10070 | Yes | 75/50 Washiagien, D.C-
Other Developmental SW none | Onelevel | 100/65 | 10/0 | 100 | 1000 | No | 5025 Ta b I e 2— 1 2 SW I nfra St ru ct u re
COTS CP\ dC itical Vendor SWA Vendor Vendor 0 0 0 Y UNK
nnnnnn SwA SwA
[
cmemimee | | | v | o o || Table 2-13 Software Scope
Operational System
Failover
s | o |t | s | 8, | oy Table 2-14 Software Process
(%) Y .
L . B " Table 2-15 SW Methods Practices and Tools
Function SW ves Al all
Other Developmental SW none Nony all all .
o Table 2-16 SW Environments Summary
De
ey
s | s - Table 2-17 SW Weaknesses and vulnerabilities
€ Compller No Ves 50/20
Runtime libraries Yes Yes 70inone T b I 2 1 8 SW P t t.
Automated No Ves 50/none -
e able rotections
Database No Ve B0inone
P ——— Table 2-21 SW Procurement

Updated PPP O&G tables support tracking of assurance methods, practices and protections for infrastructure,

environments, and assurance tools
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Transparency, Data, and Confidence

:\é\/i:‘eeg:;e:ﬁzzfgderations Static Dynamic Analysis Results Verification of user behavior
g Prioritized Vulnerabilities SW updates
Threat Model
Coding Standards Anomalous Behavior Response
IDE configurations Pre-production regression results Alerts
Unit Test Cases Penetration Testing Findings
Static Analysis Fin'd_ings Software Bill of Materials - = AS5/51 >~
Software composition Residual Risks S -
Security & Configuration as Code } - -

Deviation from gate thresholds

Data Item Descriptions should include artifacts that provide decision makers with

confidence that software is adequately protected and that protection measures have
been employed to mitigate risks
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PPP 0&G SwA Table Mapping to DSO

acfomate coverage checkand
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Table 2-12 Table 2-13 Table 2-14 Table 2-15
Software Infrastructure  Software Scope Software Process SW Methods

Practices and Tools

Table 2-16

SW Environments Summary Table 2-18 SW Protections

Operating Systems

D ] 7 ve V-
— . " = ey <> Language Selection

Standards
Security Sidecar

Security
Pipeline

f/ P \".
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Table 2-17
SW Weaknesses and
vulnerabilities

Table 2-21
Software Procurement

Vendor SWA Process
SW Bill of Materials
Protection Measures
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Summary

DoD Adoption of DevSecOps and the availability of automated tools are enhancing program’s ability to
implement software assurance

Acquisition processes and the contractual relationship to industry partners create boundaries not present
in commercial software development. These boundaries also impact program confidence in the systems
assurance including:

— Security and Configuration across PaaS and laaS solutions

— Tool customization to support technology, program, system, and mission objectives

— Design of integration and test environments to mirror operations

— Delivery of assurance artifacts to support risk decisions

OUSD(R&E) STPP (Systems Security directorate) updates to the PPP O&G and supporting DIDs will enable
the planning and execution of software assurance in a DevSecOps ecosystem

Industry support, review, and feedback on Software Assurance DID is welcomed and appreciated
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Questions?

Bradley Lanford
SAIC Contractor Support

Office of the Under Secretary of Defense
for Research and Engineering

bradley.p.lanford.ctr@mail.mil
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Defense Acquisition University

Software
Engineers

Cybersecurity

Professionals

In DSF students will learn the importance of security in DSO, how the DoD DSO reference design |
supports built-in security across all layers, the importance of automation in the development of
security artifacts; and how these artifacts inform the continuous authority to operate.

The greatest impediment to DoD’s transition to DevSecOps (DSO) is the use of manual,
checklist-based security practices.

In DSF, brings together software developers, cyber professionals and program managers to tear
down traditional DoD silos and provide students with an understanding of the capabilities
required to secure software developed using a DevSecOps methodology.

¥ g o

Empowering students to begin leading cultural change within their organizations and programs through:
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Virtual lessons provide a toundation in

secure development, threat modeling,

the “Sec” in DSO, and DSO automation,
enabling confidencein security.

Pipeline demos delivered by CloudOne
full stack engineers, detail vulnerability
scanning, end-to-end security testing,
and the Security Sidecar Pattern.
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A virtual case study walks students
through the use of machine readable
security artifacts and dashboardsin a
quest to develop a cATO package and

deliver software to the Warfighter.
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Development Process |

| Hardened Containers
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Bl Sidecar Security

B Pipeline Reciprocity
@ Resilience’in"Recovery
g |nfrastructure as Code
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