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What is the DEIXWG?

« Collaboration between the International Council of Systems Engineers (INCOSE), (
National Defense Industrial Association (NDIA), and the Office of the Under 1)
Secretary of Defense for Research and Engineering (DoD OUSD(R&E))

« The DEIXWG supports the strategic objective of accelerating digital engineering Aﬁ’—:y
I 171 I i I I Information Exchange

transformation by characterizing the content and relationships involved in the
exchange of digital artifacts between stakeholders of various disciplines throughout
the engineering lifecycle

What is the DVM?

« The Digital Viewpoint Model (DVM) is an implementation-agnostic (platform independent),
conceptual ontology developed from DEIXWG

« The DVM provides a high-level framework for describing sources of digital information in a digital
engineering ecosystem (DEE)

« The DVM also conceptualizes how that information can be transferred, translated, transformed, and
related for the purpose of exchanging digital information between stakeholders... who might not
have the same DEE infrastructure or standards

Distribution Statement A. Approved for public release © 2022 Published and used by INCOSE with permission
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DEIXWG Activities

Digital Viewpoint Model (DVM) WG

9, ! - Manage DVM Baselines
|  Release/Publish DVM Baselines
» Capture proposed changes to DVM
4 -D_V:;V‘l V » Facilitate updates to DVM baseline with DEIX committee

« Support DVM proposal to industry standards

» Facilitate DVM Usage through Use Cases
» Develop supporting material for DVM usage
« Capture use cases that involves digital exchanges
» Host workshops on use case development and DVM usage

Standards Framework (SF) WG

/‘L's’;_y « INCOSE/ISO liaison for digital engineering standards

« Manage proposals of DEIX concepts/products to ISO standards

4
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DVM Ontology Overview

« Defined at a high-level

bdd [Package] 00 DM Concept Ontology [ ﬁ% 00 DVM Concept Ontology - Simplified ]J

* Allow stakeholders to extend them with more - -
SpeCiaIized Concepts Digital View addresses | Stakeholder

Concepts Concepts
« Can be specialized to a given domain or need

* Instead of defining a set of all-purpose views,
the ontology simply provide guidance in e -
defining views for specific exchanges Digital Artifact produces Process

provides for drives

Concepts Concepts
 DVM is about how to better define what needs
to be eXChanged’ not the Implemgntatlon Of While the DVM is modeled using SysML, the concepts are agnostic
the eXChange and associated artifacts of any particular language, tool, or infrastructure
 The DVM is divided into four interconnected
ontologies

Distribution Statement A. Approved for public release © 2022 Published and used by INCOSE with permission



DVM: Exchanging Data Related Across Different Metamodels

Digital View
Concepts

Digital Artifact
Concepts
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package 00 DVIH Concept Hodel Ontology [ ) 00 DVIM Concept Hodel Ontology ] ]

L e e iosie Sl e e s s e e Y 0 0 oo o e Ao e e et et N
(Product Concepts: Digital View Concepts | (Stakeholder Concepts |
| Iifecycls Phase ! | with respect to practiced by [}

! | s e |
| a I
| has architecture framework |1 | | <complete, disjoint} [
| has viewpoint [1.* | has [1.* practices [1..* {
| has conformsto|  Digital Viewpoint | | addresses |Perspective {
| prope 1. 1| I 1 | 1 i
| :::simym’"’ is composed of _[Digital Thread s composed of | I satstes|T.® |
scalabilty T i [
| releasibilty | {
I I i |
interact with Services i e e e )
| e i I 00 0 R AR ORI ==
| N complies with | Standards |
i T |
| has conforms to domain Domain |
| . 1 |
| has conforms to syntax | Concrete Syntax { L S S Y S O STV P -
| e 1 | |Process Concepts
| provides data for |1..* |
e R, B e e e e D
{subsets produces} {subsets is produced by}
manages |1.* is managed by |1

|Product Concepts: Digital Artffact Concepts

receives data from |1..*

Technical Baseline

Digital Artifact

has digital artifact

Broclaims validity of 1

is contained in ‘V—',|is contained in

has work product |1..*

Work Product

produces

Configuration Control

governs work activity |1..*

is produced by

1

Work Activity

l
' i
! 1
! [
' i
| 7 [ | Analysis Output is generated by Analysis
| 1. accesses |1 o .
| - . [ | {subsets produces} {subsets is produced by}
as
| .
i Authoritative Source of Truth [ | yields is yielded by|
( | HEe 1
| asserts [1.* [ | {subsets generates}  {subsets is generated by}
| «blocks is element of | Digital System Model |S inked to { |
I e ! I “ S
| |Specific Classifier = is linked from { ( jreE
| _'{;“;_;\fl‘i‘"‘; 2 is accessed by [1 | |
| ekt has elgment|  Model Element  [iS composed of icati |uses ||
T ) . f f
| rustworthiness J [ |
| E‘Ma‘"my,l‘we' I | «blocks
| mandates |1.. | depends on
| e ekt
i ablocks | | e =
I Acceptance Criteria [ |
4 §

R S S T e — e — o —
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DVM: Stakeholder Concepts Ontology

* Describe the stakeholders involved

bdd [Package] 00 DVM Concept Model Ontology [ | & 01a DV Concept Model Ontology - Stakeholder ])

In a given exchange of digital

i nfo rm atl O n with respe::tfo Stakeholder :>ratcticed by
« Can be applied to any
stakeholders exchanging digital £ oecive (conplets, asoiny [ Discipiine
drives : Work Activity [1..%]

iInformation, whether they are from
the same or different organizations

* The perspective defines the

Supplier Acquirer

specialized stakeholder needs that
drive associated work activity and
requirements for the digital view

Distribution Statement A. Approved for public release © 2022 Published and used by INCOSE with permission



DVM: Stakeholder Concepts - Example

uc [Package] 01 DVM Concept Examples [ @ 01a DVM Ontolegy Example - Stakeholder ])

astakeholders 5.
Customer

astakeholders 7
Contractor

Program X Tech Lead need to assess if the proposed design
is compliance with given requirements.

astakeholders & _[T s 3

(e} H >

astakeholder» . - Supplier «}—— Contractor SE Team

Program Manager — «stakeholders j\ F—
—D 5 >
Acquirer i :
] cacqiers U astakeholder» 5.
= / Contractor John Doe
«stakeholders x5 /
Program Tech Lead
/ «dvm use case»
/ 1 Demonstrate Design Compliance for Program X
Foks X% 4 g Og c Dgitmonft Sne dess'ggtcgm"anced design i liance with all
Certification Authority / 0 L Condition = emon_ ed proposed design is compliance a
/ applicable program requirements.
/ Pre Condition = Program requirements have been defined and provided
y Use Case ID="1"
/ -
-
/ g «digital viewpoints
: = Design Compliance DVP
«perspectives wdigital viewpoints
«Literal Annotation»

purpose = CODemonstrate Design Compliance for Program X

WVIEWpOINt 5

Distribution Statement A. Approved for public release

concernList = [3Program X Tech Lead need to assess if the proposed...
stakeholder =

% .Program Tech Lead
‘¥ .Contractor SE Team
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DVM: Digital View Concepts Ontology

* This ontology specifies concepts
used to describe
* Specify concepts describing digital
VIEWS

» Specify applicable standards and
syntax

* Influence of digital views in system life
cycle

* The relationship between digital
views and viewpoints is specified

* New digital views and viewpoints
can be conceptualized as
extensions of these base concepts

bdd [Package] 00 DVM Concept Model Ontology [ | & 01d DVM Concept Model Ontology - Digital View ]J

Assessment Point | has

Lifecycle Phase

references ¥ B
requires : Analysis [1..7]

assesses |1.*

has architecture framework |1

Architecture Framework

has viewpeint |1..*

receives data from: L:)i_g_ital Artifact [1.

A

interact with

Services

Digital View has conformsto 1 Drgnal Vewpo int
properies 1%
3§:g;|ri|tzhons is composed of Digital Thread | composed of addresses Pe spect ve [1]
scalability = e
releasibility 1

complies with

4 0%
i [ ==
complies with _1..* Standards
has conforms to domain 1 Domain
1.
has conforms to syntax 4 Concrete Syntax
N 3

© 2022 Published and used by INCOSE with permission
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DVM: Digital View Concepts - Example

pkg [Package] 01 DVM Concept Examples [ 01b DVM Ontology Example - Digital View ]J

«digital viewpoint»
Design Compliance DVP

stakeholder =
% .Program Tech Lead
‘ .Contractor SE Team

adigital viewpoints

purpose = CDemonstrate Design Compliance for Program X

wviewpoinis

concernList = [ Program X Tech Lead need to assess if the proposed...

«conformy

1

Req Comp DV to Confluence

«blocks
Req Comp DV to Confluence
properties
«digital view» «digital view» «digital thread» «Services : Requirement Compliance DV{end =}
Reliability Compliance DV SWaP Compliance DV System Compliance Confluence : Confluence{end =}
1 |
«conforms «conformy
£ «block» |
_____ 4
v Avi .

«lifecycle phase»
Engineering and Manufacturing Development

«digital view»

Requirement Compliance DV
{assessment point = COR,
assumptions = Assumption 1, Assumption 2,
conorete syntax = Program X Syntax,
domain = Avionics,
releasibility =,
scalability =",
standards = ISONEC 15288,
usability ="}

«assessment point»
CDR

wassessment point»
X Design Review

«standard»
ISO/IEC 15288

«domain»
Avionics

«viewpeint»
Program X Syntax

Distribution Statement A. Approved for public release
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DVM: Digital Artifact Concepts Ontology

 Describe the kinds of digital

bdd [Package] 00 DV Concept Model Ontelogy [ | 2 01c DVM Concept Model Ontology - Digital Artifact ])

iInformation (models, databases, ———

etc.) that comprise a digital artifact B e v 1.9 I

tO be eXChanged :> claims validtyef ~  accesses 1

has (1

« Shows how repositories and ot Soire o r
authoritative sources of truth

critical in specifying pedigree of Sl Cssatar = il

ElProvenance is accessed by |1

d i g ital artifacts ched,ib_imy Model Element is composed of Application

. . . . é?ﬁ;:g;mness has element1..* e 158
« Enables specification of digital e I
artifact quality mandate by i
acceptance criteria

andates |1..*

Distribution Statement A. Approved for public release © 2022 Published and used by INCOSE with permission



DVM: Digital Artifacts Concepts - Example

pkg [Package] 01 DVM Concept Examples [ 01c DVM Ontclogy Example - Digital Artifacts ])

[

System A Model A

[ System A Behavioral Elements
[ System A Interface Elements
[J System A Parametric Elements
[ System A Structural Elements

«digital viewpoint»
Model Mgmt DVP

wdigital viewpoint
purpose = C2Manage System Model
Baseline

#viewponts
concernList = [ Need to assess if
digital artifacts is managed pro...
stakeholder =
‘t-.Program CM/DM
‘-.Contractor SE Team

«conforms

)

System A Model Mgmt

«dvm expose»

maturity level =",
precision ="",
provenance =",
trustworthiness ="}

— = “"|domain = Avionics,

1
«digital view»
Model Mgmt DV B

Should include specification of the

repository, application, and how
ASoT is maintained.

«digital view»
Requirement Compliance DV
{assessment point = COR,
sssumptions = Assumption 1, Assumption 2,
concrete syntax = Program X Syntax,

releasibility =™,

scalability =™,

standards = ISO/IEC 15288,
usability ="}

{credisbilty =™, \
maturity level ="
precision =",
provenance =", \
trustworthiness =™} \

=

\ «dvm expose»

\\

L&l Requirements

RequirementDB A
B Requirement Diagrams
#i Requirement Tables

5 Traceabillity Matrices

Distribution Statement A. Approved for public release
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DVM: Process Concepts Ontology

* This ontology specifies concepts
used to describe work products
and the activities that produce

them

« Some specialized kinds of work
products and activities can be
specified

* The concepts of governance can
dictate how work activity should be
performed

Distribution Statement A. Approved for public release

bdd [Package] 00 DV Concept Model Ontology [ |2 01b DVM Concept Model Ontology - Process ])

{subsets produces} {subsets is produced by}
manages |1..* is managed by |1
Technical Baseline Configuration Control
[ Governa ’,—
Curatio
governs work activity |, .
B =
Work Product prod is produced by Work Activity i cessary for
references 1. 1
is contained in : Repository [1..%] -
Analysis Output  |generates is generated by Analysis
124 1
T {subsets produces} {subsets is produced by} =
Result vields is yielded by Query

| ot 1

{subsets generates} {subsets is generated by}

Rule applies
1%
«blocks
Predecessor Dependency [4€PENds on
1 *

© 2022 Published and used by INCOSE with permission
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DVM: Process Concepts - Example

bdd [Package] 01 DVM Concept Examples [ e.% 01c DVM Concept Examples - Process ]J

« Specified perspective influences
how digital artifacts are produced )

«activitys

Perform Configuration Control

b

«perspectives
«Literal Annotation»

— |Program X Tech Lead need to assess if the proposed design
is compliance with given requirements.

« Work process can be specified in i

series of activity flows s

Query is a type of work activity to — . o

define artifacts required for the [~

perspective from a metamodel e ) [

Distribution Statement A. Approved for public release © 2022 Published and used by INCOSE with permission

L View with Comments

" :Annotate Combined
3| Analysie with Comments |

Cofbined Analysis with Comments Annotated

Combined Arfalysis with Comments Annotates

: Review Combined Analysis )

View with Comments

omments Annotated

f Annotated Commen

T —.
Combined Analysis with Comments

: Notify Associated Engineers
o i |
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DVM Baseline Management Process (Preliminary)

Distribution Statement A. Approved for public release

Support update to the DVM concept,
or informing the DVM

Proposed changes are tracked from
major events, and through our
biweekly meetings

Preliminary process for reviewing and
approving change proposals is
established, include

» Change Proposal Submission

« Change Proposal Tracker

« Baseline Control Board and Approval
Process

ISO change process will supersede
once this becomes an approved ISO
standard project

.......

© 2022 Published and used by INCOSE with permission

Governanca,

nt Diagram Change Proposals [ @ 10 DVM Change Proposals ])
AN
L L=
DVM Change Proposal Tracker
10 DVM Change Proposals
CP 00 INCOSE IS 2020
CP 01 Security User Story
CP 02 Safety User Story Frodedt Ganzepia: DighalView Concerts il G
B B o f Loral
O vie Ou | osmesses Porapasa
— ety
oooooooooooooooo ry
(ProcessConcops
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DVM Products

« DVM Baseline Model (Rev A)
 Includes a preliminary profile

 Access via INCOSE DEIX Teams

-£5 Concept Modeling Suppert Library «Concept Model» [Concept Modeling Suppart Library.mdzip]
-] Derived Properties

E DocBook Library [DocBook Library. mdzip]

E MD Customization for Requirements [MD Customization for Requirements.mdzip]

-£3 MD Customization for SysML [MD_tustomization_for_SysML.mdzip]

E MD Customization for ViewsViewpoints [MD_customization_for_ViewsViewpoints.mdzip]
E UML Standard Profile [UML_Standard _Profile.mdzip]

@ CCM Internal Implementation Profile [CCM Internal Implementation Profile. mdzip]

@ Concept Modeling Profile [Concept Madeling Profile. mdzip]

@ Special Style Versioning Profile [Special Style Versioning Profile. mdzip]

- [ SysML [SysML Profile. mdzip]

UseCasze Description Profile [UseCase_Profile.mdzip]

EH-[E] DVM Concept Model

[ 00 OVM Concept Ontology
Profile Diagram DEIX-DVM Profile [ DEIXWG PI-DVM Profile ]) D o10DvM Concept Examples poss
proguct \
02 DVM Use Case Model ( - o e |
astereotypes = «stereotypes D B i = o » ] |
«stereotypes astereotypex «stereotypex astereotypex View Viewpoint El 10 DVM Change Proposals el {
acquirer icati archi k point [Class, Package] [Class] i |¢ E !
[Element] [Class] [Class] [Class] Stinbutes EI 59 Archive | e {
vieviPoint : Viewpoint [1] : ml DEIX-DVM Profile e !
+/stakeholder : Stakeholder [*] +purpose : String | . j
“stereotypen «stereotypen = +concernList : Comment [1] - (=] DM User Stories Model = !
hange item change proposal +language : String [*] . Pkg [Package] 01 DVIi Concept Examples [ [ 01b DVM Ontology Example - Product ] |
5 +imethod - Behavior [ [ U500 Security Assessment
[Element] [Element] +presentation : String [] fa cem
= +eoncer : String '] EI U501 Safety Asse ent digtal views | “digtal views «dighal threads services
+Author = LN, FN Initial Proposal Date yyyy - DVM Lk Stories L Digital View B Digital View C Hx Digital Thread Service X E
+Status : ENUM CI STATUS Last Review Date = mm/dd/yyyy 5€r stones Log . - T
+Status Notes = Describe current status of this CP Status : ENUM CP STATUS «conforms «conforms
— — Authors = LN, F %L DVM Concept Model Index v !
Status Notes = Describe current status of this CP @ Model DESCFIDtIOI"IS “Mﬁ&&’g DA e Bm;’v:w;m;m!x“mm"
«stereotypes «stereotypex» |t Y Digital Viewpoint A
digital view digital viewpoint Ii ] o u ifecyck phase»
yp ypes | yP [Class, Package] [Class] i inces = M odelMorrt e cconforms e Engineering and Manufacturing Development
concrete syntax digital artifact | digital information digital product attnbutes concernList = B Acquirer X request Y information to assess Z. e :ﬂ e |
[Class] [Element] [Element] [Element] | +assessment point : assessment point +purpose : dvm use case sg‘f"w“’:;:::: sssumptions = Assumption 1. Assumgtion 2.
+standards : standard +standards  Supplier s X Do
+domain : Domain = .
+concret syntax : concrete syntax X
P! VP! astereotypex «stereotypex «stereotypes +assumptions : Comment [*] oty == = B
digital sytem model digital thread discipline lifecycle phase perspective +usability : 515”!"9 [‘]m “standards |
| . String > X Standards
[Class] [Element] [Elemen?] | [Ciass! | [Commnt! “String [1 =
provenance
frustworthiness =} wconcrete syntax» |
«stereotypex» «stereotype» «stereotype» «stereotypes «stereotypex» «stereotypes 7 ‘
repository service standard supplier work activity Ex sep x| astereotypex» System A Model Mgmt
[Element] [Element] [Element] [Element] [Element] PO requirementUseCase ;‘:;;’::“
- — | [Dependency] — L8 |
— [UseCase] Tedvm exposes edigtal viewpoints
= | Model Mgmt Digital Viewpoint
«stereotypes T T T a
work product ' aconforms i
«stereotypes :
[Element] dv «stereotypex igital artifacts is managed pro.
m expose e ey \ stakeholder =
[Dependency] Should include specification of the Acquirer
[UseCase] xg«;nw ..zpic;;m and how 7 .Supplier
s — oT is maintain
+provenance
+crediabilty
+precision
+trustworthiness
+maturity level
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DVM Products
 DVM Quick Guide
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Download This Quick Reference Guide at https://www.omgwiki.org/MBSE/doku.php?id=mbse:deix

Product Concept (Digital View) Stakeholder Concept | DVM Glossary

« This ontology specifies concepts used to describe digital views, the standards and « This ontology specifies concepts used to describe the
syntax that apply to them, and how the digital views are used to drive decisions across stakeholders involved in a given exchange of digital
phases of system development information

* The relationship between digital views and viewpoints is specified e These concepts can be applied to any stakeholders

* New digital views and viewpoints can be conceptualized as extensions of these base exchanging digital information, whether they are from the
concepts same or different organizations

* The perspective and engineering discipline of the
stakeholders are also conceptualized

achage ST Corcns oo oy (8 S Comia W Gy | ]

) [° Quick Reference Guide
1Y

ALEX /o Digital Viewpoint
l Model (DVM)

* This ontology specifies concepts used to describe the
kinds of digital information (models, databases, etc.)
that comprise a digital artifact to be exchanged

* The ontology also shows how digital artifacts,
repositories, and authoritative sources of truth

* This helps for expressing digital curation concepts
related to their credibility, accuracy, provenance, and
trustworthiness

* This ontology specifies concepts used to describe work products and the
activities that produce them

* Some specialized kinds of work products and activities have been specified

* The concepts of governance and configuration confrol have also been
specified

Product Concept (Artifact) Process Concept

© 2022 Published and used by INCOSE with permission
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DVM Products

« DVM Use Case Template

 Facilitate the specification
of user story that involves a
digital exchange

Distribution Statement A. Approved for public release

)

Use Case ID:

Use Case Name:
(Should be the use case goal as a short
active verb phrase)

Goal In Context:
(Longer statement of the goal, if needed)

Precondition(s):
(Assumed state of the world at start)

Main Success Scenario:
(Steps of the scenario from trigger to goal delivery and any cleanup after)

Success End Condition:
(State of the world upon successful
completion)

Step #: | Step Description:

la Systems Engineers develop the following in the Digital Engineering System (DES):
e Aircraft-level Requirements
e Preliminary System Architecture (Logical and Functional)

Failed End Condition:
(State of the world if goal abandoned)

Primary Actor(s):

(User(s) who have defined the user goal
and often, but not always triggers the
use case)

Supporting Actor(s):
(User(s) who provide an external service
to the use case)

1b Safety Engineers provide the following to the Systems Engineers in the Digital Engineering System:
e Preliminary Aircraft Safety Assessment in forms of requirement or constraints
1.c Security Engineers provide the following to the Systems Engineers in the Digital Engineering System:
e Preliminary Aircraft Security Risk Assessment in forms of requirement or constraints
2 Digital Engineering System generates a Combined Supporting Analysis for Functional Allocation View and
provides the view to the System Engineers, Safety Engineers and Security Engineers
3 System Engineers, Safety Engineers and Security Engineers review the view content
4 System Engineers, Safety Engineers and Security Engineers annotate view content with comment and
feedback in the Digital Engineering System
5 Digital Engineering System provides the updated view with the annotated comments to the System
Engineer, Safety Engineer and Security Engineer
6 Systems Engineer updates Functional Allocation after agreement from all Associated Engineers in the

Digital Engineering System

Extensions:
1 . (Any alternative actions to a scenario step. State the affected step, condition and branching action.)
Trlgger(s) * Affected | Condition: Branching Action:
(Event(s) that start the use case) Step #:
. 4,5 Systems Engineer requires further e The use case steps 4 & 5 are revisited depending on the input
Use Case AuthOf(S) * feedback from the engineers before views that need to be updated and re-generated
(Name(s) and Organization(s)) proceeding
4,5 Systems Engineer requires updated e The use case steps 1-3 are revisited depending on the input

views from the Commenting views that need to be updated and re-generated

Engineers before proceeding

[Not madeled for simnlicity)

© 2022 Published and used by INCOSE with permission
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DEIX Use Case Workshop Concept
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DEIX Workshop Description
« Demonstrate a methodology for defining digital view requirements for a
stakeholder purpose in a selected domain

* This methodology can be used by organizations to develop their own digital
engineering metamodels

Distribution Statement A. Approved for public release © 2022 Published and used by INCOSE with permission
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DEIX Workshop — Methodology Overview

* The methodology has the following basic workflow:

1. Identify the engineering processes of interest
Define the use case descriptions and the process workflows
|dentify the required views from the process workflows
Develop implementation plans and examples for the required views
|dentify updates for the digital engineering metamodel (DVM)
Repeat for additional engineering processes and use cases

A

 For the workshop, we plan to demonstrate this workflow:

« We've already developed a use case description and required views from a process in
the aircraft manufacturing industry (steps 1-3)

« We plan to demonstrate steps 4 and 5 in the workshop

13 November 2022 Distribution Statement A. Approved for public release © 2022 Published and used by INCOSE with permission
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DEIX Workshop — Process and Use Case of Interest

EUROCAE ED-202A Process Flow

 The process of interest Is the aircraft system
development process combined with safety
assessments and security risk assessments

* This is adapted from EUROCAE’s Airworthiness Security
Process Specification (ED-202A)

* The use case of interest is “Develop the Functional
Allocation incorporating Aircraft Safety and Security
Risk Assessment Processes”

* This is a subset of the full ED-202A process
* Provides a unique challenge for information exchange
* Not a traditional “point-to-point” exchange
« e.g. Safety Engineer to Systems Engineer

« Rather the use case includes “combined views” across the
three domains (systems engineering, safety engineering
and security engineering)

13 November 2022 © 2022 Published and used by INCOSE with permission
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Safety Assessment Process

System Development Process

Security Risk Assessment

Use Case Area

of Interest

....................

Physl ystem
Development complete & ready for Certification

= = S a -
R Aircraft Functional - Aircratt Aircraft Security Scope | %
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DEIX Workshop — Use Case Template

* For th e WO rkS h O p ! We d eve I O ped a use INCOSE DEIXWG Functional Use Case Definition
case template for the DEIXWG to use i s s ot s s n por o v NCOSE OEXOG o e devlopment o e

Digital Viewpoint Model (DVM). This use case description describes the core functional attributes of a desired
° M t f th tt b t f th t m I t process with the intention of assisting the development of the DVM. Many of the use case attributes are taken
OS O e a rl u eS O e e a' e are from “Writing Effective Use Cases” by Alistair Cockburn with some alterations and additions for DVM
development. This description must stay implementation-agnostic. This description DOES NOT describe what

from AI istai r COCkb u rn ,S Writi ng Eﬁective the DVM is capable of doing. This is only a mechanism to assist in the DVM's development.
U S e C aS eS Characteristic Information

Use Case ID: 1

Use Case Name: Develop the Functional Allocation incorporating Aircraft Safety and Security Risk

 Some of the attributes are custom attributes

verb phrase]

Goal In Context: Systems engineering develops/refines the design and allocation of aircraft’s

Cre ated to S U p po rt bette r S u p po rt th e (Longer statement of the goai, if needed) system functions to the aircraft’s systems guided by the information from the

preliminary aircraft safety assessment and preliminary aircraft security risk

DEIXWG effort sssssmen

. e . This use case is an adaptation of the EUROCAE Airworthiness Security Process

o E h tt b t h d f t d Specification (ED-2024). This use case focuses on a subset of the full process flow
a‘C a rl u e aS a e I n I I O n an (see DEIXWG Additional Information — Supparting Documentation). This is a

comprehensive adaptation of that process since the original EUROCAE ED-202A

I n Stru Ctl O n S process is from the mindset of Security Engineering.

This use case serves as a predecessor to the assignment of Development
Assurance Level and Security Assurance Level,

Precondition(s): » The following information has been defined:
{Assurmed state of the world ot start) o Aircraft-level Req uirements

PY W d th 1 t I t f th o Preliminary System Architecture (Logical and Functional)
e u S e I S e m p a e O r e u S e Ca_S e » The following assessments have been completed:
o Preliminary Aircraft Safety Assessment, which includes tailoring of
f th k h applicable requirements/controls for the target system
O r e WO r S O p o Preliminary Aircraft Security Risk Assessment, which includes tailoring
of applicable requirements/controls for the target system
* While system architecture is not baselined (Prior to PDR)

Success End Condition: Updated functional allocation incorporating the preliminary aircraft safety and
[Srare of f-"JE world upon sticcessful security risk assessments, with adequate substantiation information/data to
completion, . . . .-
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DEIX Workshop — Use Case Template Attributes

* SO m e U Se Case Te m p I ate Attri b Utes : INCOSE DEIXWG Functional Use Case Definition
d U Se Case N am e This form is to describe a functional use case in support of the INCOSE DEIXWG for the development of the

Digital Viewpoint Model (DVM). This use case description describes the core functional attributes of a desired
PY G Oal I n CO ntext process with the intention of assisting the development of the DVM. Many of the use case attributes are taken

from “Writing Effective Use Cases” by Alistair Cockburn with some alterations and additions for DVM

development. This description must stay implementation-agnostic. This description DOES NOT describe what

) Precond ition the DVM is capable of doing. This is only a mechanism to assist in the DVM's development.

Characteristic Information

* Success End Condition R :

Use Case Name: Develop the Functional Allocation incorporating Aircraft Safety and Security Risk
(Should be the use case goal as @ shart active Assessment Processes

d Fal I ed E n d CO n d Itl O n ::a?hlrﬁgontex‘t: Systems engineering develops/refines the design and allocation of aircraft’s

(Longer stotement of the gool, if needed) system functions to the aircraft’s systems guided by the information from the

H liminary aircraft safety assessment and preliminary aircraft security risk
° P a t pre
r“ I lary C Or S assessment.
M This use case is an adaptation of the EUROCAE Airworthiness Security Process
d S u p po rtl n g ACtO r(S) Specification (ED-202A). This use case focuses on a subset of the full process flow

(see DEIXWG Additional Information — Supparting Documentation). This is a

° T M comprehensive adaptation of that process since the original EUROCAE ED-202A
rl g g e r S process is from the mindset of Security Engineering.
This use case serves as a predecessor to the assignment of Development
* U Se Case Auth O r(S) Assurance Level and Security Assurance Level,
Precondition(s): » The following information has been defined:
{Assurmed state of the world at start) o Aircraft-leval Requirements

d Mal n SucceSS Scenarlo o Preliminary System Architecture (Logical and Functional)
» The following assessments have been completed:
. T o Preliminary Aircraft Safety Assessment, which includes tailoring of
g Appllcable TeChnlcaI Processes applicable requirements/controls for the target system
o Preliminary Aircraft Security Risk Assessment, which includes tailoring
of applicable requirements/controls for the target system

hd R eq u I red VI eWS = While system architecture is not baselined (Prior to POR)

Success End Condition: Updated functional allocation incorporating the preliminary aircraft safety and
[Srare of f-"JE world upon sticcessful security risk assessments, with adequate substantiation information/data to
completion, . . . .-

13 November 2022 o ) © 2022 Published and used by INCOSE with permission
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DEIX Workshop — Use Case Main Success Scenario

 \We wrote out the main success scenario
for the use case In the template

 We developed a few diagrams as
attachments to describe the detailed flow

of the main success scenario

13 November 2022
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Seenario Information

Main Success Scenario:

(Steps of the scenaric fram trigger to goal delivery and any cleanup after)

Step #: | Step Description:
l.a Systems Engineers develop the following in the Digital Engineering System (DES):
» Aircraft-level Requirements
*  Preliminary System Architecture (Logical and Functional)
1.b Safety Engineers provide the following to the Systems Engineers in the Digital Engineering System:
*  Preliminary Aircraft Safety Assessment in forms of requirement or constraints
1.c Security Engineers provide the following to the Systems Engineers in the Digital Engineering System:

*  Preliminary Aircraft Security Risk Assessment in forms of requirement or constraints

2 Digital Engineering System generates a Combined Supporting Analysis for Functional Allocation View and
provides the view to the System Engineers, Safety Engineers and Security Engineers

3 System Engineers, Safety Engineers and Security Engineers review the view content

System Engineers, Safety Engineers and Security Engineers annotate view content with comment and
feedback in the Digital Engineering System

s Digital Engineering System provides the updated view with the annotated comments to the System

wallocaten
System Engineers

zallocaten
Safety Engineers

wallocates
Security Engineers

zallocates
Digital Engineering System

: Enter System ing |

-

1 3"l Supporting Information ]

[ :Review Combined

: Enter Safety Engineering D

-
Aircraft-Level Requirements,
Preliminary System Architectur)

»

Supporting Information

Preli

»
Preliminary Aircraft Safety A4

Supporting Information

a{ : Enter Security Engineering |

3es8ment

" :Generate Combined
j Analysis View

inary Aircraft Security Risk

o

Combined Analy
Combined Analy
Combined Ana

J

Analysis View

_ _| : Review Combined

Combined Analys]

4
s for Functional Allocation

<

Analysis View

P

<+
Combined Analysis for Functio)

i Review Combined
Analysis View

,<|.

al Allocation

ombined Analysis for Functional Allo

is for Functional Allocation,
is for Functional Allocation,
is for Functional Allocation

tion
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DEIX Workshop — Required Views

« After we developed the detailed scenario
flow, the information flows represent the
views for the use case

« We defined a list of these required views
from these information flows

* We used the ED-202A to help us define the
required view content

* For the workshop, we selected the
“Combined Analysis for Functional
Allocation” as the view for the workshop
attendees to evaluate

* It provides the DEIXWG a complicated view to
evaluate

13 November 2022
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«allocates
System Engineers

wallocatex
Safety Engineers

«allocatexs
Security Engineers

«allocatex
Digital Engineering System

_ : Enter Systems Engineering
# Supporting Information

: Review Combined

»

: Enter Safety Engineering
5" Supporting Information

Prelihinary Aircraft Security Risk

-
Aircrafi-Level Reguirements,
Preliminary System Architectur]

D -

I
Preliminary Aircraft Safety Af

: Enter Security Engineering
— *—4 Supporting Information |

sessment

i Generate Combined
j Analysis View

Combined Analy;
Combined Analy,
Combined Anal

is for Functional Allocation,
i for Functional Allocation,
is for Functional Allocation

Consuming Actor:

Actor:

=l — Analysis View l:‘r: 4
Combined Analysgs for Functional Allocation
: Review Combined
il I - ‘{ Analysis View -
< [:k Combined Analysis for Functiohal Alliocation
i Review Combined
- - - — — 94— - - — - — — — — - 4 Analysis View e
ombined Analysis for Functional Allodation

DEIXWG Additional Information = View Information

Required Views

[Any required inf wiew in order to execute the use cuse. State the view name, de: \ view content, reviewing/consuming actar and progucing actor.)

View Name: Description: View Content Reviewing / Producing

Aircraft-Level Requirements

The requirements that define the

® Requirement Information (1D,

*N/A for this UC* /

System Engineers

aircraft as top-level system of Paragraph #, Text & Other Attributes) | *Coptured by DES

interest. for ASOT*
Preliminary System The preliminary system * Logical System Decomposition *N/A for this UC*/ | System Engineers
Architecture (Logical and architecture both logical and + Functional Decomposition *Captured by DES
Functional) functional. for ASOT*

Preliminary Aircraft Safety
Assessment

The preliminary assessment of
aircraft’s safety/functional hazards.

Failure Conditions

Failure Effects

Affected System Functions
Safety Requirements

System Engineers

Safety Engineers

Preliminary Aircraft Security
Risk Assessment

The preliminary assessment of
aircraft’s security risks.

Security Scope {Environment &
Perimeter) which defines this
Assessment

Threat Canditions

Threat Effects

Affected System Functions
Security Requirements

System Engineers

Security Engineers

Combined Analysis for
Functional Allocation

Combines the information from
systems engineering, safety
engineering and security
engineering to assist with
functional allocation.

Affected System Functions

Related Safety & Security
Requirements

Related Safety & Security Supporting
Information (e.g. Failure Conditions,
Failure Effects, Threat Conditions,
Threat Effects, etc.)

= System Engineers | = System Engineers
» Safety Engineers + Safety Engineers
® Security Engineers | » Security Engineers

Combined Analysis with
Comments Annotated

Same as the “Combined Analysis
for Functional Allocation” but with
“Comment/Feedback Items”
annotated.

Combined Analysis for Functional
Allocation
Attached Comment/Feedback Items

® System Engineers | » System Engineers
» Safety Engineers + Safety Engineers
» Security Engineers | » Security Engineers

System Functional Allocation

The allocation of system functions
to system compeonents.

functions to system components)

System Function Mapping (Mapping of

*N/A for this UCT /
*Captured by DES
for ASOT*

System Engineers

© 2022 Published and used by INCOSE with permission
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DEIX Workshop — Sample Example Views Ta o 2| 4 | Tye [
. . Y e R
» Workshop attendees will come up with example K| ——
Implementations of the required view il
- Workshop attendees will have the completed use case R
template, required view information and any other L, =
attachments as reference B
« Workshop attendees will have materials (whiteboard, paper, /.. E Ro [ Gea j o [P
pencils, etc.) to prototype sketch examples of the view L \\ X 7 ) :
» Workshop attendees will be broken up into groups and will /5 o £ "*f ‘
collaborate with their fellow group members on their view A
examples

* Here are some potential examples using other
required views from the use case

13 November 2022 o ) © 2022 Published and used by INCOSE with permission
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DEIX Workshop - Informing the DVM

 After developing their implementation

examples, workshop attendees will use their
example to inform the DVM

« Workshop attendees will make recommendations to
the DVM which align with their implementation

« Since workshop attendees will be broken up into
groups, the groups will get to compare their use

case implementation and DVM recommendations
with the other groups

13 November 2022 o _ © 2022 Published and used by INCOSE with permission 28
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DVM - Next Steps

* Industry
 Participate in future DVM meetings
» Contribute to the DVM definition
» Develop products to enable usage of the DVM

 DVM Use Case Workshop at INCOSE IW2023

« Support incorporation of DVM method to ISO 15288 standards; guidance
document

* Forming a standard for the DVM concept itself; similar to ISO 42010

13 November 2022 o ) © 2022 Published and used by INCOSE with permission
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