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Overview
• Digital Twins in Defense

• Data Fusion Techniques 

• Requirements

• Path Forward
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Digital Twins (DTs)

Digital instantiation of a 

physical system with 

synchronized, bidirectional 

data sharing

• Modeling and Simulation

• Integration and Test 

• Maintenance

• Optimization
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DTs in US Defense Industry

• Naval Shipyards

• Intrusion Detection Control 

Systems

• Antisubmarine Warfare 

Sensors

• Cybersecurity Initiatives
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Global Defense Instantiations of DTs

• Italy – Researching 
underwater drone digital 
twins 

• China – Filed patent for 
shipyard digital twin 
architecture

• Russia – Promoting digital 
twin use within the Russian 
military-industrial complex
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Data Fusion Techniques

Data Association

State Estimation

Decision Fusion

Distribution Statement A. Approved for public release 



Gaps within Developed DTs

Digital twins in many defense systems lack data fusion frameworks

◦ Unable to support the integration of data and analytics towards an 
automated solution

◦ No room for processing of asynchronous information

◦ Patchwork limits functionality, resulting in DTs that have low 
survivability and maintainability rates
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DT Gaps to Requirements

Noted Gaps:

1. Data Framework

2. Data Management

3. System Data Integration

4. Convergence

5. Optimized Analytics

Requirements:

1. Data Framework

2. Data Management

3. System Data Integration

4. Convergence

5. Optimized Analytics
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Data Lifecycle 

Data 
Collection

Data 
Integration

Data 
Cleaning

Data 
Mining

Can use data fusion process in conjunction with data lifecycle to 

form the basis of requirements analysis
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Requirements Analysis

Requirements analysis can be broken 
down at four design phases of the data 
fusion process:

1. Operational Architecture Design

2. System Architecture Design

3. Component Function Design

4. Detailed Design and Development

Distribution Statement A. Approved for public release 



Path Forward

1. Use open-source DT resources to perform system level product

decomposition at operational architecture design level

2. Determine requirements for data fusion network system architecture

design

3. Create a requirements design of data fusion nodes at the component

function level, with data flow specifications among digital twin system

components

4. Extend requirement analysis for detailed design elements of digital

twins

5. Review existing data fusion networks within DTs to illustrate the

functionality of the performed requirements analysis
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Questions?
Laura Hugill

PhDc – The George Washington University

Principal Systems Engineer, Raytheon Solipsys

Email: laurahugill@gwu.edu
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