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Abstract

The Future of Systems Engineering (FUSE) is an INCOSE-led multiorganizational collaborative initiative
pursuing INCOSE’s Vision 2035 across a number of topic areas. One of those topic areas is concerned with
system security.

INCOSE’s System Security Engineering working group, in collaboration with NDIA’s System Security
Engineering group, developed and then published in mid 2021 a near-term roadmap of eleven concepts
and six objectives.

Subsequent work has been focused on advancing the understandings of those concepts sufficient to
facilitate transition to operational practice.

Collaborative team work in early 2022 identified one of those eleven concepts, Capability-Based Security
Engineering (CBSE), as having high value and strong synergy with virtually all of the other concepts. CBSE
at core is about needs oriented requirements engineering — expressing requirements as strategic needs
and desired outcome values rather than as tactical configuration and employment of readily available
solutions and knowledge.

A project emerged to design a systems engineering process that channels thinking and communication of
security needs as desired outcomes rather than as prescribed solutions. Expression and understanding of
security requirements as needs and values offers a path for coherent stakeholder alignment, innovative
solution development, and understandable strategy formulation.

This presentation will cover the considerations and status of process design, with an emphasis on means to
gain traction.

rick.dove@parshift.com, attributed copies permitted



S skEMS ENGINEERING

VISION 2035

ENGINEERING SOLUTIONS FOR A BETTER WORLD

Cyber-secur
will be as foundational a perspective
- ~in systems design
as system performance and%§
are today »:n




Security is a Mission — Not a System

Stakeholders and technology are there to support the mission

24/7 always on:

e situational awareness
* protection

* incident response

* recovery

* improvement

e evolution
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Presenter
Presentation Notes
Lines of synergy between objectives and concepts sparsely drawn for first level consideration and discussion, with the too-rich set between concepts unshown.

http://www.parshift.com/s/210717IS21-FuseSecurityRoadmap.pdf

Capability Based System Security Engineering

Problem Security often starts with available solutions rather than desired results.

Need Top-down approach to security starting with desired results/value.

Barriers Difference between capability and features; solution-dominant thinking; trust
that the outcome will be satisfactory; “just tell me what to do.”

A capability is an expression of a desired result agnostic of a solution that produces that
result. It permits and encourages innovation.

Capability Based Engineering variations:

e Needs Oriented Requirements Engineering

e Goal Oriented Requirements Engineering (GORE)

e Security Quality Requirements Engineering (SQUARE)

Capability needs emerge as centrally most important:
e They identify the foundation of a security strategy fit for context.
e They are intelligible to all stakeholders, a platform for alignment.
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Presenter
Presentation Notes
Needs oriented requirements engineering as a high-level transdisciplinary framework
Needs (problems to solve)
Goals (solutions to needs) – Desired Outcomes (expressed as capabilities)
Strategies (haven’t seen this explicitly in the requirements engineering hierarchy anywhere)
Tactics – Security System Requirements


Stakeholder Alignment

Problem Misalignment of security vision among stakeholders.
Inconsistent appreciation for security among stakeholders.

Need Common security vision and knowledge among all stakeholders.

Barrier Stakeholder willingness to engage in collaborative convergence.

Stakeholders of interest are not “who should be listened to;”
rather “who can affect the outcome.”

We want stakeholders to come along, not go along.
We want stakeholders to be engaged in the mission.
We want an aligned sense of need, awareness, importance, attention, respect.

Well-defined capability needs are a key output from this alignment.
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“Security is not directly linked to the mission. This often creates value conflict. For instance, managers who focus on using a company’s resources for business competition may ignore security risks and optimistically think these attacks will not happen (Rhee et al., 2012). This results from viewing information security as a burden and not wanting to spend money on it. In general, employees are expected to do good jobs in order to be rewarded. They may have value conflicts towards security and view security policy as unnecessary or interfering with productivity (Guo et al., 2011). From a customer perspective, the focus is to get good service conveniently. So customers may also view security measures such as complex password setting as headaches or the use of biometric identity authentication with privacy concerns (Breward et al., 2017). To improve information security, the key is to recognize such value conflicts and find a way to deal with them effectively. Literature has shown that the most proactive way to deal with value conflicts is to work towards value alignment (Lynn Fitzpatrick, 2007). Specifically, for security-related value conflicts, it is important to create value alignment for all the parties involved in information security management.” �(Tu, C.Z., Yuan, Y., Archer, N. and Connelly, C.E. 2018. "Strategic value alignment for information security management: a critical success factor analysis.“ Emerald Publishing Limited, Information and Computer Security, Vol. 26 No. 2, pp. 150-170. www.sci-hub.se/10.1108/ICS-06-2017-0042)

Stakeholder willingness – observed as lacking in contracted work that doesn’t require it.

Mitchell, R.K., B.R. Agle , D.J. Wood. 1997. Toward a Theory of Stakeholder Identification and Salience: Defining the Principle of Who and What Really Counts. The Academy of Management Review , Oct., Vol. 22, No. 4, pp. 853-886. https://www.jstor.org/stable/259247



Security Proficiency in the SE Team

Problem Insufficient knowledge of system security engineering at the systems
engineering level; communication across knowledge and expertise boundaries.

Need System security and its evolution effectively enabled by systems engineering
activity.

Barriers Disrespect between SE and Sec people; perception of security as non-
functional requirement; finding high level security expertise.

Proficiency exercises high-level competencies in
system security thinking, architecture, strategy, and empathy.

Stakeholder alignment is the “minimum viable product”
demonstrating security proficiency in the SE team.
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Loss-Driven Engineering

Problem Traditional vulnerability assessments and risk/consequence models for
security occur too late in the SE process.
Need Standard metrics and abstractions relevant to all system lifecycle phases.

Barrier Insufficient respect for potential leverage; solution- rather than problem-
dominant security thinking.

“There is a need to emphasize protection against the effects of loss ... it is prudent to
ensure that there is focus on the effect to be controlled rather than on the cause when
protecting against loss.” (NIsT sp 800-160 volume 1 revision 1)

Protection from losses are understandable to a broad base of stakeholders as needs.
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Modeling Trustworthiness

Problem Systems Security has moved away from its traditional focus on trust to a more
singular focus on risk.

Need Reinvigorate formal modeling of system trust as an evidentiary core aspect of
system security engineering.

Barrier Entrenched risk-based practices and education; simplicity of communicating
and comparing risk metrics; perception of security as a non-functional
requirement.

Security functions and assurance processes became separated in the early 2000s.
Since then the concepts of risk and assurance have dominated the community.

The community needs a return to “Security as a functional requirement” supported by
formal security models that support system engineering decisions and V&YV activities.

Evidence meriting trustworthiness by stakeholders can be modeled to show functional
capabilities linked to needs.
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Presentation Notes
Security functions and assurance processes became separated under the Common Criteria (ISO/IEC 15408) standards released in the early 2000s.  Since then concepts of risk and assurance have dominated the community and systems were developed without security functions (which became an add-on market).


Security as a Functional Requirement

Problem As a non-functional requirement, systems security does not get prime system
engineering attention.

Need Systems engineering responsibility for the security of systems.

Barrier Cultural inertia that prioritizes system purpose over system viability.

System security engineering is concerned with achieving capabilities that satisfy
stakeholder-defined needs.

To ensure security is designed in, these capabilities must be specified as functional
requirements.

A functional requirement is a qualitative description of an activity to perform or purpose
to achieve in fulfillment of a need.

11
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Security Orchestration

Problem Disparate security solutions operate independently with little to no
coordination.

Need Tightly coupled coordinated system defense in cyber-relevant time.

Barrier Independent stovepipe solution tools; multiple disparate stakeholders;
hesitation to explore interdependencies

Security Orchestration provides a foundation to explore and develop autonomous
governance and adjudication logic for dynamic security decisions in operations,
for fast, relevant, and adaptable system defense.

Orchestration invokes static solutions as standard sequences, and dynamic solutions as
composition (from available assets) or dynamic development (real-time production).

A cultural twist that requires stakeholder alignment on the need for (some) autonomous
mission management and alignment on the means for exploring functional and cultural
compatibility.

12
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Collaborative Mutual Protection

Problem Insufficient detection and response capability for innovative attacks with
infrastructure-based security mechanisms.

Need Widely distributed detection & mitigation of known and unknown attacks.

Barrier Trust in the security of the approach; trust in the emergent result.

Mutual protection behavior among technical system components is both beneficial and
possible.

Beneficial in that security collaboration, cooperation, and teaming among system
elements during system operation offers novel strategy for quick detection and
mitigation of innovative security threats.

Possible in that human and animal communities employ effectively demonstrated
approaches, and non-organic socially cooperating system aggregations already exists in
the fields of robotics, drone swarms, and Mobile Ad Hoc Networks (MANETSs).

A human community concept understandable as a strategy and as a mission; but a twist
on traditional security in need of stakeholder alighment for distributed interaction.
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Presentation Notes
Dove, R., K.D. Willett. 2020. Techno-Social Contracts for Security Orchestration in the Future of Systems Engineering. INCOSE IS20. Virtual.�www.parshift.com/s/200718IS20-FuSETechnoSocialContracts.pdf

Intent:  Behavior-based threat detection with immediate response, distributed among a team of collaborating and cooperating system components, with human governance when necessary.


Architectural Agility

Problem Enabling effective response to Innovative threats and attacks.
Need Readily composable and re-composable security with feature variants.
Barrier Comfort with and acceptance of a dynamic security profile.

A product line security architecture with a product-family asset management strategy
enables security resilience and composable innovation; and facilitates coherent security
evolution.

A cultural twist that requires stakeholder alignment on the need for an agile capability
and alignment on the means for exploring functional and cultural compatibility.

Assets Wlth Feature Variations
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Presenter
Presentation Notes
Alignment in the need for an agile capability and the willingness to explore the functional and cultural implications. 


Operational Agility

Problem Timeliness of detection, response, and recovery.
Need Ability for cyber-relevant response to attack and potential threat;
resilience in security system.
Barrier Comfort with and acceptance of a dynamic response and recovery capability.

Operational agility provide real-time composable response options in an operational
environment that can present innovative threats continuously.

Architectural agility provides coherent response options for
operational agility to select and execute as appropriate to the moment.

A cultural twist that requires stakeholder alignment on the need for agile operations and
alignment on the means for exploring functional and cultural compatibility.

15
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Agile incident response: Maguire, L. 2020. How Many Is Too Much? Exploring Costs of Coordination During Outages. QCon London, May 11. Video and transcript at www.infoq.com/presentations/incident-command-system


Education and Competency Development

Problem Security education is not well integrated with engineering education, creating
a skills gap.

Need Education at all levels focused on security of cyber-physical systems (CPS).

Barrier Perception of insufficient scientific/technical rigor for inclusion in engineering
programs; engineering faculty security knowledge gap.

Systems engineering is not addressing security well enough and is not addressing the
specific concerns emerging in today’s embedded systems and cyber physical systems.

Supply is created and sustained by demand. Educators and trainers on the supply side
and acquirers and developers on the demand side can both contribute.

Security needs and strategy independent of implementation tactics
can be taught and absorbed by a broad range of educators and engineers.
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A higher sense of
common relevance.

An aligned sense of need, importance,
awareness, attention, respect.
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Presentation Notes
“The best example, perhaps, of the drive to transdisciplinarity might be the early discussions of general systems theory when it was being held forward as a grand synthesis of knowledge.”�What is Transdisciplinarity? - Purdue Polytechnic Institute

Discipline: a branch of knowledge, a field of study, a mode of behavior and practice
Transdisciplinary: Broader understandings affecting not one discipline, or the interactive space between any two disciplines, but many disciplines concurrently.




Security Quality Requirements Engineering (SQUARE)

Stakeholder alignment around goals to satisfying needs — proof of concept

Lessons Learned:

* Every project is different, requiring tailored process flexibility.

* Facilitating reusable techniques, goals, and capabilities reduces cost and speeds results.

Our interest is in the first 2 of 9 SQUARE Steps

Step 1: Agree on definitions (a technique for revealing stakeholder knowledge and misalignments)
Input — Candidate definitions from IEEE and other standards

Technique — Structured interviews, focus group

Participant —Stakeholders, requirements team

Output — Agreed-to definitions

Step 2: Identify security goals

Input — Definitions, candidate goals, business drivers, policies and procedures, examples
Technique — Facilitated work session, surveys, interviews

Participant — Stakeholders, requirements engineer

Output — Goals

SEI (N. R. Mead, E. D. Hough, T. R. Stehney Il). 2005. Security Quality Requirements Engineering (SQUARE) Methodology.
SEl. 2008. SQUARE-Lite: Case Study on VADSoft Project
SEl. 2010. Security Requirements Reusability and the SQUARE Methodology
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https://resources.sei.cmu.edu/asset_files/TechnicalReport/2005_005_001_14594.pdf
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=8483
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2010_004_001_15197.pdf
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This Issue’s Feature:

Security in the Future of
Systems Engineering

Starting the Journey with Eleven Strategies and Six Objectives

JUNE 2022
VOLUME 25 /1SSUE 2

APUBLICATION OF THE INTERNATIONAL COUNCIL ON SYSTEMS ENGINEERING

INCOSE

Setting Current Context for Security in the Future of
Systems Engineering

Measuring Stakeholder Alignment to Overcome Control
System Cyber Vulnerability

Functionally Interpreting Security

Capability Engineering vs. “Problemeering” and
“Solutioneering”
- Prioritizing Stakeholder Needs over Requirements

Very Small Entities (VSE): Outsourcing Risk to the Supply
Chain Is Placing Systems Security Engineering on a Clay
Foundation, but Playing Games May Help

Framework for Operational Resilience in Engineering
and System Test (FOREST)
Part I: Methodology Part ll: Case Study

Modeling for Trustworthiness

Multilayered Network Models for Security: Enhancing
System Security Engineering with Orchestration

Making the Puzzle Pieces Fit - Utilizing UAF to Model a
Cybersecurity SoS

Analyzing System Security Architecture in concept phase
using UAF domains

Cyber Supply Chain Risk Management (C-SCRM)
a System Security Engineering Role in the Future of
Systems Engineering

rick.dove@parshift.com, attributed copies permitted

20



References

Dove, R., K. D. Willett. 2020. Techno-Social Contracts for Security Orchestration in the Future of Systems Engineering.
INCOSE 1S20. Virtual. www.parshift.com/s/200718IS20-FuSETechnoSocialContracts.pdf

Dove, R., Willet, K., McDermott, T., Dunlap, H., MacNamara, D.P., and Ocker, C., 2021. Security in the Future of Systems
Engineering (FUSE), a Roadmap of Foundational Concepts. INCOSE International Symposium, Virtual: July 17-22.
http://www.parshift.com/s/2107171S21-FuseSecurityRoadmap.pdf

Evans, J. July 29, 2014, What is Transdisciplinarity? Purdue Polytechnic Institute.
https://polytechnic.purdue.edu/blog/what-transdisciplinarity

Maguire, L. 2020. How Many Is Too Much? Exploring Costs of Coordination During Outages. QCon London, May 11. Video
and transcript at www.infog.com/presentations/incident-command-system

Scalco, A. 2022. Measuring Stakeholder Alignment to Overcome Control System Cyber Vulnerability. INSIGHT, Vol. 25, No.
2. INCOSE. June.

SEI (N. R. Mead, E. D. Hough, T. R. Stehney Il). 2005. Security Quality Requirements Engineering (SQUARE) Methodology.
https://resources.sei.cmu.edu/asset files/TechnicalReport/2005 005 001 14594.pdf

SEIl. 2008. SQUARE-Lite: Case Study on VADSoft Project.
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=8483

SEI. 2010. Security Requirements Reusability and the SQUARE Methodology.
https://resources.sei.cmu.edu/asset files/TechnicalNote/2010 004 001 15197.pdf

Tu, C.Z., Yuan, Y., Archer, N. and Connelly, C.E. 2018. "Strategic value alignment for information security management: a
critical success factor analysis.” Emerald Publishing Limited, Information and Computer Security, Vol. 26 No. 2, pp. 150-
170. www.sci-hub.se/10.1108/1CS-06-2017-0042

rick.dove@parshift.com, attributed copies permitted

21


http://www.parshift.com/s/200718IS20-FuSETechnoSocialContracts.pdf
http://www.parshift.com/s/210717IS21-FuseSecurityRoadmap.pdf
https://polytechnic.purdue.edu/blog/what-transdisciplinarity
http://www.infoq.com/presentations/incident-command-system
https://resources.sei.cmu.edu/asset_files/TechnicalReport/2005_005_001_14594.pdf
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=8483
https://resources.sei.cmu.edu/asset_files/TechnicalNote/2010_004_001_15197.pdf
https://www.emerald.com/insight/publication/issn/2056-4961
http://www.sci-hub.se/10.1108/ICS-06-2017-0042

	Capability-Based Security Engineering for�Strategy Formulation and Stakeholder Alignment
	Abstract
	Slide Number 3
	Security is a Mission – Not a System
	Synergy Linkage Between �11 Foundation Concepts and 6 Objectives�
	Capability Based System Security Engineering
	Stakeholder Alignment
	Security Proficiency in the SE Team
	Loss-Driven Engineering
	Modeling Trustworthiness
	Security as a Functional Requirement
	Security Orchestration
	Collaborative Mutual Protection
	Architectural Agility
	Operational Agility
	Education and Competency Development
	Holistic
	Security Quality Requirements Engineering (SQUARE)
	Slide Number 19
	Slide Number 20
	References

